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SECTION C - DESCRIPTION/SPECIFICATIONS

C.1 CONTRACT CLAUSES INCORPORATED BY REFERENCE

Clause

Database Clauese Number Clause Title

Compliance with EPA Policics for Information Resources

PAAR 557y .
Pt s b Management, (JAN 2012)

Performance Work Statement (PWS)

1.0 PURPOSE AND SCOPE

The purpose of this acquisition is to provide the Environmental Protection Agency (EPA) with a 3" generation
Agency-wide contract vehicle, ITS-BISS [I1 (pronounced Tis-Biz). for a bread range of information teehnology (IT)
and information management (IM)* technical and professional scrvices with emphasis on integrated program
management support services and independent assessments and support (IAS) serviees. These services provide EPA
with support for implementing key 1TIM federal statutes and policies including the  Clinger Cohen Act, Gavernment
Performance Results Act, Paperwork Reduction Act, Federal Information  Sccurity Management Act, and Office of
Management and Budget (OMB) Circulars. 1TS-BISS 111 also provides services to support EPA’s information
priorities such as implementing enterprise information tools and services. The 1TS-BISS T PWS is divided into two
(2) functional areas, as follows:

Funcuonal Area | (FA LY [ntegrated Program Support Services
Functionai Area 2 (FA2): Independent Assessments and Support (IAS) Services

FA1 for tmegrated Program Support Scrvices cavers Sections 4.1 —4.12 of the PWS. This functional arca includes
core 1TTM services such as Policy. Planning, Information Security, Investment Management, Enterprise Architecture,
IT Architecture, and Program and Project Management. FA1 also includes other important ITIM supporl services
such as Training, Human Capital Management, and Communications Support. Contractors providing services under
IFA 1 may be required to provide custoniers with independent assessments and  related support services that are
anctllary 1o the efforts for a requirement for integrated program management support,

FFA2 for Independent Assessments and Support (1AS) Services covers Sections 4.13 - 4.15 of the PWS. FA2 inciudes
core ITIM services such as Systems Analysis  and Support, Acquisition Management Support. and Independent
Assessment Services (IAS). The Sysiems  Analysis and Support Services includes services such as Systems
Definition and Business Case (£xhibit 300) Development Services. The Independent Assessments and Support
Services includes services  such as Risk Assessment Support and Independent Verification and Validation (IV&V)
Services.

[TS-BISS HI will be national in scope and will support FPA s Otfice of Fnvironmentai  Information (OED as well as
EPA’s National Program, Administralive, Regional and Field Offices. ITS-BISS Ul will be OEl's primary source of
advisory and assistance for ITIM Program and Independent Assessments and Support Services. 1TS-BISS 1] is also
intended to fully support the ITIM needs of EPA’s pragram, administrative. regional. and research offices. These
custamers may require comprchensive I'TIM program support on 2 multi-year basis, or may have short-lerm, single
purpose order requirements. Therefore, the program and independent assessment and support requirements  described
in the PWS are intended to provide EPA customers with comprehensive cradle-to-grave advisory  and assistance in
solving any analytical, planning. developnment. implementatien, evaluation, or weland  other program support
challenges. Other Federal departments and agencies also may access [TS-BISS 111 through Interagency Agreements
subject to the requirements of the base contract.

Y The acronym “[TIM™ is used throughout this PWS to convey that the scope of this acquisition covers both the areas
of Infarmation Technology i1T1and Information Management (IM).
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This is a Performance-Based acquisition and a Quality Assurance Surveillance Plan (QASP) will be included with
cach Task Order (TO) issned under the Indefinite Delivery/lndefinite Quantity (1D1Q) contracts. See Auwtachment 6
tor a sample of a QASP that will be included with the task orders.

2.0 OBJECTIVES

EPA has established several broad performance abjectives for ITS-BISS I, The ability to achieve these objectives
will depend in large part on the ability and commitment of the 1'TS-BISS 111 Contractors’ {individually and
colleciively) to lead, manage. innovate, collaborate, and deliver technical excellence on task orders (TO) and projecis,
and e across the contract as a whole, The objectives arc:

s [TS-BISS [l is consistently the vehicle of choice for EPA customers seeking information program support
services and independent assessment support services based on a strang customer outreach and service
model, a well-exceuted and streamiined TO award process, and TO proposals that are technically sxcelence
excellent and highly competitive and reflect TTIM best practices.

» Customers, managers, and stakeholders identify 1TS-BISS [ as one of EPA™s best performing vehicles
based on a reputation for consistently delivering outstanding technical and  management services and
solutions to EPA s emerging and ongoing ITIM needs.

»  Customers and stakeholders recognize the value of TTS-BISS 11 based on its  contribution to impraving the
performance and maturity of the EPA information Pragram, particularly iu facilitating cross-project and
program learning. coordination, and collaboration.

EPA expects that achieving these objectives will require each [TS-BISS UI Contractlor o

e Establish and mainiain a strong understanding of the rmission, goals, and objectives of EPA’s  epvironmenial,
administrative, and information programs.

*  Establish and maintain a proactive outreach and coordination program 1o communicate and share
intformation with existing and prospective customers and stakeholders on the vehicles™s  services,
capabilities, lessons learned, opportunitics for cross-project and program coordination, and on the value
proposition of the vehicle for the customer.

s Pistablish and maintain a TO process capabie of responding rapidly toa diverse and large portfolio of TO
Requests for Proposals (TORFPs) during the transition from the current contract (ITS-B18S 1) and
throughout the lifc of the vehicle.

¢ Establish. maintain, and grow a core wam of highly skilled ITIM professionals, led by a strong and active
management team, which is collectively capable of delivering quality results on a consistent, sustainable basis
for the vehicle customers.

¢ Offer Task Order Proposals (TOPs) that demonstrate customer-focus. technical excellence.  effective project
management. appropriate staffing. competitive pricing. I'l'[M best practices, and cross-project and program
coordination.

e Deliver on TOP commiuments with guality products and services that meet customer requiremenis  and
specifications the first-time, on budget and on schedule.

»  Demonstrate the ability and commitment to coliaborate in tangible ways with its peer [TS-BISS 111
Contractors and with other OEI Contractors to the benefit of EPA’s information community,

* Maintain a strong working knowledge of Federal and EPA [TIM policies, standards, and best- practices and
the ability to apply them Lo EPA order projects.
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3.0 KEYINFORMATION

3.1 Definitions

E4 - Enterprise Architeciure: A strategic information asset base: which defines the business, the information
necessary to operatc the business. the technologics necessary 1o support the business operations, and the wansitional
processes necessary for streamlining business processes and implementing new technologies to improve service 1o
citizens.

HPO— High Pevforming Organizarion: An HPO organization utilizes managenient controls, processes and systems
that are consistent with prevailing best practices and demonstrates performance that is comparable or exceeds other
providers i the same sector whether public or private.

Ot = Office of Environmenmal Information: Supports the Agency's mission of protecting public health and  the
environment by integrating high quality environmental information to make it useful for informing  decisions,
improving information analyses, documenting performance, and measuring success. The office, in consultation with
its many different internal and external stakeholders and partners, establishes  and oversees infonmation policies and
procedures to address the concerns of local, state, and federal government; tribes; the regulated community: interest
groups: the general public; and EPA managers and  staff. Specifically, the office performs the following major
functions:

o  Fulfii the responsibilities of the EPA's Chiet Information Officer in accordance with the Clinger- Cohen
Act,

*  Serveasapoint of contact for EPA’s external partners on information issues and assist them in locating,
using, and leveraging information and services.

s Provide leadership for improving the quality and utifity of EPA’s data and information.

* [mprove the efficiency of data and information collected by EPA o tultill current and future infarmation
aceds, while reducing the costs and other burdens for partners and stakeholders.

e  Ensurc that the best practical and cost-effeetive technology is applied wo meet EPA’s current and  future
mformation needs.

»  Provide leadership in the integration. analysis, and interpretation of environmenta! data, by producing
products and policies that represent best practices and are responsive 1o customer  needs,

= Provide the public with high-guality and useful infermation on environmental guality, status, and  trends with
the goal that our customers wiil be empowered to use the data and information 1o ¢nhance their health and
protect the environment in their communities.

»  Ensure that EPA shares environmental data and information with our partriers and the public ina  consistent,
efficient manner that avoids conflicting or confusing messages and promotes user understanding through
contextual information,

OMB — Office of Managenient and Budger. Assists the President in the development and execution of his  policies
and programs. OMB has a hand in the development and resolution of all budget. policy. legislative. regulatory.
procurcment. e-gov. and management issues on behalt of the President. OMB is composed of divisions organized
either by Agency and program areas or by functional responsibilities,

lowever, the work of OMB ofien requires a broad exposure to issues and programs outside of the direct arca of
assigned responsibility.

OTOP — Uffice of Technology Operations and Planning: 1s the Agency focal point for policy. management  and
implementation of EPA's information technology ¢(I'l') infrastructure, and oversight of federal and  Agency statutes,
regulations, and standards. The office head serves as the Chief Technology Officer (CTO) of EPA and the Deputy
Chief Information Officer for Technology. The Office is responsible for  information technology leadership at EPA
under the CTOQ. The Office has overall responsibility for  programs and functions of:

» [T Policy and Strategic Planning

+  Program Management Oversight and lmplementation
s  ardware and Sofiware Sclutions {for end-user and other [T professionals 4s necessary to support
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Government programs.

3.2 Advisory and Assistance Services {AAS)

This contract includes the full range of advisory and assistance services (AAS) deseribed in FAR 37.201 and  37.203,
and related services of a similar nature, whether or not they are actually deemed advisory and  assistance. This
contracl allows for provision of those services whether they refate directly to IT or are [TIM solutions for issues of
EPA program management and administration in a broad  sense.

3.3 Enterprise and Cross-Program Coordination

The Contractor shall actively look for opportunities (o facilitate cross-praject and progeam coordination and
collaboration w advance 1TIM at EPA. As the Contractor gains institutional and technical knowledge of  EPA while
working on orders or condueting outreach activities, the Contractor shall provide this type ol information to ITS-
BISS 111 customers, stakeholders, and 1o the OEL [TS-BISS 111 Management Team on an ongoing basis. On an annual
basis, the Contractor shall present this information in the form of a repott to the OLI ITS-BISS [ Management Team
and ITS-BISS 111 customers and stakelhiolders. The report shall describe the progress and the accomplishments in
facilitating cross-project and program cocrdination through ITS-BISS Nl activities. The report also shall ata
minimum provide examples of cross-project and  program coordination on [TS-BISS [T TOs and outreach activities,
describe lessons learned. and highlight opportunities for improved coordination. including opportunities for better
leveraging EPA'S ITIM enterprise tools and services and improving the efficiency and effectiveness of EPA™s [TIM
program. EPA  veserves the right to establish and modify the format of this report in consultation with the Contractor,

All planniag and other work under this conuract will be performed with the EPA Enterprise and Information
Technology Architecture as its underiying basis. [n the interest of preserving the integrity of a unitied  architecture,
the Contractor shall analyze common requirements between planned and existing projects  and requirements which
may cross programi/medium (i.e.. air, water, loxic substances. hazardous waste, elc.), geographic. or organizational
lines. The Conractor will notify the ERPA [TS-BISS LI Contracting Officer (CO)and Contracting Officer
Representative (COR) of any technical issues arising trom any individual TOs.(c.g. duplication, conflict, or vialation
of EPA standards ar ADP initiatives within EPA of which the Contractor has any knowledge). The principal products
ol such analysis shall be the identification of opportunities for improvements in EPA information systems
management and the optimization of  resources. the consideration of existing EPA systems and standards as feasible
alternatives to the development of new systems and standards. and the submission of special reports and presentation
of brietings on the findings and recommendations resulting from the analysis.

3.4 Task Order Performance Reviews

The Contractor shall provide the EPA 1TS-BISS [11 Management Team with a Quarterly Order  Performance Report,
The report shall provide summary cost. schedule, and performance data on all  active and recently completed orders.
‘T'he update shall also deseribe any important issues and concerns potentially affecting cost, schedule, and
performance (e.g., delivery of required deliverables) on any active or recently completed orders. The report shall be
based on the actual data from the monthly order progress reparts as well as ather appropriate sources. In the quarterly
repurt, the Contractor  shall alse identify any immediate cross-project and program coordination opportunities or
challenges. On  an annual basis. the Contractor shail submit a synthesis of the quarterly order performance data in

the form of an annual report. The annual report also shall describe accomplishments and lessons  {earned. EPA
reserves the right to establish and modify the format of this report in consultation with the  Contractors. Both the
quarterly and annual reports shall be submitted in electronic format.

3.5 Competitive Advantage Avoidance

Some information to which the Contractor may be exposed under this contract (¢.g., investment planning and review
information) could offer the Contractor a competitive advantage if it were used for purposes other than purely tor the
performance of the contract. The Contracior shall sateguard all such information and limit access to it to those
personnel directly performing under the contract and anly for the purposes of the contract. The Contractor shall
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especially prevent aceess to the information by business development, marketing. proposal development, or other
such personnel and prevent usc of the information for any such purposes.

3.6 Location

It is anticipated that most work under this contract will be performed in Washington, D.C. and Research Triangle
Park, N.C. Work may also be performed in other EPA [ocations such as Regional or Field Offices. Seme work may
occur at other federal agencies or state and local governments.

3.7 Period of Performance

The Basc Period of the [DIQ contract will be from the date of contract award through 60 months.

3.8 Key Roles

Several roles have been idenufied that will have differing levels of authority and responsibility, as follows:

Contracting Officer (COY: The CO is the uitimate authority on the contract. The CO can issue direction, and
directly enact contract level changes and modifications. No change to monetary value or scope of the contract or
any element thereof can be altered, modificed. reduced or changed without the direct approval of the CO,

Contracting Officer’s Representative (COR): The COR is the primary program administrator of the contract. He
or she is often referred to as the Federal Program Manager and oversees all elements of the contract. He or she is
the exercising bedy between the CO and the Contractor. The COR is authorized 1o issue Technical Direction and
will handle any issucs or requests that impact scope or cost. The COR receives copies of all deliverables. is
involved in all projects, and leads the resolution of any issues. He or she also has the ability to approve invoices in
the TOCOR or ATOCOR s absence,

Alternzate Contracting Officer’s Representative (ACOR): The ACOR has the same tevel of authority and
responsibility as the COR. The ACOR exercises this authority in the CORs absence.

Task Order Contracting Officer’s Representative (TOCOR): The TOCOR is the primary program administrator
of the TO. He or she is often referred to as the Federal Project Otticer and is the individual responsible for
overseeing all programmatic elements of the executed TO. 1le or she will assist with TO-hased requirements such
as gocess, time frames, inspections, security requirements. performance and quality inspections, and acceptance
procedures. The TOCOR is authorized 1o issue Technical Direction and is the primary point of cantact for all TO-
based deliverables, monthly progress reports, and invoices.

Alternate Task Order Contracting Officer’s Representative (ATOCOR): The ATOCOR has the same level of
authority and responsibility as the TOCOR. The ATOCOR exercises this authority in the TOCORs absence.

3.9 Prime Contractor and Subcontractor Guidelines

For ITS-BISS [II. EPA has established the following Prime and Sub Guidclines:

e A prime Contractor under ITS-BISS [ can be a prime Contractor on another EPA [TIM contract.

s A prime Contractor in one functional arca of ITS-BISS 111 cannot have a sub-relationship with any other
prime Contractor in that same functienal area of ITS-BISS 111

= A prime Contractor in one functional area of ITS-BISS [1I (e.g.. Functional Area 1) ¢can have a sub-
relationship with one and only one prime Contractor in the other functional area {e.g., Functtonal Area 2).

s An ITS-BISS subcontractor can have a sub-relationship with one and only one prime Contractor in each
functional area of 1'T5-BISS 111,

» A prime Contractor on 1TS-BISS 11 can have a sub-relationship with a prime  Contractor an anotlier EPA
ITIM contract. including one of OEI's ITIM contracts {e.g.. Integrated Computing for the Enterprise (ICE)
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contract).

3.10 Federal and EPA Standards, Policies, and Regulations

The Contractor shali abide by all EPA regulations, policies, and procedures in eflect during the contract  period of
performance. This includes all changes in laws. regulavons, policies. and proccdures as they evolve during the

contract period of performance. The Contractor shall conform to the Agency’s  [nvestment Management

Philosophy. including specitfic conformance with EPA’s Enterprise and Intormation Technology Architectures and
conformance to portfolio performance standards using Earned  Vaiue Management (EVM), and all EPA governing

documents associated with the EPA {T infrastructure, including the NCC Application Deployment Checklist
process. As a minimum, the Contractor shall confarm ta and abide by the federal policies and regulations and

EPA policies and procedures identified  below:

Policy Deseription Uniform Resource Locator (URL)
/Regulation

hups://obamawhitchouse.archives.goviomb/m
Government Memorandum For Heads of emoranda_m00-10/
Paperwork Exccutive Departments and
Chmination Act Establishments
{GPEA)

Government
Paperwork
Elimination Act
(GPEA)

Records Management Guidance for
Agencics Implementing Electronic
Signature Technologies

http:/rwww.archives.govirecords_manageme

ni/pdficlectronic_si
gnature_technologies.pdf

Information
Technology
Management
Reform Act

Memorandum For Heads of
Executive Departments and
Fstablishments

https://obamawhitehouse.archives.gov/o

mb/memecranda_m96-20/

Public Law 106-
229

Electronic Signatures in Giobal and
National Comumerce Act (ESIGN)

hitps:fwww.gpo.gov/fdsys/phka/PLAW-

106publ229/content-detail itml

Section 508

Electronic and Information

www . section308.cov

Protection

Compliance Technology Accessibility

Standards
Policy on Presidential Decision Directive — littp:#ifas. orgdirpioffdocs/pdd-62.htm
Infrastructure PDD-62

Policy on
Infrastructure

Presidential Decision Directive —
PDD-63

htip:/ifas.org/irp/offdocs/paperi88.him

Continuity of
Government
Opcrations

Presidential Decision Directive —
PDD-67

http.//tas.org/irp/oftdocs/pdd/pdd-67.litm
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Government
Information
Security

Reform Act

Memorandum for Heads ol Executive
Depanments and Establishments

hups:/face.dau.mil/CommunityBrowser.aspx?i
d=34665

Public Law 104-
106

Federal [nformation Processing
Standards Publications

hup:/fwww. ith nist.eov/ fipspubs/

Privacy Act

Memorandum For Heads of Executive

https://www justice.gov/opcl/policy-objectives

CGuidance

Policies Departments and Establishnients

OMB Memorandum For Heads of http://www.gao.gov/assets/590/588407.
Architeciure Exccutive Departments and pdf

Development Establishments

Management of
Federal
Information
Resources

OMB Circular A-130

hitps://obamawhitehouse.archives.gov/b
log/2016/07/26/managing-federal-
information-strategic-resource

National
Technology
Transfer Act of
1995

OMB Circular A-119

https://www.nist.gov/property-
fieldsection/nttaa-act

Budget Process

OMB Circular A-11]

https://obamawhitehouse.archives.gov/o
mb/circulars_all_current_year_all_toc

Improving
Information
Technology (1T)
Project Planning
and Ixecution

OMB memorandum M-05-23, 8/4/05

https://georgewbush-
whitehouse.archives.gav/omb/memaran
da/fy2005/mQ05-23 pdf

[ntegrated Baseline
Reviews (IBRs)

The Program Managers® Guide to the
Integrated Baseline Review Process
(4:03)

ips accdawmil adl en-

US 37635 (1e 9126 Prooram® o 20Manacers™y
2IGwde? o2 o 2 be a2 Hnrearited? o 20Rase

ltne? o 20Review " u 20Process

The Contractor shall conform o and abide by EPA policies, procedures, standards. dircetives, and other
requirements for [TIM. Below is a list of some of the key policy-related documents governing EPA [TIM
work. Contractors may request a copy of an EPA 1TIM policy during and foliowing the Order Award
Process. Also, a comprehensive list of EPA’s ITIM policy-relaied documents can be found on EPA’s
intranet at hup: intanciepa.soy oci:imipolicy polivies. i, Access to EPAs Intranet 1s available

through EPA’s central library.
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ITIM Policy or Contract-Related
Functional Area

Description of Palicy Document

I'TIM Policy

Svstem Life Cvele Management Policy

Swvstems Life Cycle Management (SLCM) Procedure
System Life Cvele Management (SLCM) Reguirements
Guidanee (PO

Intormation Access Policy
Informagon Access Procedures
Customer Service and Public Access Standards

(Quality Policy

Procedure for Chualing Policy

Mobile Compunng Policy

Conlliguration Managemem Policy
Contiguraton Management Procedure

Enterprise Architecture

Enterprise Architecture Policy

Lnterprise Architecuare Governance Procedures
Informanon Technolpey Infrasiucture Standards Procedure
Personal Computer Conlizuragion and Manasement Standard
Interime U pdae w the Personal Computer Conflauration
and Management Siandard
- Datal sehange and Collection Procedure (O 2E22-P-000100)

Investment Management

Capital Manning and Inyvestment Conrol (CPIC) For the Alinasement
of Infonnation Technology Invesinients

Farned Value Manaeaiment VM) Procedures

Capital Manniog and Investmant Convrol (CPIC)
Procedures tor the Otlice of Manacement and Budgel
I xhihits
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EPA Standards

Daty Standards
Datg Standards Development Procedures
Data Standards Maintenance Procedures
D Standards Implememation Procedures
D Suandards Waiver Procedures
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Security Policy

Luvironmental Protection Apency [nformation Seeurins Poliey

. Intormation Securits Aceess Comtrol Procedures

- Informadon Security Asareness and Teainme Procedures
[nformation Security - Audit and Accountabilinn Procedures
Information Security Interim Security, Assessment and
Vutharisation Provedures
Information Security — Interim Configuraion Manaeement
Procedures
Information Security - Contineency Planning Procedures
Information Sceuriny - Identification and Authentication
Provedure
lnlermation Sceurity — lnewdent Response Procedures
nformation Securits  Interim Muintenanee Procedures

- lndormation Securiny — Media Protection Procedures
Infermation Securies - Interin Physical and Environmental
Protection Proceduces
Information Security [oterim Planming Procedures
Infermation Sccwnty = Interim Personnel Sceupny Procedures
ftormation Sceurity - _Loterim Risk Assessment Progedures
Information Secucity _ Interim System and Serviges Acquisittan
Progedures
Information Scewrity Toterim System and Comniunications
Projection Procedures
biformation Seeprity - Ingerim System aond Information Inwearity
Procedures
Internagonad Trase! Procedure For Mohife Devices
Inttornration Sceurity -~ Roeles and Responsibibities Procedures
Information Security — Guidanee for Manuglly Completing the
Inforntaten Seeuriy Awareness Trainmy
Inforneaion Security - Spilkave of Classificd Intormation Onto
Linclassilied Systems
Informaton Seeuriy - Nanonal Rudes of Behavior

Diformiation Scewriny - Prvaey Procedure
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Communicatian Web Goyernance and Mangzement
Wb Guide Procedures, Standards. and Guidaney
Coohles and Other Trackinge Methods Procedures
Web Congent Tvpes and Review Procedure
~ Iaternal Sie Links Procedure
Tnfornativn Collection Policy

Enterprise Infonmation Management Poiicy (1IMD)

LIMP Cataloowing [ntormation Procedure
LIMPE Minimum Metadata Sundards

3.11 AGENCY ACCESS BADGE REQUIREMENTS FOR ON-SITE CONTRACTOR PERSONNEL

Refer to Attachment 7. Agency Access Badge Regquirements for On-site Contractor Personnel, for requirenients
related to Contractors requiring physical access to Federally-controlled facilities and/or logical access to Federally-
controlled information systems.

4.0 REQUIREMENTS

The requirements of I'TS-BISS 11T are divided into wo (2) lunctional areas:

Functional Area | (FA): Integrated Program Support Services
Functional Area 2 (FA2): Indcpendent Assessments and Support (IAS) Services

EPA’s requirements under FA1 for tntegrated Program Support Services are described in Sections 4.1 — 4,12 of the
PWS. FPA’s requircments under FA2 for Independent Assessments and Support Services are described in Sections
4.13 - 4,15 of the PWS.

The Contractor shall furnish the necessary personnel, material, equipment. services and facilities (cxcept as otherwise
specified) to perform the requirements of the contract and TO PWSs. The Contractor shall be responsible for training
contract personnel, as necessary, to perform the requirements of a TO. The Conwactor shall provide this tramning at
no direct cost to the government. With the exception of the information and reporting requirements outlined in
Scction 3.3: Enterprise and Cross-Program Coordination, and Section 3.4: Task Order Performance Reviews, the
Contractor shall perform work under this contract enly as directed under TOs.

In general, the services and support described herein are the primary types of work to be conducted under this
contract. Absence in this section of specific mention of a category ef of7? scrvice does  not necessarily mean that
such service cannet be provided by this contract. The EPA Contracting Otticer (CO), in consultation with EPA
Contracting Officcr Representative (COR), will make the final determination  of whether a requested advisory and
assistance type of support that is not specifically addressed herein may be performed. Consistent with the scope and
purpose of the contract, the Contractor shall provide a  full and eomplete range ol technica! and professional support
10 EPA 1o assist with any and all aspects of  analyzing. planning, designing, developing, implementing. managing,
reporting, and atherwise supporting EPA’s ITIM requirements.

This contract may not be used to: a) acquire hardware, software. or  communications resources on behalf of the
government except as may be necessary and specifically authorized to support TO performance, b) construct and/or
implement production hardware, sofiware, or telecommunications systems, or ¢) provide ordinary operation,
maintenance, or repair services for any item of EPA s information infrastructure. Any hardware, software, or
communication resources acquired in the pertormance ol'this contract must comply with EPA"s architecture or other
iTIM policies or standards.

No litigation support activities or legal research may be performed under this contract. For TOs involving analyses.



studies. and audits. the Centractor shall provide options and recommendations  together with a dertailed substantiation
for any recommendations, EPA shall make alt final decisions regarding the adopiion or implenmientation of any
recommendations made under this contract.

FUNCYHONAL ARFA 1 INTEGRATED PROGRAM SUPPORT
4.1 Policy

The Clinger Cohen Act. Paperwork Reduction Act, Federal [nformation Sceurity Management Act, and  other Federal
1TIM sitatutes. policies, and executive orders require EPA and other Federal ClOs to establish and implement policies,
plans, and controls to ensure the effective management of Federal  information technology resources. The Contractor
shall provide services to suppart compliance with these and other related statutory, regulatory. and policy
requiremeents. The Comractor shall provide a broad range of technical and professional services to support EPA’s
[TIM policy functiens and operations at all levels of the organization and across all elemems of this statement of
work. This support may include. but way isnot be limited to:

s Anafvzing. developing, mainiaining. communicating, implerenting, and evaluating ['TIM policies.
procedures. standards. guidance and vther refated policy documents or tools.

e Providing suppon for managing policy program operations. including maintaining policy documents and
plans., developing and maintaining standard operating procedures for the policy development process,
crealing templates for policy-related documents, and maintaining status  information on existing EPA ITIM
policies (¢.g.. sunset dates, responsible organizations, ete)

e Idenufying and analyzing policy drivers and gaps that will support progeam strategy development  and
recommendations for addressing them.

Providing tools. advice, and assistance 10 support policy implementation.
Monitoring compliance with 1TIM policies and measuring their effectiveness.
=  Providing support tor developing, revising, and implementing EPA's TT Waiver process and iools,

The policy support deseribed in this section covers EPA’s {TIM policies as well as support for EPA  involvement in
cross-governnent policy initiatives (c.g.. Federal Segment Architecture Methodology initiative),

4.2 Planning

The Paperwork Reduction Act requires federal agencies to develop and maintain a strategic Information  Resources
Management (IRM) Plan that describes how [TIM activities support the accomplishment of EPA missions. The
Clinger-Cohen Act. as implemented in tederal policies and directives, requires  agencies to develop and implement
strategic and tactical ITIM plans. EPA also is seeking Contractor support to strengthen its planning function and
operations in areas ol T Capacity Planning and Green 1T.

IT Capacity Planning: The Contractor shall provide a broad range of echnical and professional services to - support
EPA's [T capacity plannting function and operations. This support may include, but is not limited to

* Providing advice and assistance to support EPA in esiablishing and implementing an IT capacity planning
funnction and operation.

» Developing, analyzing, and supporting the implementation of metrics and statistics for measuring and
evaluating the usage. capacity. and performance of EPA"s I'T infrastructure, network, and 1T assets.

s  Scanning and analyring research and authoritative information on funure IT trends and directions, and
providing advice on the potential issues and imiplications of these trends for FPA.

« Conducting research and gathering data to develop and analyze 1T planting scenarios. perform scenario and
trend analysis, support the implementation or enhancement of existing EPA planning processes, and support
the development and implemeritation of new planning processcs.

Green IT Planuing: The Contractor shall provide comprehensive Green 1T planning. advice and assistance services
w EPA information organizations and programs. This support may inciude but is not limited to:
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*  Providing advice and assistance to EPA on developing and/or applying measures and metrics (o support
assessing EPA [T from an environmental stewardship perspective.

»  Supporting EPA organizations and programs in asscssing the perfermance of EPA’s IT infrastructure and
assets against Green [T measures and metrics.

s  Advising and assisting EPA organizations and programs in researching, planning, developing, and
implementing Green IT initiatives, projects. and programs.

Otlrer Planuning Support: The Contractor also shall provide a broad range of technical and professional  services to
support EPA’s TTIM planning (unctions and operations in meeting legislative and policy mandates. This support may
include, but say is not be limited to:

* Providing advice and assistance to support compliance with federal and EPA [TIM planning activities.
policies or mandates. This may include analyzing, developing, maintaining. communicating, implementing,
and evaluating EPA s I'TIM planning policies, procedures, standards, guidance, tools or other docunients.

¢ Developing, maintaining and supporting the implementation of 1TIM strategic. tactical, performance,
investment, architectural, business and other plans and planning processes.

s Assessing the effectiveness of new and existing [TIM plans, planning processes, and new technelogies.

The Contracior shall be knowledgeable ol and experienced in applying federal and private sector ITIM  planning best
practices. In researching, assessing, and planning for new technologies. the Contractor  shall perform, obtain, and use
long-term strategic technology assessments, projections. trend analyses.  and the moest-infornted speculation available.
The Contractor shall map out likely scenarios for  technological advancement and analyze their impact upon the needs
and capabilities of LPA to use information and information technology as a strategic tool and method protecting the
environment.

4.3 Security

LPA’s information seeurity requirements are growing in respense Lo new information security challenges and the
ongoing requirements of federal policics and statutes. EPA is continuing to build and strengthen its information
sceurity function and operations in response to these chatlenges with the goal of ensuring  that EPA maintains its high
level of compliance and performance.

The Contractor shall provide a broad range ef technical and prafessional infermation security support.  This support
may include. but say is not be lintited 10

« Supporting policy. planning and program devclopment, management, implementation, evaluation, oversight,
compliance, and outreach activitics.

»  Providing advice and assistance on compliance support issucs and tasks, including but not  limited to security
planning, risk and technical vulnerability assessment support, security  testing and other related svstems
securily support.

s Providing advice and assistance on oversight issues and tasks, including support [or program  reviews,
evaluations and audits.

All studies. analyses, testing or other support previded under this contract shall conform to applicable  federal, NIST,
and EPA ITIM Security policies, procedures, and standards. All testing and oversight work  performed under this
conuract shall utilize EPA approved tools unless othenvise designated by LPA's 1T Security Program.

Note: EPA intends to award the majority of Risk and Technical Vulnerability Assessment Support TOs under
Functional Arca 2. Ilowever, these security services may be provided under Functional Area | when a customer
requests them as part of a larger Integrated Program Support Order. When these services are provided in Functional
Area 1. the Contractor’s Risk Assessment Support Services  shall be at least comparable in scope and quality to those
provided by the Federal Shared Service Center. The Contractor’s Risk Asscssment Suppaort Services shall include the
provision of services such  as Security Planning 1o address issues identified by the Risk Asscssment.
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4.4 [nvestment Management Advice, Assistance, and Support

EPA requires support 1o mainiain and mature its investment management functions and operations, The Contractor
shall provide comprehensive investment planning and management advice and assistance to  support EPA’s Capital
Planning and Investment Control (CPIC) Program., ‘The Contractor shal provide similar support to other EPA
organizations sceking to develop and maintain an internal investment  management capability.

‘The Cantracior shall provide a broad range of technical and professional services in support of EPA’s I TIM
investment management functions and operations. This support may include, but a2y is not be limited to:

e Supporting the management and implementation of CPA"s CPIC Program, including but not limited to:

o Developing, revising, and maintaining policies, processes, procedures, practices, 1ools.  and technaologies
to strengthen and improve the program.

5 Supporting the execution of all phases of EPA’s CPIC process, including but not lintited  to. developing
investment data calls, refining invesiment criteria, reviewing business cases, conducting portfolio
analyses, supporting basic CPIC process management, providing material and assistance 1o support the
executive committees that oversee the CPIC pracess, assisting with porttolio management toals and
functionality (e.g. eCPIC), and, providing adxise advice and assistance to support customers in
deve¢loping high quality business cases. This process support also includes tool support (¢.g.. eCPiC or
other tools selected to implement or manage the CPIC Program).

Supporting EPA in producing the Office of Management and Budget Exhibit 300 and 533 business cases,
¢-Gov Scorecard Updates, and related issues,

ja]

s Providing advice and assistance o the EPA CPIC Program on program improvement initiatives and projects.,
including:

o Expanding the scope of the [TIM program 1o include a larger percentage of the EPA 1TIM  budget.

o Creating a more robust evaluation component te the CPIC process.

(5]

Supporting the ongoing implementation of earned value management, operational analysis, and other
invesument tracking or monitoring tools and services.

%]

Strengthening EPA's portfulio analysis knowledge and capabilities,

= Imegrating or aligning ITIM processes with EPA financial ar other processes, identifving strategic
opportunities tor enhancing services and the program.

e Supporting and coordinating customer and stakeholder outreach. education and training activitics.

e Providing support for Independent Verification and Validation (IV& V) activitics and studies. including
support for Independent Baseling Reviews (I1BRs) and Management IV& Vs 1o support  the [nvestment
Management function,

s Providing support for business case development for CPIC major and non-major investments. Business case
services offered under [TS-BISS [ shall include any business case analytical or development support
service necessary to develop a comprehensive and compliant Exhibit 300 business case document. Business
case services also shall include comprehensive support for Earned Value Management, Operational
Analysis. High-Risk Reporting, as well as, support for any other related requirement necessary to comply
with existing or new EPA or OMB investment management requirements. All business case services
offered under 1TS-BISS [ shail reflect the best practices of both industry and government in performing this
SCrvice.
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Note: EPA intends 1o award orders for Exhibit 300 Business Cascs, {BRs, and [V&V studies primarily under
Functional Area 2 of the contract. However, these invesiment management services may be  provided under
Functional Area | when they are a component of a larger Integrated Program Suppert T0.

4.5 Enterprise Architecture

EPA requires an implementable Enterprise Architeclure (EA) to improve the efficiency and effectiveness of how
EPA business processes and practices supporl mission goals and manage data necessary to - produce the right
information lor the right people in the right format. EPA’s EA Program facilitates improved EPA operations and
performance by providing architectural guidance. tools and training. The Contractor shail provide a broad range of
technical and professional services 1o support EPA’s  enterprise architecture functions and operations at all levels of

the organization and at all layers of the architecture. This support may include, but may isnot be limited to:

Marturing and maintaining EPA’s enterprise architecture at all layers across EPAs administrative,  research
and scientific. and environmental and health protection businesses. Exanmples of the  layers are strategic,
business, service, data. applications, technology and security.

Supporting all EPA program. research. and administrative organizations in developing. refining,
implementing and maintaining the bascline and target architectures and transition strategy to  identity and
support closing gaps. This support includes the provision of business process  management and modeling
services. This support alse includes extending the existing  architecture to other levels of an architecture

framework (¢.g.. searnent and solution levels).

¢  Supporting the management of the Emterprise Architecture Program, including but not limited to

£

[

Analyzing, developing, maintaining, communicating, implementing, and evaluating EA  policices,
procedures, standards, guidance, tools. or other documents.

Developing and maintaining architectural guidance, training to support EPA  transtormation initiatives.
programs and Offices, and program support tools such as TMPART or other tools selected 1o implement
or manage the EA Program

Maturing. maintaining and implementing EPA’s EA Segment Architectures, governance process. and
new EA software tools.

Linking and harmonizing the architecture to EPA s budget, investment review, and human capital
planning processes and ensuring aligniment between EPA's enterprise architecture  with tederal
reference models and federal architecture models.

Performing EA reviews of EPA information systems at key points in the Systems Lifeexcle and the
CPIC process,

Providing meeting support to the EA Program for mectings of the EA Working Group (FAWG)or
ather groups, for EA presentations to the QIC or ts subcommittees, and for EA program attendance at
conferences or with conference materials.

Supporting EPA in developing and maintaining the target data architecture, enterprise  data architecture
(EDA) framewaork. data reference model (DRM), and EI'A data policy.

a  Supporting EPA in producing OMB required EA reports such as the segment temiplates and self-
2$SCSSMerts.

s Supporting development and use of the architecture in a graphic analytical tool 1o facilitate  enterprise
analysis and business intelligence.
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EPA also requires support for envisioning, planning, analyzing, and supporting the development and implementation
of a cohesive infrastructure for a Service Oriented Architecture (SOA) 10 support EPA - applications to leverage the
enterprise [TIM toolset.

4.6 IT Architecture Management and Planning Support

The Contractor shall provide advice and assistance to suppon the planning and management of EPA’s  [nformation
Technology Architeciure. This support may inciude, but maxy is not be limited to:

e Contracl services 10 support the planning, acquisition. and management of the EPA 1T Architecture, The IT
Architecture establishes the plans and guidelines governing the totality of  LPA’s I'T infrasiructuce including
hardware, software. telecommunications systems. and acquired infrastructure services. Examples of
planaing activities inciude technology research, aliernalives analyses. cost analyses, feasibility studies.
development of technical specifications, testing, prototyping, and development of recommendations for
specific technology selutions. Examples of management support inclhude oversight, assessment, monitoring,
and reperting on infrasiruciure  performance and include recommending technology, procedural, or other
changes to improve performance. Management support also includes providing comprehensive advice and
assistance in assessing and deploying new and existing technologies.

s Supporting and maintaining EPA’s [T Architectural Standards.  The [T Standards Profiie delincates the
technalogies selected by EPA 1o perform various functions related to end-user  computing and
communications, application hosting. networking/teleccommunications, and information security. The
Standards Profile is integral to the technical design of EPA information systems. The Contractor shall
recommend changes based on EPA input and direction and  industry 1echnology trends and directions. and
periodically revise the Standards Profile, This  program support also includes support for FPA™s 1TIM
councils and governance bodies including  the Quality and Intormation Council (QIC) and QIC
Subcommuittee{s).

« Reviewing and analyzing svstem projects for compliance with the enterprise architecture and CPIC
requirements, including assessing the consistency ot these projects with EPA s system life cycle in the
inttiation phase, technical compliance during the concept delinition phase, and  compliance with architectural
requirements during the operations and maintenance phase,

4.7 Program Management Support

The Contractor shall provide program management and governance support to EPA. EPA requires advice and
assistance to ensure eversight and support for ITIM activities at both the enterprise and program  office levels. This
includes but max is not be limited 10 support for EPA’s key governance structures and  entities. including the Quality
and [nformation Council ({({C} and its subcommittees and working groups.

The Cantractor shall provide a comprehensive range of technical and professional services such as  strategic
consulting, portfolio management support. and other analytical and process support services to  improve EPA 1TIM
governance and program management.

The Contractor shal! also provide program management support services in the areas of project  management and
operations management. 'he Contracior shall provide a comprehensive range of technical and professional services
to support EPA’s program management reguirements. including:

e« Providing advice and assistance in planning. designing, developing. implementing. and managing effective
governance strategies and plans at the enterprise and program office levels,

s  Supporting customers in implementing and maintaining governance strategies, plans. activities.  policies,
pracedures and tools.

e  Fvaluating, recommending, and supporting the implementation of governance and program and project
management tools and capabilities. including provision of training, outreach. education, and other suppont.
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*  Assisting in the analysis, planning, designing. developing. selecting, implementing, integrating. and
maintaining other project or program management tools such as resource, asset, cost, risk, and other
management tools,

The Contractor shall provide advice and assistance that is based on government and industry best practices in the
areas of governance and program and projecl management.

4.8 Organizational Development and Human Capital Management

EPA requires advice and assistance in developing and strengthening its ['T'TM organizations and human capital
management approaches. OEl and OTOP continue to transform existing business modeis to  improve performance,
better serve customers. and betier lead on government-wide ['11M initiatives. Other EPA organizations are also
sccking to ransform their ITIM organization and operations in response to these and other business drivers. These
transformation requirements reflect one aspect of EPA’s need lor organizational development and human capital
management services,

The Clinger Cohen Act and the Office of Management and Budget (OMB) require agencies to assess the
requirements established for agency personnel regarding knowledge and skill i information resources management
and the adequacy of those requirements for facilitating the achievenient of the performance  geals established for
information resources management, They alse require agencies to assess the  extent to which agency positions and
personnel meet those requirements; and develop strategies and - specific plans for hiring, training, and professional
develepment to rectify any deficiencies identitied in - meeting those requirements.

Tao support these needs, the Contractor shall provide a broad range of technical and professional services  to support
ITIM organizational development and human capital management at all levels of the  organization. This support may
include, but may not be limited 10;

*  Performing organizational analyses and providing advice and assistance 1o EPA organizations in evaluating
and re-structiring organizational compoenents and human resources investments and programs to atiain
optimal benefnt from their ITIM resaurces and asscts.

»  Providing ITIM organizational assessment and planning support, including skill assessments; desigh and
implementation of skills development programs; analysis of skills development tools: selection, acquisttion,
and implementation support for such tools; and related activitics in support  of organizational and workforce
development. Organizational assessments for OTOP, OEI and  other customer offices may require the
Contractor to asscss the performance or maturity ol organizational, business, or TTIM functions processcs,
practices, activities, and services using  applicable best practices information and benchmarks as a basis tor
comparisons, Skill assessments may require the Contractor to focus on the gaps and the requirements 1o
suppont agency efforts to implement [TIM best practices.

s Analyzing, consulting, and comprehensively supporting [TIM organizational developmentand human
capital management issues, projects and initiatives tor IT8-BISS HI customers. This support may include
meeting planning suppert, developing and implementing assessmenis and  plans to improve the organization
and strengthen human capital management (HCM), and providing training and coaching to improve the
performance and overall skill-level of the office.

4.9 Customer Relationship Management

The Contractor shall provide a broad range of technical and professional services to support EPA™s  customer
refationship management function and operations at all fevels of the organization. This support may inciude. but is
not be limited to providing advice and assistance to OEI and other 1P A offices to support  the planning, analysis,
design, development, implementation, and management of [TTM services and support. [t may also include
performing customer, market, and emerging issues research, including providing timely advice on customer
demographics, needs. and preferences, as well as providing research and recommendations on the best techniques for



reaching and communicating with these potential customers and stakcholders with data and information.

Within OEL, OTOP provides ITIM services to customers across EPA through its portfolio of ITIM contracts lor
prograim management and compliance support; svstems development; data center operations: and  computer desktop
provisioning services. EPA may require support for implementing custoner relationship management in support of
the services offered through these vehicles,

4.10 Studies, Analyses, and Program Support

The Contractor shall provide customiers a broad range of technical and professional services in performing  studies
and analyses and in providing program support on a range of I'TIM and programmatic issues.

These analyses may be required to advise and assist customers with program development, management.
performance. implementation, compliance or other requirements. This support may be provided as a requirement
within a larger integrated program support ovder. The studies, analyses, and program support provided by the
Contractor under this section ot the PWS may include, but sax isnot  be limited to, systems, acquisitions, and
independent assessment support.

4.11 Communication Support

EPA requires comntunication support to effectively communicate information about its 1TIM program, projects, and
services to both internal and external parnties (c.g., Congress and the public).

The Contractor shall provide a broad range of technical and professional services to support EPA [TIM
communications activities. The Contractor shall provide these scrvices and support across EPA and toall  levels of
[TIM organizations. This support may include, but smax is not be limited to:

s Planning. analyzing. designing, developing, implementing and managing communications strategies, plans,
products, Lools. and services for customers.

s Supporting customers in planning and implementing targeted and specific communications and outreach
activities to support [TIM program and project functions. activities, or events. Examples of
communications preducts include, but are not limited to presentations. fact sheets, videos, DVDs. surveys,
websites, poster-board displays, exhibit hall displays. press information, desktop publishing files, brochures,
Nlyers, handouts, and procedure documents such as checklists for putting on events,

»  Supporting the developing progress, accomplishments, and similar reporting toals 1o communicate program
plans. activities, or performance.

s  Supporting the communications activities associated with EPA meetings (routine and periodic} and
conferences, including support for logistical arrangements, registration desk support, audio- visual
arrangements, telecommunications support. identification of potential sites and provision of information for
selection of sites. and development of information products.

e  Research and evaluation 1o determine the best methods for communicating with customers and  stakeholders.
including the use of Web 2.0 tools and technologies.

+  Printing and associated printing services within the imits of tederal or EPA regulations.

4.12 TFraining, Conference, and Meeting Support

EPA requires a robust training capability that enables it to keep pace with a changing [TIM policy landscape. sceurity
challenges, and rapidly changing tools and technologics for the desktop. enterprise, and mobile workforce. The
Contractor may be required 1o provide a broad range o technical and  professional services to support EPA™s TTIM
training requirements. The range of training that may be provided under this contract may include, but is not limited
to. the provision of training to support all  functional arcas of this PWS. Examples include: poliey. EA. CPIC,
securily, project management, communication, ITIL, and customer service. Examples of tools and technology
training may include Microsoit Office. project management tools. and training for EPA desktop or maobile
applications.

EPA s ITIM community has a broad range of conference and meeung support requirements. To meet these needs,
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the Contractor shall provide technical and professional services to support ITIM meetings and conferences. This
support may include, but may isnot be limited to:

e Planning, arranging, supporting, condueting, andfor facilitating mectings in support of the requirements of
an existing order. For example, assisting a customer organization in the preparation of a presentation for the
Quality Information Council {QIC}.

» Planning. arranging, supporting. conducting, and‘or facilitating meetings for a designated or  special purpose
meeting. For example, arranging and supporting an organization's multi-day [TIM planning meeting.

For such meetings, the Contractor shal! provide general meeting support including, but not limited to, planning and
preparing agendas and supporting meeting materials, providing meeting facilitation support, taking and producing
minutes. obtaining use of suitable meeting room({s}. and providing other similar meeting support. The Contractor
may be required to collect. analyze, and present information specific to the objectives ol the meeting.

Procedures and examples for selection and approval of meeting and conference space and assistance occur in US
EPA Office of the Comptroller Policy Aanouncements 94-10, 92-07, and 89-02: US Office of Management and
Budget Bulletin No, 93-1 1: and General Service Administration Amendment 32 to the Federal Travel Reauiation.

FUNCTIONAL AREA 2: INDEPENDENT ASSESSMENTS AND SUPPORT SKRVICES
4,13 Systems Analysis and Support

The Contractor shall provide EPA with system analysis and support services across the entire systems  management
life cyele. These services shall include, but sray are not be limited to, support for systems  definition and requirement
analysis and support for business case (Exhibit 300) development. Allsystems  analysis and support services
performed under ITS-BISS 1l must comply with EPA 1TIM policy, including: EPA System Life Cycle Management,
Capitai Planning and Investment Control, Enterprise  Archilecture, Security, and other [TIM policies.

Systems requirements analysis includes provision of support to determine and document functional program
requirements, to recommend alternative selutions and 1o provide corresponding justifving analyses and rationales for
these studies and recommendations. 1n performing these analyses. the Contractor utilizes or supplements his or her
knowtedge and understanding of EPA’s environmental policies and programs and business operatiens and practices to
betler inform the analytical and solutions  processes.

Systems definition services shall consist of support for the definition phase of system development (i.c., initiation,
concept definition, and requirements definition). including the development. mainienance, and update of  documents
associated with systems definition. Examples of the type of decuments praduced in system initiation are the initiation
decision paper, system management plan, and assignment of project responsibility. Examples of products of concept
definition include system concept document, security concepl, security risk assessment, and cost benefit analysis.
Examples of requirements defirition products include requirements decision paper, functional requirenicnts
specification, requirements traceability matrix: reporting and sereen lay-outs, information low diagrams, system test
plan, and system security plan (SSP). Additional information on EPA's system life cycle management is available in
the Regulations and Policics Section of this PWS including the EPA System Life Cycle Management Policy.
Requirements analysis and related deliverables will include Entity Relationship Diagrams or Information Flow
Diagrams that visually demonstrate the Contractors’ expert knowledge of best practices in 1T service design,
transition, operalion, strategy and continuous improvement.

Systems support services alse may involve initial systems analysis and design support. including  architectural
guidance and support. The Centractor may provide assistance for information system  designs that define the
functional capabilities of actual system modules o be developed. acguired, or utilized. The Contractor shall develop.
install, and implement protoiype or pilot information sysicms for the  purposes of evaluating or validating potential
hardware and/or software architectures andior environments. (Note: Detailed systems design, coding.
implementation, and operations and maintenance for LPA systems will  be performed under other EPA s contracts
specific to those phases of the life cyele. they will NOT be done under this contract.)
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Implementation support may inciude development and dissemination of user manuals and other system- related
documentation. These manuals and decumentation may be used in direct support of the related  pilot or prototype
effort or may be used as supporting materials for the resulting architectures and environments. A system: may be
considered in pratotype or pilot phase during the period while the system  software design and hardware configuration
are undergoing test and evaluation by actual or test users with actual or fictitious data. A prototype or pilot is
considered complete when the architectural design or  selection is finalized and proven valid.

Business case services offered under I'TS-BISS [11 shall include any business case analytical or development support
service necessary to develop a comprehensive Exhibit 300 and business case  document. Business cases services shall
be provided for CPIC major and non-major systems. Business case services also shall include comprehensive
support for Eamed Value Management (EVM), Operational Analysis, High-Risk Reporting. as well as, support for
any ather related requirement necessary to comply  with existing or new EPA or OMB invesiment management
requirements. All business case services offered under FTS-BISS il shall reflect the best practices of both industry
and government in  performing this service. Business case services shall also include any project management
services necessary 10 support compliance with EPA and OMB project management information requirements for
EPA ITIM investnents.

4.14 Acquisition Support

The federal TTIM acquisition environment has become more diverse and complex. EPA custemers seeking ITIM
services have muitipie options for acquiring these services, Understanding these  options, and understanding how to
best utilize these options (e.g.. defining the terms and conditions of - service agreements) may require research and
analysis.

The Centractor shall provide a broad range of technical and professional services Lo support EPA ITIM  acquisition
activities, including analysis, planning, development, implementation and evaluation support. This support may be
provided prior to. during, and following an acquisition. This acquisition support may  include support for traditional
ITIM procurements, purchase agreements under GWACs, [nteragency

Agreements, or other acquisitions. In its problem-solving role, the Contractor shall assess existing alternativestoa
new acquisition {e.g., use of existing vehicles or resources). Examples of the types ol acquisition support the
Contractor may provide include:

*  Provide support for requirements collection and analysis. alternatives analysis. research on availabie
contracting approaches. including the development of benchmarks for [T products. practices. or services:

s Recommend and provide options. based on market surveys and previously determined requirements;

«  Compare EPA requirements to general market availability;

*  Recommend options and suitability of benchmarks or functional demonstrations;

»  Recammend options including the pros and cons of technical versus functional specifications; and

s  Recommend pros and cons of altiernative performance-based acquisition options.

in addition, the Contractor shall provide techaical input to the Government for Government preparation of - acquisition
related documents, such as:

Justifications for compatbility limited requirements:

Sollware conversion cost studies:

Speciatized 1echnical expertise in the development of specifications:

Analyscs to support the development of cost components of an acquisition; and

e Technical research, market rescarch, or simitar investigations or evaluations to clarify and provide options
for technical proposal content.

The Contractor also shall provide acquisition expertise that leads to improved performance or  management of
existing EPA conuracts or TOs. The Contractor shall provide technical and acquisition  expertise including advice,
assistance, and support 1o tmprove the operations and management of EPA - ITIM contracts. These services may
include:
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e Analyzing and recommending options for improving the contract business processes, procedures. and
practices, including award fec evaluations,

»  Analvzing and recommending options for improving the guality of oversight of Contractor work by
TOCORs:

»  Analyzing and recommending optians for improving contract operations managenient or financial
performance.

4.15 Independent Assessments and Studies

EPA requires support for independent [TIM assessments and studies. These assessments may focus on a broad range
of issucs including the qualitv, the completeness, and the compliance status of information systems. products. plans
and other documents. EPA also requires support services o direcdy assist customers in complying with ['TIM pelicy
and standards.

The Contractor shall provide a broad range of technical and professional services (o support EPA’s requirement for
independent assessments and studies. This support shall inctude, but stay is not be limited to:

¢ Risk and Technical Vulnerability Assessments
Independent Verification and Validation ([V&V) activities and studies. including suppert for [ndependent
Baseline Reviews (IBRs) and Managentent IV& Vs

«  Systems Compliance Reviews, including System Lifecycle, CPIC, and EA Reviews Phase-Out Quality
Assurance Reviews

s [TIM Program. Project, Process and Product Reviews.

The scope of services provided under this scction of the PWS shall include the technical and professional services to
develop carrective action strategies and plans to address issues identified by the assessments. reviews, or studics.

The Contractor shall provide Risk and Technical Vulnerabiliy Assessment Service te support Federal and EPA
ITIM security policies and standards. Provision of the Risk Assessment Services shall be based on a standardized
ITS-BISS LI TO Request for Proposal ( TORFP) temiptate designed (o ensure the level of contract service pravided
mieets ali applicable Federal and EPA ITIM requirements. The Contractor’s Risk Asscssment Support Services shall
include the provision of services such as Sccurity Planning to address issues identified by the Risk Asscssment. In
general. the Contractor’s Risk Assessment Support Services shall be at [east comparable in scope and quality to
those provided by the Federal Shared Service Centers.

OMB requires agencies to conduct Independent Verilication and Validation (IV&V) activilies including support for
[ndependent Baseline Reviews {IBRs) where applicable. The Contractor may be required to pertorm and report on a
wide range of independent verification and validation reviews, analyses. studies, and tests in support of EPA
customers. The Contractor may be required to develop IV&V strategies and plans to improve the effectiveness of an
organizalion’s V&V function and operations. The Contractor may be required to provide support for the
implementation of V&V plans. The Contractor may be required 1o acquire, collect, analyze or use benchmarking
and best practices data to perform cost, price, and other comparisons as part of performing V&V activitics.

Reviews of EPA systems are necessary Lo ensure architectural, CPIC, and Systems Lifecyvele compliance. The
Contractor may be required to revicw and analyze system projects for compliance with the enterprise architecture
and CPIC requirements, including assessing the consistency of these projects with EPA’s system life cyele in the
initiation phase. technical compliance during the concept definition phase, and architectural compliance during the
design, development, operations and maintenance phases. {Note: These reviews may alse aceur in FA 1 as part of an
integrated program management support order.)

QLI praduces numerous information products, plans. and reports that must effectively communicate to customers on
a range of questions such as how to access OEl-provided I'TIM tools and services. Quality assurance of these
products is critical to effective management ol EPA ITIM program activitics. The Contractor may be required to
perform reviews of information products, plans, analvses or other information documents to assure the quality,
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completeness. clarity, accuracy. ctc. Product-specific quality assurance criteria for each individual review, or for a
camprehensive review service, will be defined at the order level.

Reviews of EPA ITIM programs and projects may be reguired to determing if they meet cost, schedulc, and
performance goals. Product reviews may be required to determine if they meet stated and applicable specifications
and quality standards. Process reviews may be required to determine il project methodologies and best practices are
appropriately considered and implemented by a project.
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SECTION B - SUPPLIES OR SERVICES/PRICES
B.1 AWARD OF TASK ORDERS

After contracts are awarded by the Government, services will be ordered by the issuance of individual task orders
awarded on a competitive basis per FAR 16.505(b)(1). Task Orders to fulfill requirements under FA1 will be
competed among the FA1 suite of contractors. Task Orders to fulfill requirements under FA2 will be competed
among the FA2 (small business) suite of contractors. Except as provided in clause B.4, FAIR OPPORTUNITY
EXCEPTIONS FAR 16.505(b)(2), each FA1 contractor will be given a fair opportunity to be considered for award
of each individual task order issued to fulfill FA1 requirements, and each FA2 contractor will be given a fair
opportunity to be considered for award of each individual task order issued to fulfill FA2 requirements.

The fair opportunity process will operate as follows:
a. Task Orders — General:

(1) A written task order, in accordance with the terms and conditions set forth herein, shall be the
only basis for acquisition of services under this contract.

(2) Orders will be placed directly with the contractor by U.S. Environmental Protection Agency
(USEPA) Contracting Officers as a result of a Request for Task Order Proposal (RFTOP)
competition.

(3) Some orders may be exempt from competition in accordance with FAR 16.505(b)(2) and
Section B.4 “Fair Opportunity Exceptions,” as shown below.

(4) The contractor shall be responsible for performance in accordance with the terms and
conditions of the contract when a task order is placed by an USEPA Contracting Officer.

(5) In accordance with FAR 5.202, task orders placed under any resultant contract need not be
synopsized.

(6) Contractors may not protest the award of the task orders issued under the resultant contracts,
except on the grounds that the order increases the scope, period, or maximum value of the contract
or orders valued in excess of $10 million. Protests of orders in excess of $10 million may only be
filed with the Government Accountability Office, in accordance with the procedures at FAR
33.104.

b. Ordering Procedures:

Request for Task Order Proposal (RFTOP) - When the Government identifies a requirement for work to be
performed under this contract as described in Section C, the USEPA Contracting Officer will issue a written RFTOP
to each Multiple Award IDIQ Base Contract awardee included in the FA1 suite of contractors for requirements that
are relevant to FA1 services or to the FA2 suite of contractors for requirements that are relevant to FA2 services.
The RFTOP will contain information comparable to a competitive solicitation. Such information will include, but is
not limited to:

(1) Performance Work Statement (PWS) that identifies the Government's requirement,

(2) instructions to the contractors for responding to the RFTOP including the time frame for submission,

(3) evaluation and award factors, and

(4) any other relevant instructions to the contractor, e.g., Government acceptance of initial offer without discussions.



RFTOPs will be sent through FedConnect to each awardee and responses will be required electronically through
FedConnect. If a contractor is unable to submit a proposal in response to the RFTOP, the contractor shall notify the
Contracting Officer electronically through FedConnect in accordance with the below waiver from submission
procedures.

WAIVER FROM SUBMISSION. Each multiple award contractor shall submit a task order proposal to each RFTOP
unless a written Waiver from Submission is obtained from the USEPA Contracting Officer. A waiver may only be
granted when:

1. The multiple award contractor certifies that a significant conflict of interest exists and no mitigation of the conflict
of interest is possible, or

2. A compelling reason exists for abstaining from the competitive process.

The contractor shall submit any request for a Waiver from Submission through FedConnect to the USEPA
Contracting Officer within five (5) calendar days of the RFTOP issuance. The USEPA Contracting Officer will
respond within five (5) days of receiving the request granting or denying the waiver. If a waiver is granted by the
USEPA Contracting Officer, the contractor is not required to submit a task order proposal to the RFTOP. If a waiver
is not granted by the USEPA Contracting Officer, the contractor shall submit a task order proposal to the RFO.

Task Order Evaluation and Selection Procedures - Contractors responding to a RFTOP must submit their proposals
through FedConnect within 30 calendar days of issuance unless otherwise specified in the RETOP. Proposals shall
be in Microsoft Word and Microsoft Excel formats; cover letters, forms, and charts may be submitted in PDF.

USEPA reserves the right to award individual task orders on the basis of initial offers received without discussion,
therefore proposals should contain the offeror's best terms from a cost/price and technical standpoint. Offerors are
advised that in the evaluation process, the price and technical merit relative importance will be stated in the RFTOP.

Upon receipt of the contractors' proposals, the Government will evaluate proposals received and select the contractor
who offers the best value for the task order. All task orders resulting from the RFTOP will be firm-fixed price
(FFP), time-and-materials (T&M) or a combination of both pricing structures.

Award of task orders will be made as a result of a "best value, trade-off" or “lowest-priced, technically acceptable”
source selection. Best value, trade-off means that the Government will perform a price/technical trade-off analysis
such that business judgment will be exercised in selecting the most advantageous approach to the Government,
considering both the price and technical merit of proposals. The determination of best value will be made by
comparing the differences in the value of performance capability factors with the differences in the price proposed.
The Government will not make an award at a significantly higher overall price to the Government to achieve only
slightly superior performance capability features. The Government will make this assessment through the
development of trade-off analyses that involve the assessment of benefits of superior performance capability
features - for example, economic benefits clearly attributable to superior productivity; probability of successful
contract performance; and/or unique and innovative approaches or capabilities - versus the added price. Overall
price to the Government may become the ultimate determining factor for award of the task orders as proposals
become more equal based on the other factors. The degree of equality between offerors' proposals will be measured
by the quantity, significance, and applicability of the superior features proposed and not by the total scores achieved.
The Government may also make award based on the lowest priced technically acceptable offeror. The best value
method of selection will be stated in the RFTOP for each requirement.

Price reasonableness is of significant importance in the overall task order award decision. Therefore, offerors are
reminded that award will be made to the offeror whose proposal provides the combination of features that offers the
greatest overall value to the Government.



The price portion of contractor responses to RFTOP will not be assigned quantitative scores. The information
contained in the proposals will be analyzed and evaluated to determine reasonableness of each price proposed. Price
realism analysis may be performed in accordance with FAR 15.404-1(d), if necessary, to ensure:

(a) The offeror's proposed prices are realistic for the work to be performed;
(b) The proposed prices demonstrate that the offeror understands the Government's requirements; and
(¢) The proposed prices are consistent with the various elements contained in the proposal.

Price reasonableness will be analyzed in accordance with FAR 15.404-1(b).
Task orders will be issued to the contractor by the USEPA Contracting Officer through FedConnect.

B.2 CONTRACT TYPE

This is a multiple award Indefinite Delivery Indefinite Quantity (IDIQ) contract. Task orders will be competitively
placed per the procedures set forth in this section and in accordance with the fair opportunity process per Federal
Acquisition Regulation (FAR) 16.505(b)(1) and exceptions to the fair opportunity process per FAR 16.505(b)(2).
Task orders will be firm-fixed price (FFP) or time-and-materials (T&M) or a combination of both pricing structures.
Task order type will be stated in the task order solicitation.

It is contemplated that EPA will award two (2) suites of IDIQ contracts: One suite for the Functional Area 1 (FAT):
Integrated Program Support Services which is full and open competition and one suite for Functional Area 2 (FA2):
Independent Assessments and Support (IAS) Services which is set-aside for small business.

B.3 EPA-B-16-101 MINIMUM AND MAXIMUM AMOUNTS

During the period specified in the “Ordering” clause, the Government shall place orders totaling a minimum of
$25,000.00 for each contract awarded under the FA1 requirement. During the period specified in the “Ordering”
clause, the Government shall place orders totaling a minimum of $25,000.00 for each contract awarded under the
FA2 requirement. The amount of all orders shall not exceed $115 million combined for the FA1 contracts and $25
million combined for the FA2 contracts.

The maximum represents the Government's total potential requirement for all of the multiple award contracts
awarded. The Government is not obligated to order the maximum from a contractor, and that the maximum of each
contract will ultimately depend on the number and size of the orders received by the contractor under the contract.

B.4 FAIR OPPORTUNITY EXCEPTIONS FAR 16.505(b)(2)

Exceptions to the fair opportunity process. The USEPA Contracting Officer shall give every awardee a fair
opportunity to be considered for a task order exceeding $3,500 unless one (1) of the following statutory exceptions
applies:

(1) The agency need for the supplies or services is so urgent that providing a fair opportunity would result in
unacceptable delays.

(i1) Only one awardee is capable of providing the supplies or services required at the level of quality required
because the supplies or services ordered are unique or highly specialized.



(ii1) The order must be issued on a sole-source basis in the interest of economy and efficiency because it is a logical
follow-on to an order already issued under the contract, provided that all awardees were given a fair opportunity to
be considered for the original order.

(iv) It is necessary to place an order to satisfy a minimum guarantee.

(v) For orders exceeding the simplified acquisition threshold, a statute expressly authorizes or requires that the
purchase be made from a specified source.

(vi) In accordance with section 1331 of Public Law 111-240 (15 U.S.C. 644(r)), contracting officers may, at their
discretion, set aside orders for any of the small business concerns identified in 19.000(a)(3). When setting aside
orders for small business concerns, the specific small business program eligibility requirements identified in FAR
Part 19 apply.

B.5 UNITED STATES ENVIRONMENTAL PROTECTION AGENCY TASK ORDER OMBUDSMAN

Denise C. Clarke, Acting Agency Advocate for Competition
USEPA Headquarters, Office of Acquisition Management
1200 Pennsylvania Avenue, N. W.

Mail Code: 3801R

Washington, DC 20460

Phone: 202-564-8414
Email: clarke.denisc(@epa.gov

B.6 EPAAR 1552.216-73 FIXED RATES FOR SERVICES-INDEFINITE DELIVERY / INDEFINITE
QUANTITY CONTRACT (APR 1984)

The following fixed rates shall apply for payment purposes for the duration of the contact.
BUSINESS PROPOSAL, PRICING DOCUMENT

The rate, or rates, set forth above cover all expenses, including report preparation, salaries, overhead, general and
administrative expenses, and profit.

The Contractor shall voucher for only the time of the personnel whose services are applied directly to the work
called for in individual Delivery Orders and accepted by the EPA Project Officer. The Government shall pay the
Contractor for the life of a delivery order at rates in effect when the delivery order was issued, even if performance
under the delivery order crosses into another period. The Contractor shall maintain time and labor distribution
records for all employees who work under the contract. These records must document time worked and work
performed by each individual on all Delivery Orders.

(End of clause)



SECTION C - DESCRIPTION/SPECIFICATIONS

C.1 CONTRACT CLAUSES INCORPORATED BY REFERENCE

Clause
Database

EPAAR 1552.211-79

Clause Number Clause Title

Compliance with EPA Policies for Information Resources
Management. (JAN 2012)

Performance Work Statement (PWS)

1.0 PURPOSE AND SCOPE

The purpose of this acquisition is to provide the Environmental Protection Agency (EPA) with a 3™ generation
Agency-wide contract vehicle, ITS-BISS III (pronounced Its-Biz), for a broad range of information technology (IT)
and information management (IM)! technical and professional services with emphasis on integrated program
management support services and independent assessments and support (IAS) services. These services provide EPA
with support for implementing key ITIM federal statutes and policies including the Clinger Cohen Act, Government
Performance Results Act, Paperwork Reduction Act, Federal Information Security Management Act, and Office of
Management and Budget (OMB) Circulars. ITS-BISS III also provides services to support EPA’s information
priorities such as implementing enterprise information tools and services. The ITS-BISS III PWS is divided into two
(2) functional areas, as follows:

Functional Area 1 (FA1): Integrated Program Support Services
Functional Area 2 (FA2): Independent Assessments and Support (IAS) Services

FA1 for Integrated Program Support Services covers Sections 4.1 —4.12 of the PWS. This functional area includes
core ITIM services such as Policy, Planning, Information Security, Investment Management, Enterprise Architecture,
IT Architecture, and Program and Project Management. FA1 also includes other important ITIM support services
such as Training, Human Capital Management, and Communications Support. Contractors providing services under
FA1 may be required to provide customers with independent assessments and related support services that are
ancillary to the efforts for a requirement for integrated program management support.

FA2 for Independent Assessments and Support (IAS) Services covers Sections 4.13 —4.15 of the PWS. FA2 includes
core ITIM services such as Systems Analysis and Support, Acquisition Management Support, and Independent
Assessment Services (IAS). The Systems Analysis and Support Services includes services such as Systems
Definition and Business Case (Exhibit 300) Development Services. The Independent Assessments and Support
Services includes services such as Risk Assessment Support and Independent Verification and Validation (IV&V)
Services.

ITS-BISS III will be national in scope and will support EPA’s Office of Environmental Information (OEI) as well as
EPA’s National Program, Administrative, Regional and Field Offices. ITS-BISS III will be OEI’s primary source of
advisory and assistance for ITIM Program and Independent Assessments and Support Services. ITS-BISS 11 is also
intended to fully support the ITIM needs of EPA’s program, administrative, regional, and research offices. These
customers may require comprehensive ITIM program support on a multi-year basis, or may have short-term, single
purpose order requirements. Therefore, the program and independent assessment and support requirements described
in the PWS are intended to provide EPA customers with comprehensive cradle-to-grave advisory and assistance in
solving any analytical, planning, development, implementation, evaluation, or tool and other program support
challenges. Other Federal departments and agencies also may access ITS-BISS IIT  through Interagency Agreements
subject to the requirements of the base contract.

1 The acronym “ITIM” is used throughout this PWS to convey that the scope of this acquisition covers both the areas
of Information Technology (IT) and Information Management (IM).



This is a Performance-Based acquisition and a Quality Assurance Surveillance Plan (QASP) will be included with
each Task Order (TO) issued under the Indefinite Delivery/Indefinite Quantity (IDIQ) contracts. See Attachment 6
of the for a sample of a QASP that will be included with the task orders.

2.0 OBJECTIVES

EPA has established several broad performance objectives for ITS-BISS III. The ability to achieve these objectives
will depend in large part on the ability and commitment of the ITS-BISS III Contractors’ (individually and
collectively) to lead, manage, innovate, collaborate, and deliver technical excellence on task orders (TO) and projects,
and the across the contract as a whole. The objectives are:

e ITS-BISS III is consistently the vehicle of choice for EPA customers seeking information program support
services and independent assessment support services based on a strong customer outreach and service
model, a well-executed and streamlined TO award process, and TO proposals that are technically exeeHenree
excellent and highly competitive and reflect ITIM best practices.

e Customers, managers, and stakeholders identify ITS-BISS III as one of EPA’s best performing vehicles
based on a reputation for consistently delivering outstanding technical and management services and
solutions to EPA’s emerging and ongoing ITIM needs.

e Customers and stakeholders recognize the value of ITS-BISS I based on its contribution to improving the
performance and maturity of the EPA Information Program, particularly in facilitating cross-project and
program learning, coordination, and collaboration.

EPA expects that achieving these objectives will require each ITS-BISS III Contractor to:

e  Establish and maintain a strong understanding of the mission, goals, and objectives of EPA’s environmental,
administrative, and information programs.

e  Establish and maintain a proactive outreach and coordination program to communicate and share
information with existing and prospective customers and stakeholders on the vehicles’ services, capabilities,
lessons learned, opportunities for cross-project and program coordination, and on the value proposition of
the vehicle for the customer.

e  Establish and maintain a TO process capable of responding rapidly to a diverse and large portfolio of TO
Requests for Proposals (TORFPs) during the transition from the current contract (ITS-BISS II) and
throughout the life of the vehicle.

e  Establish, maintain, and grow a core team of highly skilled ITIM professionals, led by a strong and active
management team, which is collectively capable of delivering quality results on a consistent, sustainable basis
for the vehicle customers.

e  Offer Task Order Proposals (TOPs) that demonstrate customer-focus, technical excellence, effective project
management, appropriate staffing, competitive pricing, ITIM best practices, and cross-project and program
coordination.

e Deliver on TOP commitments with quality products and services that meet customer requirements and
specifications the first-time, on budget and on schedule.

e Demonstrate the ability and commitment to collaborate in tangible ways with its peer ITS-BISS III
Contractors and with other OEI Contractors to the benefit of EPA’s information community.

e Maintain a strong working knowledge of Federal and EPA ITIM policies, standards, and best- practices and
the ability to apply them to EPA order projects.



3.0 KEY INFORMATION

3.1 Definitions

EA - Enterprise Architecture: A strategic information asset base: which defines the business, the information
necessary to operate the business, the technologies necessary to support the business operations, and the transitional
processes necessary for streamlining business processes and implementing new technologies to improve service to
citizens.

HPO — High Performing Organization: An HPO organization utilizes management controls, processes and systems
that are consistent with prevailing best practices and demonstrates performance that is comparable or exceeds other
providers in the same sector whether public or private.

OEI - Office of Environmental Information: Supports the Agency’s mission of protecting public health and the
environment by integrating high quality environmental information to make it useful for informing decisions,
improving information analyses, documenting performance, and measuring success. The office, in consultation with
its many different internal and external stakeholders and partners, establishes and oversees information policies and
procedures to address the concerns of local, state, and federal government; tribes; the regulated community; interest
groups; the general public; and EPA managers and staff. Specifically, the office performs the following major
functions:

o Fulfill the responsibilities of the EPA’s Chief Information Officer in accordance with the Clinger- Cohen
Act.

e  Serve as a point of contact for EPA’s external partners on information issues and assist them in locating,
using, and leveraging information and services.

Provide leadership for improving the quality and utility of EPA’s data and information.
Improve the efficiency of data and information collected by EPA to fulfill current and future information
needs, while reducing the costs and other burdens for partners and stakeholders.

o  Ensure that the best practical and cost-effective technology is applied to meet EPA’s current and future
information needs.

e  Provide leadership in the integration, analysis, and interpretation of environmental data, by producing
products and policies that represent best practices and are responsive to customer needs.

e  Provide the public with high-quality and useful information on environmental quality, status, and trends with
the goal that our customers will be empowered to use the data and information to enhance their health and
protect the environment in their communities.

o  Ensure that EPA shares environmental data and information with our partners and the public ina consistent,
efficient manner that avoids conflicting or confusing messages and promotes user understanding through
contextual information.

OMB — Office of Management and Budget: Assists the President in the development and execution of his policies
and programs. OMB has a hand in the development and resolution of all budget, policy, legislative, regulatory,
procurement, e-gov, and management issues on behalf of the President. OMB is composed of divisions organized
either by Agency and program areas or by functional responsibilities.

However, the work of OMB often requires a broad exposure to issues and programs outside of the direct area of
assigned responsibility.

OTOP — Office of Technology Operations and Planning: 1s the Agency focal point for policy, management and
implementation of EPA’s information technology (IT) infrastructure, and oversight of federal and Agency statutes,
regulations, and standards. The office head serves as the Chief Technology Officer (CTO) of EPA and the Deputy
Chief Information Officer for Technology. The Office is responsible for information technology leadership at EPA
under the CTO. The Office has overall responsibility for programs and functions of:

e IT Policy and Strategic Planning
e  Program Management Oversight and Implementation
e  Hardware and Software Solutions for end-user and other IT professionals as necessary to support



Government programs.

3.2 Advisory and Assistance Services (AAS)

This contract includes the full range of advisory and assistance services (AAS) described in FAR 37.201 and 37.203,
and related services of a similar nature, whether or not they are actually deemed advisory and assistance. This
contract allows for provision of those services whether they relate directly to IT or are ITIM solutions for issues of
EPA program management and administration in a broad sense.

3.3 Enterprise and Cross-Program Coordination

The Contractor shall actively look for opportunities to facilitate cross-project and program coordination and
collaboration to advance ITIM at EPA. As the Contractor gains institutional and technical knowledge of EPA while
working on orders or conducting outreach activities, the Contractor shall provide this type of information to ITS-
BISS III customers, stakeholders, and to the OEI ITS-BISS Il Management Team on an ongoing basis. On an annual
basis, the Contractor shall present this information in the form of a report to the OEI ITS-BISS IIl Management Team
and ITS-BISS III customers and stakeholders. The report shall describe the progress and the accomplishments in
facilitating cross-project and program coordination through ITS-BISS III activities. The report also shall at a
minimum provide examples of cross-project and program coordination on ITS-BISS Il TOs and outreach activities,
describe lessons learned, and highlight opportunities for improved coordination, including opportunities for better
leveraging EPA’s ITIM enterprise tools and services and improving the efficiency and effectiveness of EPA’s ITIM
program. EPA reserves the right to establish and modify the format of this report in consultation with the Contractor.

All planning and other work under this contract will be performed with the EPA Enterprise and Information
Technology Architecture as its underlying basis. In the interest of preserving the integrity of a unified architecture,
the Contractor shall analyze common requirements between planned and existing projects and requirements which
may cross program/medium (i.e., air, water, toxic substances, hazardous waste, etc.), geographic, or organizational
lines. The Contractor will notify the EPA ITS-BISS III Contracting Officer (CO) and Contracting Officer
Representative (COR) of any technical issues arising from any individual TOs.(e.g. duplication, conflict, or violation
of EPA standards or ADP initiatives within EPA of which the Contractor has any knowledge). The principal products
of such analysis shall be the identification of opportunities for improvements in EPA information systems
management and the optimization of resources, the consideration of existing EPA systems and standards as feasible
alternatives to the development of new systems and standards, and the submission of special reports and presentation
of briefings on the findings and recommendations resulting from the analysis.

3.4 Task Order Performance Reviews

The Contractor shall provide the EPA ITS-BISS III Management Team with a Quarterly Order Performance Report.
The report shall provide summary cost, schedule, and performance data on all active and recently completed orders.
The update shall also describe any important issues and concerns potentially affecting cost, schedule, and
performance (e.g., delivery of required deliverables) on any active or recently completed orders. The report shall be
based on the actual data from the monthly order progress reports as well as other appropriate sources. In the quarterly
report, the Contractor shall also identify any immediate cross-project and program coordination opportunities or
challenges. On an annual basis, the Contractor shall submit a synthesis of the quarterly order performance data in

the form of an annual report. The annual report also shall describe accomplishments and lessons learned. EPA
reserves the right to establish and modify the format of this report in consultation with the Contractors. Both the
quarterly and annual reports shall be submitted in electronic format.

3.5 Competitive Advantage Avoidance

Some information to which the Contractor may be exposed under this contract (e.g., investment planning and review
information) could offer the Contractor a competitive advantage if it were used for purposes other than purely for the
performance of the contract. The Contractor shall safeguard all such information and limit access to it to those
personnel directly performing under the contract and only for the purposes of the contract. The Contractor shall
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especially prevent access to the information by business development, marketing, proposal development, or other
such personnel and prevent use of the information for any such purposes.

3.6 Location

It is anticipated that most work under this contract will be performed in Washington, D.C. and Research Triangle
Park, N.C. Work may also be performed in other EPA locations such as Regional or Field Offices. Some work may
occur at other federal agencies or state and local governments.

3.7 Period of Performance

The Base Period of the IDIQ contract will be from the date of contract award through 60 months.

3.8 Key Roles

Several roles have been identified that will have differing levels of authority and responsibility, as follows:

Contracting Officer (CO): The CO is the ultimate authority on the contract. The CO can issue direction, and
directly enact contract level changes and modifications. No change to monetary value or scope of the contract or
any element thereof can be altered, modified, reduced or changed without the direct approval of the CO.

Contracting Officer’s Representative (COR): The COR is the primary program administrator of the contract. He
or she is often referred to as the Federal Program Manager and oversees all elements of the contract. He or she is
the exercising body between the CO and the Contractor. The COR is authorized to issue Technical Direction and
will handle any issues or requests that impact scope or cost. The COR receives copies of all deliverables, is
involved in all projects, and leads the resolution of any issues. He or she also has the ability to approve invoices in
the TOCOR or ATOCOR’s absence.

Alternate Contracting Officer’s Representative (ACOR): The ACOR has the same level of authority and
responsibility as the COR. The ACOR exercises this authority in the COR’s absence.

Task Order Contracting Officer’s Representative (TOCOR): The TOCOR is the primary program administrator
of the TO. He or she is often referred to as the Federal Project Officer and is the individual responsible for
overseeing all programmatic elements of the executed TO. He or she will assist with TO-based requirements such
as access, time frames, inspections, security requirements, performance and quality inspections, and acceptance
procedures. The TOCOR is authorized to issue Technical Direction and is the primary point of contact for all TO-
based deliverables, monthly progress reports, and invoices.

Alternate Task Order Contracting Officer’s Representative (ATOCOR): The ATOCOR has the same level of
authority and responsibility as the TOCOR. The ATOCOR exercises this authority in the TOCOR’s absence.

3.9 Prime Contractor and Subcontractor Guidelines

For ITS-BISS III, EPA has established the following Prime and Sub Guidelines:

A prime Contractor under ITS-BISS III can be a prime Contractor on another EPA ITIM contract.
A prime Contractor in one functional area of ITS-BISS III cannot have a sub-relationship with any other
prime Contractor in that same functional area of ITS-BISS III.

e A prime Contractor in one functional area of ITS-BISS III (e.g., Functional Area 1) can have a sub-
relationship with one and only one prime Contractor in the other functional area (e.g., Functional Area 2).

e  An ITS-BISS subcontractor can have a sub-relationship with one and only one prime Contractor in each
functional area of ITS-BISS III.

o A prime Contractor on ITS-BISS III can have a sub-relationship with a prime Contractor on another EPA
ITIM contract, including one of OEI’s ITIM contracts (e.g., Integrated Computing for the Enterprise (ICE)
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contract).

3.10 Federal and EPA Standards, Policies, and Regulations

The Contractor shall abide by all EPA regulations, policies, and procedures in effect during the contract period of
performance. This includes all changes in laws, regulations, policies, and procedures as they evolve during the
contract period of performance. The Contractor shall conform to the Agency’s Investment Management
Philosophy, including specific conformance with EPA’s Enterprise and Information Technology Architectures and
conformance to portfolio performance standards using Earned Value Management (EVM), and all EPA governing

documents associated with the EPA IT infrastructure, including the NCC Application Deployment Checklist
process. As a minimum, the Contractor shall conform to and abide by the federal policies and regulations and
EPA policies and procedures identified below:

Policy Description Uniform Resource Locator (URL)
/Regulation
https://obamawhitehouse.archives.gov/omb/m
Government Memorandum For Heads of emoranda_m00-10/
Paperwork Executive Departments and
Elimination Act Establishments
(GPEA)
Government Records Management Guidance for http://www.archives.gov/records_manageme
Paperwork Agencies Implementing Electronic nt/pdfielectronic_si
Elimination Act Signature Technologies gnature_technologies.pdf
(GPEA)
Information Memorandum For Heads of https://obamawhitehouse.archives.gov/o
Technology Executive Departments and mb/memoranda_m96-20/
Management Establishments -
Reform Act
https://www.gpo.gov/fdsys/pkg/PLAW-
Public Law 106- Electronic Signatures in Global and 106publ229/content-detail . html
229 National Commerce Act (ESIGN)
Section 508 Electronic and Information www.sectionS08.gov
Compliance Technology Accessibility
Standards
Policy on Presidential Decision Directive — http://fas.org/irp/offdocs/pdd-62.htm
Infrastructure PDD-62
Protection
Policy on Presidential Decision Directive — http:/fas.org/irp/offdocs/paper598.htm
Infrastructure PDD-63
Continuity of Presidential Decision Directive — http://fas.org/irp/offdocs/pdd/pdd-67.htm
Government PDD-67
Operations
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Government
Information
Security

Reform Act

Memorandum for Heads of Executive
Departments and Establishments

https://acc.dau.mil/CommunityBrowser.aspx?i
d=54665

Public Law 104-
106

Federal Information Processing
Standards Publications

http://www.itLnist.gov/fipspubs/

https://www justice.gov/opcl/policy-objectives

Project Planning
and Execution

Privacy Act Memorandum For Heads of Executive

Policies Departments and Establishments

OMB Memorandum For Heads of http://www.gao.gov/assets/590/588407.

Architecture Executive Departments and pdf

Development Establishments

Guidance

Management of OMB Circular A-130 https://obamawhitehouse.archives.gov/b

Federal log/2016/07/26/managing-federal-

Information information-strategic-resource

Resources

National OMB Circular A-119 https://www.nist.gov/property-

Technology fieldsection/nttaa-act

Transfer Act of

1995

Budget Process OMB Circular A-11 https://obamawhitehouse.archives.gov/o
mb/circulars_all_current_year_all_toc

Improving OMB memorandum M-05-23, 8/4/05 | https://georgewbush-

Information whitehouse.archives.gov/omb/memoran

Technology (IT)

da/fy2005/m05-23.pdf

Integrated Baseline
Reviews (IBRs)

The Program Managers’ Guide to the
Integrated Baseline Review Process
(4/03)

https://acc.dau.mil/adl/en-
US/37635/11le/9126/Program%20Managcrs'%
20Guide%20t0%20thc%20Intcgrated%20Basc

linc%20Review%20Process.pdf

The Contractor shall conform to and abide by EPA policies, procedures, standards, directives, and other
requirements for ITIM. Below is a list of some of the key policy-related documents governing EPA ITIM
work. Contractors may request a copy of an EPA ITIM policy during and following the Order Award
Process. Also, a comprehensive list of EPA’s ITIM policy-related documents can be found on EPA’s
intranet at http://intranct.cpa.gov/oci/imitpolicy/policics.htm. Access to EPA’s Intranet is available

through EPA’s central library.
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ITIM Policy or Contract-Related
Functional Area

Description of Policy Document

ITIM Policy System Life Cycle Management Policy
o Systems Life Cycle Management (SLCM) Procedure
o System Life Cycle Management (SLCM) Requirements
Guidance (PDF)
Information Access Policy
o Information Access Procedures
o Customer Scrvice and Public Access Standards
Quality Policy
o Procedure for Quality Policy
Mobilec Computing Policy
o Mobile Computing Management Procedures
Configuration Management Policy
o Configuration Management Procedure
Enterprise Architecture Enterprisc Architecture Policy

Enterprise Architecture Governance Procedures
o Information Technology Infrastructure Standards Procedure
o Personal Computer Configuration and Management Standard
o Interim Update to the Personal Computer Configuration
and Management Standard
o Data Exchange and Collection Procedure (CIO 2122-P-04.0)

O

Investment Management

Capital Planning and Investment Control (CPIC) for the Management
of Information Technology Investments

o Earned Value Management (EVM) Proccdures

o  Capital Planning and Investment Control (CPIC)
Procedures for the Office of Management and Budget
Exhibits
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EPA Standards

Data Standards

o Data Standards Dcevelopment Procedurcs
Data Standards Maintenance Procedures

o
o  Data Standards Implementation Procedures
o Data Standards Waiver Proccedures
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Security Policy

Environmental Protection Agency Information Sccurity Policy

o Information Sccurity — Access Control Procedures

o Information Security — Awarcness and Training Procedures

o Information Sccurity — Audit and Accountability Procedures

o Information Sccurity — Interim Sccurity Asscssment and
Authorization Proccdurcs

o Information Sccurity — Interim Configuration Management
Proccdurcs

o Information Sccurity — Contingeney Planning Procedures

o Information Sccurity — Identification and Authentication
Proccdure

o Information Sccurity — Incident Response Procedures

o Information Sccurity — Interim Maintcnance Procedurcs

o Information Sccurity — Mcdia Protection Procedures

o Information Sccurity — Interim Physical and Environmental
Protection Procedurces

o Information Sccurity — Interim Planning Procedures

o Information Sccurity — Interim Personnel Security Procedures

o Information Sccurity — Interim Risk Asscssment Procedures

o Information Sccurity — Interim System and Services Acquisition

Procedurcs

o Information Sccurity — Interim System and Communications
Protcction Procedurces

o Information Sccurity — Interim System and Information Intcgrity

Proccdures

o International Travel Procedure For Mobile Devices

o Information Sccurity — Roles and Responsibilitics Procedures

o Information Sccurity — Guidance for Manually Completing the
Information Sccurity Awarcness Training

o Information Sccurity — Spillage of Classificd Information Onto
Unclassificd Systems

o Information Sccurity — National Rules of Behavior

o Information Sccurity — Privacy Procedure
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Communication Web Governance and Management
o Web Guide Procedures, Standards, and Guidance
o Cookics and Other Tracking Mcthods Procedures
o Web Content Types and Review Procedure
o External Site Links Procedure

Information Collection Policy

Enterprisc Information Management Policy (EIMP)

o  EIMP Cataloguing Information Procedure
o  EIMP Minimum Mctadata Standards

3.11 AGENCY ACCESS BADGE REQUIREMENTS FOR ON-SITE CONTRACTOR PERSONNEL

Refer to Attachment 7, Agency Access Badge Requirements for On-site Contractor Personnel, for requirements
related to Contractors requiring physical access to Federally-controlled facilities and/or logical access to Federally-
controlled information systems.

4.0 REQUIREMENTS

The requirements of ITS-BISS III are divided into two (2) functional areas:

Functional Area 1 (FA1): Integrated Program Support Services
Functional Area 2 (FA2): Independent Assessments and Support (IAS) Services

EPA’s requirements under FA1 for Integrated Program Support Services are described in Sections 4.1 —4.12 of the
PWS. EPA’srequirements under FA2 for Independent Assessments and Support Services are described in Sections
4.13 - 4.15 of the PWS.

The Contractor shall furnish the necessary personnel, material, equipment, services and facilities (except as otherwise
specified) to perform the requirements of the contract and TO PWSs. The Contractor shall be responsible for training
contract personnel, as necessary, to perform the requirements of a TO. The Contractor shall provide this training at
no direct cost to the government. With the exception of the information and reporting requirements outlined in
Section 3.3: Enterprise and Cross-Program Coordination, and Section 3.4: Task Order Performance Reviews, the
Contractor shall perform work under this contract only as directed under TOs.

In general, the services and support described herein are the primary types of work to be conducted under this
contract. Absence in this section of specific mention of a category of service does not necessarily mean that such
service cannot be provided by this contract. The EPA Contracting Officer (CO), in consultation with EPA Contracting
Officer Representative (COR), will make the final determination of whether a requested advisory and assistance type
of support that is not specifically addressed herein may be performed. Consistent with the scope and purpose of the
contract, the Contractor shall provide a full and complete range of technical and professional support to EPA to assist
with any and all aspects of analyzing, planning, designing, developing, implementing, managing, reporting, and
otherwise supporting EPA’s ITIM requirements.

This contract may not be used to: a) acquire hardware, software, or communications resources on behalf of the
government except as may be necessary and specifically authorized to support TO performance, b) construct and/or
implement production hardware, software, or telecommunications systems, or ¢) provide ordinary operation,
maintenance, or repair services for any item of EPA’s information infrastructure. Any hardware, software, or
communication resources acquired in the performance of this contract must comply with EPA’s architecture or other
ITIM policies or standards.

No litigation support activities or legal research may be performed under this contract. For TOs involving analyses,
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studies, and audits, the Contractor shall provide options and recommendations together with a detailed substantiation
for any recommendations. EPA shall make all final decisions regarding the adoption or implementation of any
recommendations made under this contract.

FUNCTIONAL AREA 1: INTEGRATED PROGRAM SUPPORT
4.1 Policy

The Clinger Cohen Act, Paperwork Reduction Act, Federal Information Security Management Act, and other Federal
ITIM statutes, policies, and executive orders require EPA and other Federal CIOs to establish and implement policies,
plans, and controls to ensure the effective management of Federal information technology resources. The Contractor
shall provide services to support compliance with these and other related statutory, regulatory, and policy
requirements. The Contractor shall provide a broad range of technical and professional services to support EPA’s
ITIM policy functions and operations at all levels of the organization and across all elements of this statement of
work. This support may include, but isnot limited to:

¢  Analyzing, developing, maintaining, communicating, implementing, and evaluating ITIM policies,
procedures, standards, guidance and other related policy documents or tools.

e  Providing support for managing policy program operations, including maintaining policy documents and
plans, developing and maintaining standard operating procedures for the policy development process,
creating templates for policy-related documents, and maintaining status information on existing EPA ITIM
policies (e.g., sunset dates, responsible organizations, etc.)

e Identifying and analyzing policy drivers and gaps that will support program strategy development and
recommendations for addressing them.

¢  Providing tools, advice, and assistance to support policy implementation.

e  Monitoring compliance with ITIM policies and measuring their effectiveness.

e Providing support for developing, revising, and implementing EPA's IT Waiver process and tools.

The policy support described in this section covers EPA’s ITIM policies as well as support for EPA  involvement in
cross-government policy initiatives (e.g., Federal Segment Architecture Methodology initiative).

4.2 Planning

The Paperwork Reduction Act requires federal agencies to develop and maintain a strategic Information Resources
Management (IRM) Plan that describes how ITIM activities support the accomplishment of EPA missions. The
Clinger-Cohen Act, as implemented in federal policies and directives, requires agencies to develop and implement
strategic and tactical ITIM plans. EPA also is seeking Contractor support to strengthen its planning function and
operations in areas of IT Capacity Planning and Green IT.

IT Capacity Planning: The Contractor shall provide a broad range of technical and professional services to  support
EPA’s IT capacity planning function and operations. This support may include, but isnot limited to

e Providing advice and assistance to support EPA in establishing and implementing an IT capacity planning
function and operation.

¢ Developing, analyzing, and supporting the implementation of metrics and statistics for measuring and
evaluating the usage, capacity, and performance of EPA’s IT infrastructure, network, and IT assets.

e Scanning and analyzing research and authoritative information on future IT trends and directions, and
providing advice on the potential issues and implications of these trends for EPA.

e Conducting research and gathering data to develop and analyze IT planning scenarios, perform scenario and
trend analysis, support the implementation or enhancement of existing EPA planning processes, and support
the development and implementation of new planning processes.

Green IT Planning: The Contractor shall provide comprehensive Green IT planning, advice and assistance services
to EPA information organizations and programs. This support may include but is not limited to:
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e  Providing advice and assistance to EPA on developing and/or applying measures and metrics to  support
assessing EPA IT from an environmental stewardship perspective.

e  Supporting EPA organizations and programs in assessing the performance of EPA’s IT infrastructure and
assets against Green IT measures and metrics.

e  Advising and assisting EPA organizations and programs in researching, planning, developing, and
implementing Green IT initiatives, projects, and programs.

Other Planning Support. The Contractor also shall provide a broad range of technical and professional services to
support EPA’s ITIM planning functions and operations in meeting legislative and policy mandates. This support may
include, but isnot limited to:

e Providing advice and assistance to support compliance with federal and EPA ITIM planning activities,
policies or mandates. This may include analyzing, developing, maintaining, communicating, implementing,
and evaluating EPA’s ITIM planning policies, procedures, standards, guidance, tools or other documents.

e Developing, maintaining and supporting the implementation of ITIM strategic, tactical, performance,
investment, architectural, business and other plans and planning processes.

e Assessing the effectiveness of new and existing ITIM plans, planning processes, and new technologies.

The Contractor shall be knowledgeable of and experienced in applying federal and private sector ITIM planning best
practices. In researching, assessing, and planning for new technologies, the Contractor shall perform, obtain, and use
long-term strategic technology assessments, projections, trend analyses, and the most-informed speculation available.
The Contractor shall map out likely scenarios for technological advancement and analyze their impact upon the needs
and capabilities of EPA to use information and information technology as a strategic tool and method protecting the
environment.

4.3 Security

EPA’s information security requirements are growing in response to new information security challenges and the
ongoing requirements of federal policies and statutes. EPA is continuing to build and strengthen its information
security function and operations in response to these challenges with the goal of ensuring that EPA maintains its high
level of compliance and performance.

The Contractor shall provide a broad range of technical and professional information security support. This support
may include, but isnot limited to:

e  Supporting policy, planning and program development, management, implementation, evaluation, oversight,
compliance, and outreach activities.

¢ Providing advice and assistance on compliance support issues and tasks, including butnot limited to security
planning, risk and technical vulnerability assessment support, security testing and other related systems
security support.

e  Providing advice and assistance on oversight issues and tasks, including support for program reviews,
evaluations and audits.

All studies, analyses, testing or other support provided under this contract shall conform to applicable federal, NIST,
and EPA ITIM Security policies, procedures, and standards. All testing and oversight work performed under this
contract shall utilize EPA approved tools unless otherwise designated by EPA’s IT Security Program.

Note: EPA intends to award the majority of Risk and Technical Vulnerability Assessment Support TOs under
Functional Area 2. However, these security services may be provided under Functional Area 1 when a customer
requests them as part of a larger Integrated Program Support Order. When these services are provided in Functional
Area 1, the Contractor’s Risk Assessment Support Services shall be at least comparable in scope and quality to those
provided by the Federal Shared Service Center. The Contractor’s Risk Assessment Support Services shall include the
provision of services such as Security Planning to address issues identified by the Risk Assessment.
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4.4 Investment Management Advice, Assistance, and Support

EPA requires support to maintain and mature its investment management functions and operations. The Contractor
shall provide comprehensive investment planning and management advice and assistance to support EPA’s Capital
Planning and Investment Control (CPIC) Program. The Contractor shall provide similar support to other EPA
organizations secking to develop and maintain an internal investment management capability.

The Contractor shall provide a broad range of technical and professional services in support of EPA’s ITIM
investment management functions and operations. This support may include, but isnot limited to:

e  Supporting the management and implementation of EPA’s CPIC Program, including butnot limited to:

o Developing, revising, and maintaining policies, processes, procedures, practices, tools, and technologies
to strengthen and improve the program.

o Supporting the execution of all phases of EPA’s CPIC process, including but not limited to, developing
investment data calls, refining investment criteria, reviewing business cases, conducting portfolio
analyses, supporting basic CPIC process management, providing material and assistance to support the
executive committees that oversee the CPIC process, assisting with portfolio management tools and
functionality (e.g. ¢CPIC), and, providing advice and assistance to support customers in developing high
quality business cases. This process support also includes tool support (e.g., €CPIC or other tools
selected to implement or manage the CPIC Program).

o Supporting EPA in producing the Office of Management and Budget Exhibit 300 and 53 business cases,
e-Gov Scorecard Updates, and related issues.

e Providing advice and assistance to the EPA CPIC Program on program improvement initiatives and projects,
including:

o Expanding the scope of the ITIM program to include a larger percentage of the EPA ITIM budget.
o Creating a more robust evaluation component to the CPIC process.

o Supporting the ongoing implementation of earned value management, operational analysis, and other
investment tracking or monitoring tools and services.

o Strengthening EPA’s portfolio analysis knowledge and capabilities.

o Integrating or aligning ITIM processes with EPA financial or other processes, identifying strategic
opportunities for enhancing services and the program.

e  Supporting and coordinating customer and stakeholder outreach, education and training activities.

e Providing support for Independent Verification and Validation (IV&V) activities and studies, including
support for Independent Baseline Reviews (IBRs) and Management IV&Vs to support the Investment
Management function.

e  Providing support for business case development for CPIC major and non-major investments. Business case
services offered under ITS-BISS III shall include any business case analytical or development support
service necessary to develop a comprehensive and compliant Exhibit 300 business case document. Business
case services also shall include comprehensive support for Earned Value Management, Operational
Analysis, High-Risk Reporting, as well as, support for any other related requirement necessary to comply
with existing or new EPA or OMB investment management requirements. All business case services
offered under ITS-BISS I1I shall reflect the best practices of both industry and government in performing this
service.
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Note: EPA intends to award orders for Exhibit 300 Business Cases, IBRs, and IV&V studies primarily under
Functional Area 2 of the contract. However, these investment management services may be provided under
Functional Area 1 when they are a component of a larger Integrated Program Support TO.

4.5 Enterprise Architecture

EPA requires an implementable Enterprise Architecture (EA) to improve the efficiency and effectiveness of how
EPA business processes and practices support mission goals and manage data necessary to produce the right
information for the right people in the right format. EPA’s EA Program facilitates improved EPA operations and
performance by providing architectural guidance, tools and training. The Contractor shall provide a broad range of
technical and professional services to support EPA’s enterprise architecture functions and operations at all levels of
the organization and at all layers of the architecture. This support may include, but is not limited to:

e Maturing and maintaining EPA’s enterprise architecture at all layers across EPA’s administrative, research
and scientific, and environmental and health protection businesses. Examples of the layers are strategic,
business, service, data, applications, technology and security.

e  Supporting all EPA program, research, and administrative organizations in developing, refining,
implementing and maintaining the baseline and target architectures and transition strategy to identify and
support closing gaps. This support includes the provision of business process management and modeling
services. This support also includes extending the existing architecture to other levels of an architecture
framework (e.g., segment and solution levels).

s  Supporting the management of the Enterprise Architecture Program, including but not limited to

o  Analyzing, developing, maintaining, communicating, implementing, and evaluating EA policies,
procedures, standards, guidance, tools, or other documents.

o Developing and maintaining architectural guidance, training to support EPA transformation initiatives,
programs and Offices, and program support tools such as IMPART or other tools selected to implement
or manage the EA Program

o Maturing, maintaining and implementing EPA’s EA Segment Architectures, governance process, and
new EA software tools.

o Linking and harmonizing the architecture to EPA’s budget, investment review, and human capital
planning processes and ensuring alignment between EPA's enterprise architecture with federal
reference models and federal architecture models.

o Performing EA reviews of EPA information systems at key points in the Systems Lifecycle and the
CPIC process.

o Providing meeting support to the EA Program for meetings of the EA Working Group (EAWG) or
other groups, for EA presentations to the QIC or its subcommittees, and for EA program attendance at

conferences or with conference materials.

o Supporting EPA in developing and maintaining the target data architecture, enterprise data architecture
(EDA) framework, data reference model (DRM), and EPA data policy.

s  Supporting EPA in producing OMB required EA reports such as the segment templates and self-
assessments.

e  Supporting development and use of the architecture in a graphic analytical tool to facilitate enterprise
analysis and business intelligence.
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EPA also requires support for envisioning, planning, analyzing, and supporting the development and implementation
of a cohesive infrastructure for a Service Oriented Architecture (SOA) to support EPA  applications to leverage the
enterprise [TIM toolset.

4.6 IT Architecture Management and Planning Support

The Contractor shall provide advice and assistance to support the planning and management of EPA’s Information
Technology Architecture. This support may include, but is not limited to:

o  Contract services to support the planning, acquisition, and management of the EPA IT Architecture. The IT
Architecture establishes the plans and guidelines governing the totality of EPA’s IT infrastructure including
hardware, software, telecommunications systems, and acquired infrastructure services. Examples of
planning activities include technology research, alternatives analyses, cost analyses, feasibility studies,
development of technical specifications, testing, prototyping, and development of recommendations for
specific technology solutions. Examples of management support include oversight, assessment, monitoring,
and reporting on infrastructure performance and include recommending technology, procedural, or other
changes to improve performance. Management support also includes providing comprehensive advice and
assistance in assessing and deploying new and existing technologies.

e  Supporting and maintaining EPA’s IT Architectural Standards. The IT Standards Profile delineates the
technologies selected by EPA to perform various functions related to end-user computing and
communications, application hosting, networking/telecommunications, and information security. The
Standards Profile is integral to the technical design of EPA information systems. The Contractor shall
recommend changes based on EPA input and direction and industry technology trends and directions, and
periodically revise the Standards Profile. This program support also includes support for EPA’s ITIM
councils and governance bodies including the Quality and Information Council (QIC) and QIC
Subcommittee(s).

e Reviewing and analyzing system projects for compliance with the enterprise architecture and CPIC
requirements, including assessing the consistency of these projects with EPA’s system life cycle in the
initiation phase, technical compliance during the concept definition phase, and compliance with architectural
requirements during the operations and maintenance phase.

4.7 Program Management Support

The Contractor shall provide program management and governance support to EPA. EPA requires advice and
assistance to ensure oversight and support for ITIM activities at both the enterprise and program office levels. This
includes but isnot limited to support for EPA’s key governance structures and entities, including the Quality and
Information Council (QIC) and its subcommittees and working groups.

The Contractor shall provide a comprehensive range of technical and professional services such as strategic
consulting, portfolio management support, and other analytical and process support services to  improve EPA ITIM
governance and program management.

The Contractor shall also provide program management support services in the areas of project management and
operations management. The Contractor shall provide a comprehensive range of technical and professional services
to support EPA’s program management requirements, including:

s  Providing advice and assistance in planning, designing, developing, implementing, and managing effective
governance strategies and plans at the enterprise and program office levels.

e  Supporting customers in implementing and maintaining governance strategies, plans, activities, policies,
procedures and tools.

o  Evaluating, recommending, and supporting the implementation of governance and program and project
management tools and capabilities, including provision of training, outreach, education, and other support.
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e  Assisting in the analysis, planning, designing, developing, selecting, implementing, integrating, and
maintaining other project or program management tools such as resource, asset, cost, risk, and other
management tools.

The Contractor shall provide advice and assistance that is based on government and industry best practices in the
areas of governance and program and project management.

4.8 Organizational Development and Human Capital Management

EPA requires advice and assistance in developing and strengthening its ITIM organizations and human capital
management approaches. OEI and OTOP continue to transform existing business models to improve performance,
better serve customers, and better lead on government-wide ITIM initiatives. Other EPA organizations are also
seeking to transform their ITIM organization and operations in response to these and other business drivers. These
transformation requirements reflect one aspect of EPA’s need for organizational development and human capital
management services.

The Clinger Cohen Act and the Office of Management and Budget (OMB) require agencies to assess the
requirements established for agency personnel regarding knowledge and skill in information resources management
and the adequacy of those requirements for facilitating the achievement of the performance goals established for
information resources management. They also require agencies to assess the extent to which agency positions and
personnel meet those requirements; and develop strategies and specific plans for hiring, training, and professional
development to rectify any deficiencies identified in meeting those requirements.

To support these needs, the Contractor shall provide a broad range of technical and professional services to support
ITIM organizational development and human capital management at all levels of the organization. This support may
include, but not limited to:

s  Performing organizational analyses and providing advice and assistance to EPA organizations in evaluating
and re-structuring organizational components and human resources investments and programs to attain
optimal benefit from their ITIM resources and assets.

o  Providing ITIM organizational assessment and planning support, including skill assessments; design and
implementation of skills development programs; analysis of skills development tools; selection, acquisition,
and implementation support for such tools; and related activities in support of organizational and workforce
development. Organizational assessments for OTOP, OEI and other customer offices may require the
Contractor to assess the performance or maturity of organizational, business, or ITIM functions processes,
practices, activities, and services using applicable best practices information and benchmarks as a basis for
comparisons. Skill assessments may require the Contractor to focus on the gaps and the requirements to
support agency efforts to implement ITIM best practices.

e  Analyzing, consulting, and comprehensively supporting ITIM organizational development and human
capital management issues, projects and initiatives for ITS-BISS III customers. This support may include
meeting planning support, developing and implementing assessments and plans to improve the organization
and strengthen human capital management (HCM), and providing training and coaching to improve the
performance and overall skill-level of the office.

4.9 Customer Relationship Management

The Contractor shall provide a broad range of technical and professional services to support EPA’s customer
relationship management function and operations at all levels of the organization. This support may include, but is
not be limited to providing advice and assistance to OEI and other EPA offices to support the planning, analysis,
design, development, implementation, and management of ITIM services and support. It may also include
performing customer, market, and emerging issues research, including providing timely advice on customer
demographics, needs, and preferences, as well as providing research and recommendations on the best techniques for
reaching and communicating with these potential customers and stakeholders with data and information.
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Within OEI, OTOP provides ITIM services to customers across EPA through its portfolio of ITIM contracts for
program management and compliance support; systems development; data center operations; and computer desktop
provisioning services. EPA may require support for implementing customer relationship management in support of
the services offered through these vehicles.

4.10 Studies, Analyses, and Program Support

The Contractor shall provide customers a broad range of technical and professional services in performing studies
and analyses and in providing program support on a range of ITIM and programmatic issues.

These analyses may be required to advise and assist customers with program development, management,
performance, implementation, compliance or other requirements. This support may be provided as a requirement
within a larger integrated program support order. The studies, analyses, and program support provided by the
Contractor under this section of the PWS may include, but is not limited to, systems, acquisitions, and independent
assessment support.

4.11 Communication Support

EPA requires communication support to effectively communicate information about its ITIM program, projects, and
services to both internal and external parties (e.g., Congress and the public).

The Contractor shall provide a broad range of technical and professional services to support EPA ITIM
communications activities. The Contractor shall provide these services and support across EPA and to all levels of
ITIM organizations. This support may include, but is not limited to:

o  Planning, analyzing, designing, developing, implementing and managing communications strategies, plans,
products, tools, and services for customers.

e  Supporting customers in planning and implementing targeted and specific communications and outreach
activities to support ITIM program and project functions, activities, or events. Examples of
communications products include, but are not limited to presentations, fact sheets, videos, DVDs, surveys,
websites, poster-board displays, exhibit hall displays, press information, desktop publishing files, brochures,
flyers, handouts, and procedure documents such as checklists for putting on events.

s  Supporting the developing progress, accomplishments, and similar reporting tools to communicate program
plans, activities, or performance.

s  Supporting the communications activities associated with EPA meetings (routine and periodic) and
conferences, including support for logistical arrangements, registration desk support, audio- visual
arrangements, telecommunications support, identification of potential sites and provision of information for
selection of sites, and development of information products.

e  Research and evaluation to determine the best methods for communicating with customers and stakeholders,
including the use of Web 2.0 tools and technologies.

e  Printing and associated printing services within the limits of federal or EPA regulations.

4.12 Training, Conference, and Meeting Support

EPA requires a robust training capability that enables it to keep pace with a changing ITIM policy landscape, security
challenges, and rapidly changing tools and technologies for the desktop, enterprise, and mobile workforce. The
Contractor may be required to provide a broad range of technical and professional services to support EPA’s ITIM
training requirements. The range of training that may be provided under this contract may include, but is not limited
to, the provision of training to support all functional areas of this PWS. Examples include: policy, EA, CPIC,
security, project management, communication, I[TIL, and customer service. Examples of tools and technology
training may include Microsoft Office, project management tools, and training for EPA desktop or mobile
applications.

EPA’s ITIM community has a broad range of conference and meeting support requirements. To meet these needs,
the Contractor shall provide technical and professional services to support ITIM meetings and conferences. This
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support may include, but is not limited to:

s  Planning, arranging, supporting, conducting, and/or facilitating meetings in support of the requirements of
an existing order. For example, assisting a customer organization in the preparation of a presentation for the
Quality Information Council (QIC).

o  Planning, arranging, supporting, conducting, and/or facilitating meetings for a designated or special purpose
meeting. For example, arranging and supporting an organization’s multi-day ITIM planning meeting.

For such meetings, the Contractor shall provide general meeting support including, but not limited to, planning and
preparing agendas and supporting meeting materials, providing meeting facilitation support, taking and producing
minutes, obtaining use of suitable meeting room(s), and providing other similar meeting support. The Contractor
may be required to collect, analyze, and present information specific to the objectives of the meeting.

Procedures and examples for selection and approval of meeting and conference space and assistance occur in US
EPA Office of the Comptroller Policy Announcements 94-10, 92-07, and 89-02; US Office of Management and
Budget Bulletin No. 93-11; and General Service Administration Amendment 32 to the Federal Travel Regulation.

FUNCTIONAL AREA 2: INDEPENDENT ASSESSMENTS AND SUPPORT SERVICES
4.13 Systems Analysis and Support

The Contractor shall provide EPA with system analysis and support services across the entire systems management
life cycle. These services shall include, but are not limited to, support for systems definition and requirement
analysis and support for business case (Exhibit 300) development. All systems analysis and support services
performed under ITS-BISS III must comply with EPA ITIM policy, including: EPA System Life Cycle Management,
Capital Planning and Investment Control, Enterprise Architecture, Security, and other ITIM policies.

Systems requirements analysis includes provision of support to determine and document functional program
requirements, to recommend alternative solutions and to provide corresponding justifying analyses and rationales for
these studies and recommendations. In performing these analyses, the Contractor utilizes or supplements his or her
knowledge and understanding of EPA’s environmental policies and programs and business operations and practices to
better inform the analytical and solutions processes.

Systems definition services shall consist of support for the definition phase of system development (i.e., initiation,
concept definition, and requirements definition), including the development, maintenance, and update of documents
associated with systems definition. Examples of the type of documents produced in system initiation are the initiation
decision paper, system management plan, and assignment of project responsibility. Examples of products of concept
definition include system concept document, security concept, security risk assessment, and cost benefit analysis.
Examples of requirements definition products include requirements decision paper, functional requirements
specification, requirements traceability matrix; reporting and screen lay-outs, information flow diagrams, system test
plan, and system security plan (SSP). Additional information on EPA's system life cycle management is available in
the Regulations and Policies Section of this PWS including the EPA System Life Cycle Management Policy.
Requirements analysis and related deliverables will include Entity Relationship Diagrams or Information Flow
Diagrams that visually demonstrate the Contractors' expert knowledge of best practices in IT service design,
transition, operation, strategy and continuous improvement.

Systems support services also may involve initial systems analysis and design support, including architectural
guidance and support. The Contractor may provide assistance for information system designs that define the
functional capabilities of actual system modules to be developed, acquired, or utilized. The Contractor shall develop,
install, and implement prototype or pilot information systems for the purposes of evaluating or validating potential
hardware and/or software architectures and/or environments. (Note: Detailed systems design, coding,
implementation, and operations and maintenance for EPA systems will be performed under other EPA s contracts
specific to those phases of the life cycle, they will NOT be done under this contract.)

Implementation support may include development and dissemination of user manuals and other system- related

25



documentation. These manuals and documentation may be used in direct support of the related pilot or prototype
effort or may be used as supporting materials for the resulting architectures and environments. A system may be
considered in prototype or pilot phase during the period while the system software design and hardware configuration
are undergoing test and evaluation by actual or test users with actual or fictitious data. A prototype or pilot is
considered complete when the architectural design or selection is finalized and proven valid.

Business case services offered under ITS-BISS III shall include any business case analytical or development support
service necessary to develop a comprehensive Exhibit 300 and business case document. Business cases services shall
be provided for CPIC major and non-major systems. Business case services also shall include comprehensive
support for Earned Value Management (EVM), Operational Analysis, High-Risk Reporting, as well as, support for
any other related requirement necessary to comply with existing or new EPA or OMB investment management
requirements. All business case services offered under ITS-BISS III shall reflect the best practices of both industry
and government in performing this service. Business case services shall also include any project management
services necessary to support compliance with EPA and OMB project management information requirements for
EPA ITIM investments.

4.14 Acquisition Support

The federal ITIM acquisition environment has become more diverse and complex. EPA customers seeking ITIM
services have multiple options for acquiring these services. Understanding these options, and understanding how to
best utilize these options (e.g., defining the terms and conditions of service agreements) may require research and
analysis.

The Contractor shall provide a broad range of technical and professional services to support EPA ITIM acquisition
activities, including analysis, planning, development, implementation and evaluation support. This support may be
provided prior to, during, and following an acquisition. This acquisition support may include support for traditional
ITIM procurements, purchase agreements under GWACs, Interagency

Agreements, or other acquisitions. In its problem-solving role, the Contractor shall assess existing alternatives to a
new acquisition (e.g., use of existing vehicles or resources). Examples of the types of acquisition support the
Contractor may provide include:

o  Provide support for requirements collection and analysis, alternatives analysis, research on available
contracting approaches, including the development of benchmarks for IT products, practices, or services;
Recommend and provide options, based on market surveys and previously determined requirements;
Compare EPA requirements to general market availability;

Recommend options and suitability of benchmarks or functional demonstrations;

Recommend options including the pros and cons of technical versus functional specifications; and
Recommend pros and cons of alternative performance-based acquisition options.

In addition, the Contractor shall provide technical input to the Government for Government preparation of acquisition
related documents, such as:

Justifications for compatibility limited requirements;

Software conversion cost studies;

Specialized technical expertise in the development of specifications;

Analyses to support the development of cost components of an acquisition; and

Technical research, market research, or similar investigations or evaluations to clarify and provide options
for technical proposal content.

The Contractor also shall provide acquisition expertise that leads to improved performance or management of
existing EPA contracts or TOs. The Contractor shall provide technical and acquisition expertise including advice,
assistance, and support to improve the operations and management of EPA ITIM contracts. These services may
include:
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e  Analyzing and recommending options for improving the contract business processes, procedures, and
practices, including award fee evaluations;

e  Analyzing and recommending options for improving the quality of oversight of Contractor work by
TOCORs;

e  Analyzing and recommending options for improving contract operations management or financial
performance.

4.15 Independent Assessments and Studies

EPA requires support for independent ITIM assessments and studies. These assessments may focus on a broad range
of issues including the quality, the completeness, and the compliance status of information systems, products, plans
and other documents. EPA also requires support services to directly assist customers in complying with [TIM policy
and standards.

The Contractor shall provide a broad range of technical and professional services to support EPA’s requirement for
independent assessments and studies. This support shall include, but may is not be limited to:

e Risk and Technical Vulnerability Assessments

o Independent Verification and Validation (IV&V) activities and studies, including support for Independent
Baseline Reviews (IBRs) and Management IV&Vs

e Systems Compliance Reviews, including System Lifecycle, CPIC, and EA Reviews Phase-Out Quality
Assurance Reviews

e ITIM Program, Project, Process and Product Reviews.

The scope of services provided under this section of the PWS shall include the technical and professional services to
develop corrective action strategies and plans to address issues identified by the assessments, reviews, or studies.

The Contractor shall provide Risk and Technical Vulnerability Assessment Service to support Federal and EPA
ITIM security policies and standards. Provision of the Risk Assessment Services shall be based on a standardized
ITS-BISS III TO Request for Proposal (TORFP) template designed to ensure the level of contract service provided
meets all applicable Federal and EPA ITIM requirements. The Contractor’s Risk Assessment Support Services shall
include the provision of services such as Security Planning to address issues identified by the Risk Assessment. In
general, the Contractor’s Risk Assessment Support Services shall be at least comparable in scope and quality to
those provided by the Federal Shared Service Centers.

OMB requires agencies to conduct Independent Verification and Validation (IV&V) activities including support for
Independent Baseline Reviews (IBRs) where applicable. The Contractor may be required to perform and report on a
wide range of independent verification and validation reviews, analyses, studies, and tests in support of EPA
customers. The Contractor may be required to develop [V&V strategies and plans to improve the effectiveness of an
organization’s [IV&V function and operations. The Contractor may be required to provide support for the
implementation of IV&V plans. The Contractor may be required to acquire, collect, analyze or use benchmarking
and best practices data to perform cost, price, and other comparisons as part of performing IV&V activities.

Reviews of EPA systems are necessary to ensure architectural, CPIC, and Systems Lifecycle compliance. The
Contractor may be required to review and analyze system projects for compliance with the enterprise architecture
and CPIC requirements, including assessing the consistency of these projects with EPA’s system life cycle in the
initiation phase, technical compliance during the concept definition phase, and architectural compliance during the
design, development, operations and maintenance phases. (Note: These reviews may also occur in FA 1 as part of an
integrated program management support order.)

OEI produces numerous information products, plans, and reports that must effectively communicate to customers on
a range of questions such as how to access OEI-provided ITIM tools and services. Quality assurance of these
products is critical to effective management of EPA ITIM program activities. The Contractor may be required to
perform reviews of information products, plans, analyses or other information documents to assure the quality,
completeness, clarity, accuracy, etc. Product-specific quality assurance criteria for each individual review, or for a
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comprehensive review service, will be defined at the order level.

Reviews of EPA ITIM programs and projects may be required to determine if they meet cost, schedule, and
performance goals. Product reviews may be required to determine if they meet stated and applicable specifications
and quality standards. Process reviews may be required to determine if project methodologies and best practices are
appropriately considered and implemented by a project.
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SECTION D - PACKAGING AND MARKING

There are no clauses in this Section.
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SECTION E - INSPECTION AND ACCEPTANCE

E.1 CONTRACT CLAUSES INCORPORATED BY REFERENCE

Clavise Clause Number Clause Title
Database
FAR 52.246-4 Inspection of Services - Fixed-Price. (AUG 1996)
FAR 52.246-6 Inspection - Time-and-Material and Labor-Hour. (MAY 2001)
FAR 52.246-11 Higher Level Contract Quality Requirement

E.2 FAR 52.246-11 HIGHER-LEVEL CONTRACT QUALITY REQUIREMENT. (DEC 2014)

(a) The contractor shall comply with the higher-level quality standard selected below:

Specifications and Guidelines for Quality Systems | ANSI/ASQC E4 | 2014 See
and Environmental Data Collection and below
Environmental Technology Programs

As authorized by FAR 52.246-11, the higher-level quality standard ANSI/ASQC E4 is tailored as follows:

The solicitation and contract require the offeror/contractor to demonstrate conformance to ANSI/ASQC E4 by
submitting the quality documentation described below.

In addition, after award of the contract, the Contractor shall revise, when applicable, quality documentation
submitted before award to address specific comments provided by EPA and submit the revised documentation to the
Contracting Officer’s Representative.

After award of the contract, the Contractor shall also implement all quality documentation approved by the
Government.

A. Pre-award Documentation: The offeror must submit the following quality system documentation as a separate
and identifiable part of its technical proposal:

Documentation Specifications

EPA Requirements for Quality Management Plans
(QA/R-2) (dated 03/20/01-Reissued May 2006)
documentation will be prepared in accordance with the specifications identified above, or equivalent specifications
defined by EPA, Project Officer. The offeror shall describe their plan for covering the costs associated with the
required documentation. Work involving environmental data generation or use shall not commence until the
Government has approved this documentation and incorporated it into the contract.

This X Quality Management Plan

B. Post-award Documentation: The Contractor shall submit the following quality system documentation to the
Contracting Officer’s Representative at the time frames identified below:

Documentation Specifications Due
As stated in
. . EPA Requirements for Quality the Request
X Iglzillti[gr?hs:l:;rj:ti:clzmjed Assurance Project Plans (QA/R-5) for Task
[dated 03/20/11] Order
Proposal

This documentation will be prepared in accordance with the specifications identified above or equivalent
specifications defined by the EPA Contracting Officer’s Representative. The offeror shall describe their plan for
covering the costs associated with the required documentation.
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The Government will review and return the quality documentation, with comments, and indicating approval or
disapproval. If necessary, the contractor shall revise the documentation to address all comments and shall submit the
revised documentation to the government for approval.

The Contractor shall not commence work involving environmental data generation or use until the Government has
approved the quality documentation.

(Note: Statement of work includes statements of work to perform projects under work assignments, task orders,
delivery orders, etc.)

(b) The contractor shall include applicable requirements of the higher-level quality standard(s) listing in paragraph
(a) of this clause and the requirement to flow down such standards, as applicable, to lower-tier subcontracts, in—

(1) Any subcontract for critical and complex items (see 46.203(b) and (¢)); or
(2) When the technical requirements of a subcontract require—
(1) Control of such things as design, work operations, in-process control, testing and inspection; or

(1) Attention to such factors as organization, planning, work instruction, documentation control, and advanced
metrology.
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F.1

F.2

F.3

SECTION F - DELIVERIES OR PERFORMANCE

CONTRACT CLAUSES INCORPORATED BY REFERENCE

Clause Clause Number Clause Title

Database

FAR 52.242-15 Stop-Work Order. (AUG 1989)
PERIOD OF THE CONTRACT

The period of each IDIQ Base Award Contract for both FA1 and FA2 is 60 months. Task orders may be
placed at any point during the stated period of the contract.

Each individual task order will have its own stated period of performance. Task orders may extend for a
period no longer than 180 days beyond the expiration date of the contract.

(End of clause)
1552.211-72 MONTHLY PROGESSS REPORT (JUN 1996)

(a) The Contractor shall furnish 1 copy of the combined monthly technical and financial progress report
stating the progress made, including the percentage of the project completed, and a description of the work
accomplished to support the cost. If the work is ordered using work assignments or delivery orders, include
the estimated percentage of task completed during the reporting period for each work assignment or
delivery order.

(b) Specific discussions shall include difficulties encountered and remedial action taken during the
reporting period, and anticipated activity with a schedule of deliverables for the subsequent reporting
period.

(c) The Contractor shall provide a list of outstanding actions awaiting Contracting Officer authorization,
noted with the corresponding work assignment, such as subcontractor consents, overtime approvals, and
work plan approvals.

d) The report shall specify financial status at the contract level as follows:
(1) For the current reporting period, display the amount claimed.

(2) For the cumulative period and the cumulative contract life display: the amount obligated, amount
originally invoiced, amount paid, amount suspended, amount disallowed, and remaining approved amount.
The remaining approved amount is defined as the total obligated amount, less the total amount originally
invoiced, plus total amount disallowed.

(3) Labor hours.
(1) A list of employees, their labor categories, and the numbers of hours worked for the reporting period.

(i1) For the current reporting period display the expended direct labor hours (by EPA contract labor
category), and the total loaded direct labor costs.

(ii1) For the cumulative contract period display: The negotiated and expended direct labor hours (by EPA
labor category) and the total loaded direct labor costs.
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(iv) Display the estimated direct labor hours and costs to be expended during the next reporting period.

(4) Display the current dollar ceilings in the contract, net amount invoiced, and remaining amounts for the
following categories: Direct labor hours, total estimated cost, award fee pool (if applicable), subcontracts
by individual subcontractor, travel, program management, and Other Direct Costs (ODCs).

(5) Unbilled allowable costs. Display the total costs incurred but unbilled for the current reporting period
and cumulative for the contract.

(6) Average total cost per labor hour. For the current contract period, compare the actual cost per hour to
date with the average total cost per hour of the approved work plans.

(e) The report shall specify financial status at the work assignment or delivery order level as follows:
(1) For the current period, display the amount claimed.

(2) For the cumulative period display: amount shown on workplan, or latest work assignment/delivery
order amendment amount (whichever is later); amount currently claimed; amount paid; amount suspended;
amount disallowed; and remaining approved amount. The remaining approved amount is defined as: the
workplan amount or latest work assignment or delivery order amount (whichever is later), less total
amounts originally invoiced, plus total amount disallowed.

(3) Labor hours.
(1) A list of employees, their labor categories, and the number of hours worked for the reporting period.

(1) For the current reporting period display the expended direct labor hours (by EPA contract labor
category), and the total loaded direct labor hours.

(ii1) For the cumulative reporting period and the cumulative contract period display: The negotiated and
expended direct labor hours (by EPA labor hour category) and the loaded direct labor rate.

(iv) Display the estimated direct labor hours and costs to be expended during the next reporting period.

(v) Display the estimates of remaining direct labor hours and costs required to complete the work
assignment or delivery order.

(4) Unbilled allowable costs. Display the total costs incurred but unbilled for the current reporting period
and cumulative for the work assignment.

(5) Average total cost labor hour. For the current contract period, compare the actual total cost per hour to
date with the average total cost per hour of the approved workplans.

(6) A list of deliverables for each work assignment or delivery order during the reporting period.

(f) This submission does not change the notification requirements of the “Limitation of Cost” or
“Limitation of Funds” clauses requiring separate written notice to the Contracting Officer.

(g) The reports shall be submitted to the following addresses in conjunction with invoice submittal each
month following the first complete reporting period of the contract. See EPAAR 1552.232-70, Submission
of Invoices, paragraph (e), for details on the timing of submittals. Distribute reports as follows:
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No. of copies Addressee Address (email and/or shipping)
1 Contracting Officer's Representative. TBD
1 Contracting Officer TBD

(End of clause)

F4 1552.211-75 WORKING FILES (APR 1984)
The Contractor shall maintain accurate working files (by task or work assignment) on all work
documentation including calculations, assumptions, interpretations of regulations, sources of information,

and other raw data required in the performance of this contract. The Contractor shall provide the
information contained in the contractor's working files upon request of the Contracting Officer.

(End of clause)
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G.1

G.2

SECTION G - CONTRACT ADMINISTRATION DATA

CONTRACT CLAUSES INCORPORATED BY REFERENCE

Clause |cjause Number  [Clause Title
atabase

|EPAAR 1552.208-70 Printing. (SEP 2012)

EPAAR 1552.216-72 ORDERING-BY DESIGNATED ORDERING OFFICERS. (JUL 2014)

(a) The Government will order any supplies and services to be furnished under this contract by issuing
task/delivery orders on Optional Form 347, or an agency prescribed form, from the effective date of the
contract through the expiration of the contract. In addition to the Contracting Officer, the following
individuals are authorized ordering officers.

EPA Headquarters National Procurement Contract Service Center (NPCSC) Contracting Officers
(b) A Standard Form 30 will be the method of amending task/delivery orders.

(c¢) The Contractor shall acknowledge receipt of each order by having an authorized company officer sign
either a copy of a transmittal letter or signature block on page 3 of the task/delivery order, depending upon
which is provided, within 5 calendar days of receipt.

(d) Prior to the placement of any task/delivery order, the Contractor will be provided with a proposed
Performance Work Statement/Statement of Work and will be asked to respond with detailed technical and
cost proposals within 30 calendar days or less. The technical proposal will delineate the Contractor's
interpretation for the execution of the PWS/SOW, and the pricing proposal will be the Contractor's best
estimate for the hours, labor categories and all costs associated with the execution. The proposals are
subject to negotiation. The Ordering Officer and the Contractor shall reach agreement on all the material
terms of each order prior to the order being issued.

(e) Each task/delivery order issued will incorporate the Contractor's technical and cost proposals as
negotiated with the Government, and will have a ceiling price which the contractor shall not exceed.

() Under no circumstances will the Contractor start work prior to the issue date of the task/delivery order
unless specifically authorized to do so by the Ordering Officer. Any verbal authorization will be confirmed
in writing by the Ordering Officer or Contracting Officer within 5 calendar days.

(End of clause)

G.3

EPAAR 1552.232-70 SUBMISSION OF INVOICES. (JUN 1996) - ALTERNATE I (JUN 1996)

In order to be considered properly submitted, an invoice or request for contract financing payment must meet the
following contract requirements in addition to the requirements of FAR 32.905:

(a) Invoices or request for contract financing payment shall be submitted to the following email:
RTPreceiving.gov. Copy the Contract Level COR and the TOCOR on the email submission. A copy of the
invoice shall also be sent through FedConnect to the Contracting Officer.

(b) The Contractor shall prepare its invoice or request for contract financing payment on the prescribed
Government forms. Standard Forms Number 1034, Public Voucher for Purchases and Services other than
Personal, shall be used by contractors to show the amount claimed for reimbursement. Standard Form
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1035, Public Voucher for Purchases and Services other than Personal-Continuation Sheet, shall be used to
furnish the necessary supporting detail or additional information required by the Contracting Officer. The
Contractor may submit self-designed forms which contain the required information.

(c)(1) The Contractor shall prepare a contract level invoice or request for contract financing payment in
accordance with the invoice preparation instructions identified as a separate attachment in Section J of the
contract. If contract work is authorized by individual delivery orders, the invoice or request for contract
financing payment shall also include a summary of the current and cumulative amounts claimed by cost
element for each delivery order and for the contract total, as well as any supporting data for each delivery
order as identified in the instructions.

(2) The invoice or request for contract financing payment that employs a fixed rate feature shall
include current and cumulative charges by contract labor category and by other major cost
elements such as travel, equipment, and other direct costs. For current costs, each cost element
shall include the appropriate supporting schedules identified in the invoice preparation
instructions.

(3) The charges for subcontracts shall be further detailed in a supporting schedule showing the
major cost elements for each subcontract. The degree of detail for any subcontract exceeding
$5,000 is to be the same as that set forth under (¢)(2).

(4) The charges for consultants shall be further detailed in the supporting schedule showing the
major cost elements of each consultant. For current costs, each major cost element of the
consulting agreement shall also include the supporting schedule identified in the invoice
preparation instructions.

(d) Invoices or requests for contract financing payment must clearly indicate the period of performance for
which payment is requested. Separate invoices or requests for contract financing payment are required for
charges applicable to the basic contract and each option period.

(e)(1) Notwithstanding the provisions of the clause of this contract at FAR 52.216-7, Allowable Cost and
Payment, invoices or requests for contract financing payment shall be submitted once per month unless
there has been a demonstrated need and Contracting Officer approval for more frequent billings. When
submitted on a monthly basis, the period covered by invoices or requests for contractor financing payments
shall be the same as the period for monthly progress reports required under this contract.

(2) If the Contracting Officer allows submissions more frequently than monthly, one submittal
each month shall have the same ending period of performance as the monthly progress report.

(3) Where cumulative amounts on the monthly progress report differ from the aggregate amounts
claimed in the invoice(s) or request(s) for contract financing payments covering the same period,
the contractor shall provide a reconciliation of the difference as part of the payment request.

EPAAR 1552.245-70 GOVERNMENT PROPERTY. (SEP 2009)

(a) The contractor shall not fabricate or acquire, on behalf of the Government, either directly or
indirectly through a subcontract, any item of property without prior written approval from the
Contracting Officer. If the Contracting Officer authorizes the contractor to acquire and/or fabricate
equipment for use in the performance of this contract, the equipment shall be subject to the
provisions of the "*Government Property" clause and listed on the contract via contract
modification.
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(b) If the Government provides item(s) of Government property to the contractor for use in the
performance of this contract, this property shall be used and maintained by the contractor in
accordance with the provisions of the " Government Property" clause.

The ""EPA Contract Property Administration Requirements" provided below apply to this
contract.

U.S. Environmental Protection Agency
Contract Property Administration Requirements

1. Purpose. This document sets forth the requirements for the U.S. Environmental Protection
Agency (EPA) contractors performing Government property management responsibilities under
EPA contracts. These requirements supplement those contained in the Government Property
clause(s) and Part 45 Government Property of the Federal Acquisition Regulation (FAR).

2. Contract Property Administration (CPAR)

a. EPA Delegation. EPA delegates all contract property administration to the EPA Contract
Property Coordinator (CPC). The delegations apply to all EPA contracts issued with or that have
the potential to receive, purchase or acquire Government Property or include the Government
Property clauses. In addition to administering all contract property, the CPC provides technical
expertise and assistance to the Contracting Officer (CO) and Contracting Officer Technical
Representative (COTR) relative to Government Property.

b. DCMA Re-delegation. The CPC may request support for contract property management
oversight, including property administration and plant clearance, from the Defense Contract
Management Agency (DCMA). If DCMA agrees to provide support, DCMA will notify the
contractor of the assigned property administrator (PA) and plant clearance officer (PLCO). The
DCMA PA is available to the contractor for assistance in all matters of property administration.
Notwithstanding the delegation, as necessary, the contractor may contact the EPA CO. In the
event of a disagreement between the contractor and the DCMA PA, the contractor should seek
resolution from the CO. Unless, otherwise directed in the contract, or this document, all originals
of written information or reports, except direct correspondence between the contractor and the
DCMA PA, relative to Government property, should be forwarded to the administrative CO
assigned to this contract and the CPC.

¢. Disagreements. Notwithstanding the delegation(s), as necessary, the contractor may contact the
CO. In the event of a disagreement between the contractor and the PA or the CPC the contractor
should seek resolution from the CO.

3. Requests for Government Property.

In accordance with FAR 45.102, the contractor shall furnish all property required for performing
Government contracts. If a contractor believes that Government property is required for
performance of the contract, the contractor shall submit a written request to the CO. Ata
minimum, the request shall contain the following elements:

a. Contract number for which the property is required.
b. An item(s) description, quantity and estimated cost.

c. Certification that no like contractor property exists which could be utilized.
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d. A detailed description of the task-related purpose of the property.
e. Explanation of negative impact if property is not provided by the Government.

f. Lease versus purchase analysis shall be furnished with the request to acquire property on behalf
of the Government, with the exception of requests for material purchases. The contractor may not
proceed with acquisition of property on behalf of the Government until receipt of written
authorization from the Contracting Officer.

4. Transfer of Government Property. The Contracting Officer initiates the transfer of the
government property via a contract modification. The transferor (EPA or another contractor) shall
provide to the transferee, the receiving contractor, the information needed to establish and
maintain the property records required of FAR 52.245-1, as well as all of the applicable data
elements required by Attachment 1 of this clause. The transferee, the receiving contractor, should
perform a complete inventory of the property before signing the acceptance document for the
property. Accountability will transfer to the receiving contractor upon receipt and acceptance of
the property, in accordance with FAR 45.106.

5. Records of Government Property.

a. In accordance with FAR 52.245-1, the contractor shall create and maintain records of all
Government property, regardless of value, including property provided to and in the possession of
a subcontractor. Material provided by the Government or acquired by the contractor and billed as a
direct charge to the contract is Government property and records must be established as such.

b. The Contractor shall identify all Superfund property and designate it as such both on the item
and on the Government property record. If it is not practicable to tag the item, the contractor shall
write the ID number on a tag, card or other entity that may be kept with the item or in a file.

¢. Support documentation used for posting entries to the property record shall provide complete,
current and auditable data. Entries shall be posted to the record in a timely manner following an
action.

d. For Government vehicles, in addition to the data elements required by EPA, the contractor shall
also comply with the General Services Administration (GSA) and Department of Energy (DOE)
record and report requirements supplied with all EPA provided motor vehicles. If the above
requirements were not provided with the vehicle, the contractor shall notify the designated CPC
and the Fleet Manager.

e. When Government property is disclosed to be in the management and/or control of the
contractor but not provided under any contract, the contractor shall record and report the property
in accordance with FAR 52.245-1.

6. Inventories of Government Property. The contractor shall conduct a complete physical
inventory of EPA property at least once per year. The contractor shall report the results of the
inventory, including any discrepancies, to the CO. Reconciliation of discrepancies shall be
completed in accordance with the schedule negotiated with the CO. See section 10 herein,
Contract Closeout, for information on final inventories.

7. Reports of Government Property. EPA requires an annual summary report, for each contract, by
contract number, of Government property in the contractor's possession. The annual summary is
due as of September 30th of each year, and upon contract termination or expiration.
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a. For each classification listed on the EPA Property Report form, with the exception of material,
the contractor shall provide the total acquisition cost and total quantity. If there are zero items in a
classification, or if there is an ending balance of zero, the classification must be listed with zeros
in the quantity and acquisition cost columns.

b. For material, the contractor shall provide the total acquisition cost only.

c. Property classified as Plant Equipment, Superfund and Special Test Equipment must be reported
on two separate lines. The first line shall include the total acquisition cost and quantity of all items
or systems with a unit acquisition cost of $25,000 or more. The second line shall include the total
acquisition cost and quantity of all items with a unit acquisition cost of less than $25,000.

d. For items comprising a system, which is defined as ““a group of interacting items functioning as
a complex whole," the contractor may maintain the record as a system noting all components of
the system under the main component or maintain individual records for each item. However, for
the annual report of Government property the components must be reported as a system with one
total dollar amount for the system, if that system total is $25,000 or more.

e. The reports are to be received at EPA by the CPC by October 5th of each year.
f. Distribution shall be as follows:

Original to: CPC

One copy: CO

g. Contractors are required to comply with GSA and DOE special reporting requirements for
motor vehicles. A statement of these requirements will be provided by the EPA Facility
Management and Services Division (FMSD) concurrent with receipt of each vehicle.

The contractor shall provide detailed reports on an as-needed
basis, as may be requested by the CO or the CPC.

8. Disposition of Government Property. The disposition process is composed of three distinct
phases: identification, reporting, and final disposition.

a. Identification.

The disposition process begins with the contractor identifying Government property that is no
longer required for contract performance. Effective contract property management systems
provide for identification of excess as it occurs. Once Government property has been determined
to be excess to the accountable contract, it must be screened against the contractor's other EPA
contracts for further use. If the property may be reutilized, the contractor shall notify the CO in
writing. Government property will be transferred via contract modifications to other contracts only
when the COs on both the current contract and the receiving contract authorize the transfer.

b. Reporting.
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(1) EPA. Government property shall be reported in accordance with FAR 52.245-1. The Standard
Form, SF 1428, Inventory Disposal Schedule, provides the format for reporting excess
Government property. Instructions for completing and when to use the form may be found at FAR
52.245-1(j). Forward the completed SF 1428 to the CPC. The SF 1428 is available at
http://www.arnet.gov/far/current/html/FormsStandard54.html . Superfund property must contain a
Superfund notification and the following language must be displayed on the form: “Note to CO:
Reimbursement to the EPA Superfund is required.”

(i) DCMA. If the EPA contract has been re-delegated to DCMA, the excess items will be entered
into the Plant Clearance Automated Reutilization Screening System (PCARSS). Access and
information pertaining to this system may be addressed to the DCMA Plant Clearance Officer
(PLCO).

c. Disposition Instructions.

(1) Retention. When Government property is identified as excess, the CO may direct the contractor
in writing to retain all or part of the excess Government Property under the current contract for
possible future requirements.

(i1) Return to EPA. When Government property is identified as excess, the CO may direct the
contractor in writing to return those items to EPA inventory. The contractor shall ship/deliver the
property in accordance with the instructions provided by the CO.

(ii1) Transfer. When Government property is identified as excess, the CO may direct the contractor
in writing to transfer the property to another EPA contractor. The contractor shall transfer the
property by shipping it in accordance with the instructions provided by the CO. To effect transfer
of accountability, the contractor shall provide the recipient of the property with the applicable data
elements set forth in Attachment 1 of this clause.

(iv) Sale. If GSA or the DCMA PLCO conducts a sale of the excess Government property, the
contractor shall allow prospective bidders access to property offered for sale.

(v) Abandonment. Abandoned property must be disposed of in a manner that does not endanger
the health and safety of the public. If the contract is delegated to DCMA and the contractor has
input EPA property into the PCARSS system, the EPA Property Utilization Officer (PUO) shall
notify the CO. The CO shall notify the contractor in writing of those items EPA would like to
retain, have returned or transferred to another EPA contractor. The contractor shall notify the
DCMA PLCO and request withdrawal of those items from the inventory schedule. The contractor
shall update the Government property record to indicate the disposition of the item and to close
the record. The contractor shall also obtain either a signed receipt or proof of shipment from the
recipient. The contractor shall notify the CO when all actions pertaining to disposition have been
completed. The contractor shall complete an EPA Property report with changes, to include
supporting documentation of completed disposition actions and submit it to the CPC.

9. Decontamination. In addition to the requirements of the " Government Property" clause and
prior to performing disposition of any EPA Government Property, the contractor shall certify in
writing that the property is free from contamination by any hazardous or toxic substances.

10. Contract Closeout. The contractor shall complete a physical inventory of all Government
property at contract completion and the results, including any discrepancies, shall be reported to
the CO. If the contract is delegated to DCMA, the physical inventory report will be submitted to
the EPA CO and a copy submitted to the DCMA PA. In the case of a terminated contract, the
contractor shall comply with the inventory requirements set forth in the applicable termination
clause. The results of the inventory, as well as a detailed inventory listing, must be forwarded to
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the CO and if delegated, a copy to the DCMA PA. In order to expedite the disposal process,
contractors may be required to, or may elect to submit to the CPC, an inventory schedule for
disposal purposes up to six (6) months prior to contract completion. If such an inventory schedule
is prepared, the contractor must indicate the earliest date that each item may be disposed. The
contractor shall update all property records to show disposal action. The contractor shall notify the
CO, and, if delegated, the DCMA PA, in writing, when all work has been completed under the
contract and all Government property accountable to the contract has been disposed. The
contractor shall complete a FINAL EPA Property report with all supporting documentation to the
CPC.

Attachment 1

Required Data Element--In addition to the requirements of FAR 52.245-1(f)(vi), Reports of
Government Property, the contractor is required to maintain, and report the following data
elements for EPA Government property (all elements are not applicable to material): Name and
address of the administrative Contracting Officer; Name of the contractor representative; Business
type; Name and address of the contract property coordinator; Superfund (Yes/No); No. of
Subcontractor/Alternate Locations.

Note: For items comprising a system which is defined as, "*a group of interacting items functioning as a complex
whole," the contractor may maintain the record as a system noting all components of the system under the main
component or maintain individual records for each item. However, for the Annual Report of Government Property,
the components must be reported as a system with one total dollar amount for the system, if that system total is
$25,000 or more.

G.S EPA-G-45-101 DESIGNATION OF PROPERTY ADMINISTRATOR
The property administrator for this contract is as follows:

[FILLIN#1# Property Administrator's name, organization, address, email address, and phone
number (if applicable)] (To Be Inserted at Task Order Level)

The property administrator is the Contracting Officer's designated representative on property
matters. The Contractor shall furnish all required information on property to the property
administrator.
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H.1

H.2

SECTION H - SPECIAL CONTRACT REQUIREMENTS

CONTRACT CLAUSES INCORPORATED BY REFERENCE

|]C)lause Clause Number Clause Title
atabase

Prohibition on Requiring Certain Internal Confidentiality

A greements or Statements.(JAN 2017)

Display of EPA Office of Inspector General Hotline

oster. (JUL 2016)

Organizational conflicts of interest. (MAY 1994) -

el Alternate I (MAY 1994)

EPAAR  |1552.209-75 [Annual certification. (MAY 1994)

EPAAR [1552.211-78 IAdvisory and assistance services. (JUL 2016)
Screening business information for claims of

el e confidentiality. (APR 1984)

Treatment of confidential business information. (APR

1984)

[Release of contractor confidential business information.
EPAAR (1552.235-79 (APR 1996)

EPAAR [1552.235-80 [Access to confidential business information. (OCT 2000)

FAR 52.203-19

EPAAR |1552.203-71

EPAAR |1552.235-71

EPAAR 1552.209-73 NOTIFICATION OF CONFLICTS OF INTEREST REGARDING
PERSONNEL. (MAY 1994) - ALTERNATE I (JAN 2015)

(a) In addition to the requirements of the contract clause entitled "Organizational Conflicts of Interest," the
following provisions with regard to employee personnel performing under this contract shall apply until the
earlier of the following two dates: the termination date of the affected employee(s) or the expiration date of
the contract.

(b) The Contractor agrees to notify immediately the EPA Contracting Officer's Representative and the
Contracting Officer of (1) any actual or potential personal conflict of interest with regard to any of its
employees working on or having access to information regarding this contract, or (2) any such conflicts
concerning subcontractor employees or consultants working on or having access to information regarding
this contract, when such conflicts have been reported to the Contractor. A personal conflict of interest is
defined as a relationship of an employee, subcontractor employee, or consultant with an entity that may
impair the objectivity of the employee, subcontractor employee, or consultant in performing the contract
work.

(¢) The Contractor agrees to notify each Contracting Officer's Representative and Contracting Officer prior
to incurring costs for that employee's work when an employee may have a personal conflict of interest. In
the event that the personal conflict of interest does not become known until after performance on the
contract begins, the Contractor shall immediately notify the Contracting Officer of the personal conflict of
interest. The Contractor shall continue performance of this contract until notified by the Contracting Officer
of the appropriate action to be taken.

(d) The Contractor agrees to insert in each subcontract or consultant agreement placed hereunder provisions
which shall conform substantially to the language of this clause, including this paragraph (d), unless
otherwise authorized by the Contracting Officer.

(End of clause)

H.3

EPAAR 1552.227-76 PROJECT EMPLOYEE CONFIDENTIALITY AGREEMENT. (MAY 1994) -
ALTERNATE I (JAN 2015)
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(a) The Contractor recognizes that Contractor employees in performing this contract may have access to
data, either provided by the Government or first generated during contract performance, of a sensitive
nature which should not be released to the public without Environmental Protection Agency (EPA)
approval. Therefore, the Contractor agrees to obtain confidentiality agreements from all of its employees
working on requirements under this contract.

(b) Such agreements shall contain provisions which stipulate that each employee agrees that the employee
will not disclose, either in whole or in part, to any entity external to EPA, the Department of Justice, or the
Contractor, any information or data (as defined in FAR Section 27.401) provided by the Government or
first generated by the Contractor under this contract, any site-specific cost information, or any enforcement
strategy without first obtaining the written permission of the EPA Contracting Officer. If a contractor,
through an employee or otherwise, is subpoenaed to testify or produce documents, which could result in
such disclosure, the Contractor must provide immediate advance notification to the EPA so that the EPA
can authorize such disclosure or have the opportunity to take action to prevent such disclosure. Such
agreements shall be effective for the life of the contract and for a period of five (5) years after completion
of the contract.

(¢) The EPA may terminate this contract for convenience, in whole or in part, if it deems such termination
necessary to prevent the unauthorized disclosure of information to outside entities. If such a disclosure

occurs without the written permission of the EPA Contracting Officer, the Government may terminate the
contract, for default or convenience, or pursue other remedies as may be permitted by law or this contract.

(d) The Contractor agrees to insert in each subcontract or consultant agreement placed hereunder provisions
which shall conform substantially to the language of this clause, including this paragraph (d), unless
otherwise authorized by the Contracting Officer.

(End of clause)

H.4

EPAAR 1552.237-70 CONTRACT PUBLIC REVIEW PROCEDURES. (APR 1984)

(a) Material generated under this contract intended for release to the public is subject to the Agency's
publication review process in accordance with the EPA Order on this subject and the following.

(b) Except as indicated in paragraph (c¢) of this contract, the Contractor shall not independently publish or
print material generated under this contract until after completion of the EPA review process. The
Contracting Officer's Representative will notify the Contractor of review completion within __ calendar
days after the Contractor's transmittal to the Contracting Officer's Representative of material generated
under this contract. If the Contractor does not receive Contracting Officer's Representative notification
within this period, the Contractor shall immediately notify the Contracting Officer in writing.

(c) The Contractor may publish, in a scientific journal, material resulting directly or indirectly from work
performed under this contract, subject to the following:

(1) The Contractor shall submit to the Contracting Officer and the Contracting Officer's Representative, at
least 30 days prior to publication, a copy of any paper, article, or other dissemination of information
intended for publication.

(2) The Contractor shall include the following statement in a journal article which has not been subjected to
EPA review: “Although the research described in this article has been funded wholly or in part by the
United States Environmental Protection Agency contract (number) to (Name of Contractor), it has not been
subject to the Agency's review and therefore does not necessarily reflect the views of the Agency, and no
official endorsement should be inferred.”
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H.5

(3) Following publication of the journal article, the Contractor shall submit five copies of the journal article
to the Contracting Officer's Representative, and one copy to the Contracting Officer.

(d) If the Government has completed the review process and agreed that the contract material may be
attributed to EPA, the Contractor shall include the following statement in the document:

This material has been funded wholly or in part by the United States Environmental Protection Agency
under contract (number) to (name). It has been subject to the Agency's review, and it has been approved for
publication as an EPA document. Mention of trade names or commercial products does not constitute
endorsement or recommendation for use.

(e) If the Government has completed the review process, but decides not to publish the material, the
Contractor may independently publish and distribute the material for its own use and its own expense, and
shall include the following statement in any independent publication:

Although the information described in this article has been funded wholly or in part by the United States
Environmental Protection Agency under contract (number) to (name), it does not necessarily reflect the
views of the Agency and no official endorsement should be inferred.

(End of clause)
EPAAR 1552.237-71 TECHNICAL DIRECTION. (AUG 2009)
(a) Definitions.

Contracting officer technical representative (COTR), means an individual appointed by the contracting
officer in accordance with Agency procedures to perform specific technical and administrative functions.

Task order, as used in this clause, means work assignment, delivery order, or any other document issued by
the contracting officer to order work under a service contract.

(b) The Contracting Officer's Representative(s) may provide technical direction on contract or work request
performance. Technical direction includes:

(1) Instruction to the contractor that approves approaches, solutions, designs, or refinements; fills
in details; completes the general descriptions of work shifts emphasis among work areas or tasks;
and

(2) Evaluation and acceptance of reports or other deliverables.

(¢) Technical direction must be within the scope of work of the contract and any task order there under. The
Contracting Officer's Representative(s) does not have the authority to issue technical direction which:

(1) Requires additional work outside the scope of the contract or task order;

(2) Constitutes a change as defined in the "Changes" clause;

(3) Causes an increase or decrease in the estimated cost of the contract or task order;
(4) Alters the period of performance of the contract or task order; or

(5) Changes any of the other terms or conditions of the contract or task order.
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H.6

(d) Technical direction will be issued in writing or confirmed in writing within five (5) days after oral
issuance. The contracting officer will be copied on any technical direction issued by the Contracting
Officer's Representative.

(e) If, in the contractor's opinion, any instruction or direction by the Contracting Officer's Representative(s)
falls within any of the categories defined in paragraph (c) of the clause, the contractor shall not proceed but
shall notify the contracting officer in writing within 3 days after receiving it and shall request that the
contracting officer take appropriate action as described in this paragraph. Upon receiving this notification,
the contracting officer shall:

(1) Advise the contractor in writing as soon as practicable, but no later than 30 days after receipt
of the contractor's notification, that the technical direction is within the scope of the contract effort
and does not constitute a change under the "Changes" clause of the contract;

(2) Advise the contractor within a reasonable time that the government will issue a written
modification to the contract; or

(3) Advise the contractor that the technical direction is outside the scope of the contract and is
thereby rescinded.

() A failure of the contractor and contracting officer to agree as to whether the technical direction is within
the scope of the contract, or a failure to agree upon the contract action to be taken with respect thereto, shall
be subject to the provisions of the clause entitled "Disputes" in this contract.

(g) Any action(s) taken by the contractor, in response to any direction given by any person acting on behalf
of the government or any government official other than the contracting officer or the Contracting Officer's
Representative, shall be at the contractor's risk. (End of clause)

EPAAR 1552.237-72 KEY PERSONNEL. (APR 1984)
(a) The Contractor shall assign to this contract the following key personnel:

Program Manager
Deputy Program Manager

(b) During the first ninety (90) days of performance, the Contractor shall make no substitutions of key
personnel unless the substitution is necessitated by illness, death, or termination of employment. The
Contractor shall notify the Contracting Officer within 15 calendar days after the occurrence of any of these
events and provide the information required by paragraph (c) of this clause. After the initial 90-day period,
the Contractor shall submit the information required by paragraph (c) to the Contracting Officer at least 15
days prior to making any permanent substitutions.

(¢) The Contractor shall provide a detailed explanation of the circumstances necessitating the proposed
substitutions, complete resumes for the proposed substitutes, and any additional information requested by
the Contracting Officer. Proposed substitutes should have comparable qualifications to those of the persons
being replaced. The Contracting Officer will notify the Contractor within 15 calendar days after receipt of
all required information of the decision on substitutions. This clause will be modified to reflect any
approved changes of key personnel.

(End of clause)
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H.7

1552.237-75 PAPERWORK REDUCTION ACT.

As prescribed in 1537.110, insert this contract clause in any contract requiring the collection of identical
information from ten (10) or more public respondents.

Paperwork Reduction Act (APR 1984)

If it is established at award or subsequently becomes a contractual requirement to collect identical
information from ten (10) or more public respondents, the Paperwork Reduction Act of 1980, 44 U.S.C.
3501 et seq. applies. In that event, the Contractor shall not take any action to solicit information from any
of the public respondents until notified in writing by the Contracting officer that the required Office of
Management and Budget (OMB) final clearance was received.

H.8 EPAAR 1552.237-76 GOVERNMENT-CONTRACTOR RELATIONS. (JUN 1999)

(a) The Government and the Contractor understand and agree that the services to be delivered under this
contract by the contractor to the Government are non-personal services and the parties recognize and agree
that no employer-employee relationship exists or will exist under the contract between the Government and
the Contractor's personnel. It is, therefore, in the best interest of the Government to afford both parties a full
understanding of their respective obligations.

(b) Contractor personnel under this contract shall not:

(1) Be placed in a position where they are under the supervision, direction, or evaluation of a
Government employee.

(2) Be placed in a position of command, supervision, administration or control over Government
personnel, or over personnel of other Contractors under other EPA contracts, or become a part of
the Government organization.

(3) Be used in administration or supervision of Government procurement activities.

(¢) Employee relationship. (1) The services to be performed under this contract do not require the
Contractor or his/her personnel to exercise personal judgment and discretion on behalf of the Government.
Rather the Contractor's personnel will act and exercise personal judgment and discretion on behalf of the
Contractor.

(2) Rules, regulations, directives, and requirements that are issued by the U.S. Environmental
Protection Agency under its responsibility for good order, administration, and security are
applicable to all personnel who enter the Government installation or who travel on Government
transportation. This is not to be construed or interpreted to establish any degree of Government
control that is inconsistent with a non-personal services contract.

(d) Inapplicability of employee benefits. This contract does not create an employer-employee relationship.
Accordingly, entitlements and benefits applicable to such relationships do not apply.

(1) Payments by the Government under this contract are not subject to Federal income tax
withholdings.

(2) Payments by the Government under this contract are not subject to the Federal Insurance
Contributions Act.
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(3) The Contractor is not entitled to unemployment compensation benefits under the Social
Security Act, as amended, by virtue of performance of this contract.

(4) The Contractor is not entitled to workman's compensation benefits by virtue of this contract.

(5) The entire consideration and benefits to the Contractor for performance of this contract is
contained in the provisions for payment under this contract.

(e) Notice. It is the Contractor's, as well as, the Government's responsibility to monitor contract activities
and notify the Contracting Officer if the Contractor believes that the intent of this clause has been or may
be violated.

(1) The Contractor should notify the Contracting Officer in writing promptly, within 7 (to be
negotiated and inserted into the basic contract at contract award) calendar days from the date of
any incident that the Contractor considers to constitute a violation of this clause. The notice should
include the date, nature and circumstance of the conduct, the name, function and activity of each
Government employee or Contractor official or employee involved or knowledgeable about such
conduct, identify any documents or substance of any oral communication involved in the conduct,
and the estimate in time by which the Government must respond to this notice to minimize cost,
delay or disruption of performance.

(2) The Contracting Officer will promptly, within 7 (to be negotiated and inserted into the basic
contract at contract award) calendar days after receipt of notice, respond to the notice in writing. In
responding, the Contracting Officer will either:

(1) Confirm that the conduct is in violation and when necessary direct the mode of further
performance,

(i1) Countermand any communication regarded as a violation,

(ii1) Deny that the conduct constitutes a violation and when necessary direct the mode of
further performance; or

(iv) In the event the notice is inadequate to make a decision, advise the Contractor what
additional information is required, and establish the date by which it should be furnished
by the Contractor and the date thereafter by which the Government will respond.

(End of clause)
H.9 EPA-H-07-101 PUBLIC COMMUNICATION

The Contractor shall not represent itself as EPA to outside parties. To maintain public trust, and to not mislead the
public, the Contractor shall, when communicating with outside parties, identify itself as an Agency Contractor.

When performing work for EPA, contractor personnel must be easily identifiable to the public as an EPA contractor
through use of badges, corporate logos, or other distinguishable credentials.

H.10 EPA-H-07-102 IDENTIFICATION OF ON-SITE CONTRACTOR EMPLOYEES

All Contractor, subcontractor, and consultant personnel shall wear prominently displayed identification badges at all
times when performing work on EPA property or attending meetings in the performance of this contract. The badge
shall contain the individual's name, the company name and logo. When participating in such meetings (e.g., as a
speaker, panel member), those individuals in Contractor employ must supplement physical identification (e.g.,
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badges, place markers) with verbal announcements so that it is clear to the assembled group that they are employees
of the Contractor, not Agency staff members. In addition, when working on EPA property, all contractor,
subcontractor, and consultant personnel shall have signs visible on their desks or at their work sites that clearly state
that they are not EPA employees.

H.11 EPA-H-07-103 NOTICE REGARDING PROHIBITED CONTRACTOR ACTIVITIES ON
ENVIRONMENTAL PROTECTION AGENCY (EPA CONTRACTS)

The Contractor shall not perform any of the following activities on behalf of EPA in connection with this contract:
1. The actual preparation of Congressional testimony.

2. The interviewing or hiring of individuals for employment at EPA.

3. Developing and/or writing of Position Descriptions and Performance Standards.

4. The actual determination of Agency policy.

5. Participating as a voting member on a Performance Evaluation Board; participating in and/or attending Award
Fee meetings.

6. Preparing Award Fee Letters, even under typing services contracts.
7. The actual preparation of Award Fee Plans.
8. The preparation of documents on EPA Letterhead other than routine administrative correspondence.

9. Reviewing vouchers and invoices for the purposes of determining whether costs, hours, and work performed are
reasonable.

10. The preparation of Statements of Work, Work Assignments, Technical Direction Documents, Delivery Orders,
or any other work issuance document under a contract that the contractor is performing or may perform. Such a
work issuance document, prepared by an EPA prime contractor under an EPA prime contract for its subcontractor, is
exempt from this prohibition.

11. The actual preparation of responses to audit reports from the Inspector General, General Accounting Office, or
other auditing entities.

12. Preparing responses to Congressional correspondence.

13. The actual preparation of responses to Freedom of Information Act requests, other than routine, non-judgmental
correspondence.

14. Any contract which authorizes a contractor to represent itself as EPA to outside parties.
15. Conducting administrative hearings.
16. Reviewing findings concerning the eligibility of EPA employees for security clearances.

17. The actual preparation of an office's official budget request.

H.12 EP-H-09-101 CONTRACTOR DISCLOSURE REQUIREMENTS FOR CONFLICTS OF
INTEREST
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In submitting notices of potential corporate, affiliate or personal conflicts of interest, the Contractor shall answer
each of the following questions as thoroughly as possible. If necessary, the Contracting Officer may request
additional information. If a particular question does not apply to the particular situation, the Contractor shall reply
by writing "Not Applicable" rather than by making no response.

The Contractor shall forward a copy of the company’s answers to both the Contracting Officer and the Project
Officer. Subcontractors must submit their answers to the EPA through the Prime contractor. This information,
however, may be marked confidential and sent in a sealed and numbered envelope which is to be opened only by the
Contracting Officer. All EPA decisions regarding the notifications will be sent to the prime contractor in writing.
The prime contractor shall be responsible for forwarding the Contracting Officer’s decision to the subcontractor.

1. During the past three (3) calendar years, has the company or any employees that will be working at this site
performed work at this site/facility? If the answer is “yes”, describe, in detail, the nature of work the company or
employee(s) performed and provide the names of the employee(s); the dates the work took place and identify the
client(s) for whom the work was performed. Note: For reporting purposes, all clients including Commercial,
Federal, State or local entities other than the EPA should be included in the check for potential conflict of interest.

2. For any work identified in question 1 that was performed by the company, provide the approximate dollar value
of work performed for each client as well as the company’s annual sales by fiscal year.

3. With whom has this potential conflict of interest been discussed (include EPA personnel, legal advisors, etc.)?

4. Provide, if relevant, information regarding how the company’s organizational structure and/or management
system affects its knowledge of possible conflicts or interest relating to other divisions or sections of the
organization and how that structure or system could prevent or mitigate/neutralize potential conflicts of interest.

5. Provide an update of any significant change in control or ownership of the company since the submission of
information for responsibility determination.

6. Provide any additional information which may be pertinent to this request.

When submitting responses to these questions, the Contractor shall provide the name and telephone number of
someone in the company who is knowledgeable with regard to this notice of potential conflict of interest.

H.13 EPA-H-09-106 TASK ORDER CONFLICT OF INTEREST CERTIFICATION

For each task order (TO) request for offer, the Contractor shall provide the Contracting Officer a conflict of interest
certification within seven (7) calendar days of receipt of the task order request for offer. Where TOs are issued for
work on or directly related to a site, the Contractor is only required to provide a conflict of interest certification for
the first TO issued for that site. For all subsequent work on that site, the Contractor has a continued obligation to
search and report any actual or potential conflicts of interest, but no additional conflict of interest certifications are
required.

In the certification the Contractor must certify, to the best of the Contractor's knowledge and belief, all actual or
potential organizational conflicts of interest have been reported to the Contracting Officer or that, to the best of the
Contractor's knowledge and belief, no actual or potential organizational conflicts of interest exist. In addition, the
Contractor must certify that its personnel who perform work under this TO, or relating to this TO, have been
informed of their obligation to report personal and organizational conflicts of interest to the Contractor. The
certification shall also include a statement that the Contractor recognizes its continuing obligation to identify and
report any actual or potential conflicts of interest arising during performance of this TO or other work relating to this
site.

H.14 EPA-H-15-101 RELEASE OF COST OR PRICING PROPOSALS OUTSIDE THE GOVERNMENT
FOR AUDIT

Cost or pricing proposals submitted in response to this solicitation may be released outside the Government for audit
purposes regardless of whether information contained in such proposals has been claimed or determined to be
business confidential. If an outside audit is obtained, the non-Government auditor shall use the information only for
audit purposes; shall not disclose any information in the proposals to anyone other than authorized EPA employees
without the prior written approval of the Assistant General Counsel responsible for information law matters; and
shall return all copies of proposals, as well as any abstracts, to the Government upon completion of the audit. The
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non-Government auditor shall obtain a written agreement from each of its employees with access to the proposals to
honor these limitations prior to allowing the employee access.

H.15 EPA-H-23-101 ENVIRONMENTALLY PREFERABLE PRACTICES

The contractor shall, to the greatest extent practicable, utilize environmentally preferable practices in its course of
business. "Environmentally preferable" is defined as products or services that have a lesser or reduced effect on
human health and the environment when compared with competing products or services that serve the same purpose.
This comparison may consider raw materials acquisition, production, manufacturing, packaging, distribution, reuse,
operation, maintenance, or disposal of the product or service. Consideration of environmentally preferable practices
must be consistent with price, performance, availability, and safety conditions.

H.16 EPA-H-28-106 INSURANCE-WORK ON A GOVERNMENT INSTALLATION

The Contractor's insurance requirements of Clause 52.228-5, Insurance--Work on a Government Installation (JAN
1997), shall be as follows:

At a minimum, the Contractor shall procure and maintain the following types and amounts of insurance:

(1) Workmen's compensation and occupational disease insurance in amounts sufficient to satisfy Federal and State
laws;

(2) Employer's liability insurance of at least $100,000, except in States with exclusive or monopolistic funds that do
not permit workers' compensation to be written by private carriers;

(3) General liability insurance for bodily injury liability coverage written on the comprehensive form of policy of at
least $500,000 per occurrence; and

(4) Automobile liability insurance written on the comprehensive form of policy providing for bodily injury and
property damage liability covering the operation of all automobiles used in connection with performance of the
contract of at least $200,000 per person and $500,000 per occurrence for bodily injury and $20,000 per occurrence
for property damage. The amount of liability coverage on other policies shall be commensurate with any legal
requirements of the locality and sufficient to meet normal and customary claims.

H.17 EPA-H-31-104 APPROVAL OF CONTRACTOR TRAVEL

(a) For purposes of this clause, the term "travel" does not include local transportation. "Local Transportation"” is
defined as travel within 50 miles from the contractor personnel's assigned work location for performance of the
contract that does not involve an overnight stay.

(b) Any contractor travel which may be directly charged to the contract must be authorized in advance by the
Contract-Level COR. This approval shall be separate from the process associated with the approval of work plans.
(See paragraph (f) below).

(¢) Travel shall be authorized under this contract only when the travel is required to provide a direct service
(including management oversight) or specific product to the Government that is identified in the contract's
Statement of Work (and/or any applicable work assignment). The contractor shall identify the need for travel in any
work plans submitted and shall clearly identify in an accompanying narrative the relationship of the travel to the
direct service required by the Government. Unless/until the Contract-Level COR specifically approves the travel
proposed under a work assignment (apart from approval of the remainder of the work assignment- see paragraph (e)
below), the contractor shall not perform travel. Travel and associated costs for such travel (lodging, per diem, and
incidental expenses) shall be allowable only in accordance with the limitations of FAR 31.205-43 and FAR 31.205-
46.

50



(d) Travel expenses for Federal employees shall not be an allowable cost under this contract. Travel approval shall
not be rendered for any personnel (including for example State or local government officials, academicians, etc.)
except for employees of the contractor, or an authorized subcontractor or consultant, who are performing a bona fide
function to accomplish the Statement of Work.

(e) To obtain the approval for travel, the contractor shall submit a separate written request to the Contract-Level
COR for each instance of travel for the contractor (including subcontractors/consultants) that is contemplated as a
direct charge under the contract. The request shall include (at a minimum) the following information:

(1) Individual(s) traveling. Identify position and affiliation as a contractor/subcontractor employee or authorized
consultant.

(2) Description of circumstances necessitating the travel. Identify the work assignment(s) that will benefit from the
travel and detail the correlation of the travel to the requirements of the Statement of Work.

(3) Identify the estimated cost and include a cost breakdown. Explain why this is the most cost effective means to
fulfill the contract requirements.

(f) Approval of work plans that include travel as an other direct cost element shall not be construed to mean the
travel is approved; i.e., separate approval shall be obtained from the Contract-Level COR.

(g) While on travel, Contractor personnel shall clearly identify corporate affiliation at the start of any meeting.
While attending EPA-sponsored meetings, conferences, symposia, etc. or while on a Government site, Contractor
personnel shall wear a badge which identifies the individual as a contractor employee. Contractor personnel are
strictly prohibited from acting as an official representative of the Agency at meetings, conferences, symposia, etc.

H.18 EPA-H-31-105 APPROVAL OF TRAINING

(a) The contractor shall provide and maintain a qualified staff of personnel to meet the requirements of the
Statement of Work. The contractor shall provide training to keep its personnel abreast of changes to the science
and/or technology associated with the requirements of the contract. In addition, the contractor shall ensure that its
personnel receive appropriate safety, health and environmental training in accordance with Federal, state and local
requirements prior to assigning any task that require such training. The contractor shall provide documentation of
such training upon the request of the Contract-Level COR and/or Contracting Officer.

The Government will not directly reimburse the cost for contractor employees to meet or maintain minimal contract
requirements or to obtain and sustain an appropriate level of professionalism. Any direct charges for training will
only be considered for reimbursement under this contract by compliance with the procedures set forth in paragraph
(b) below.

(b) There may be occasions when it is determined to be in the best interest of the Government to reimburse the
contractor for the direct cost of training associated with a requirement that represents a unique Government need
unrecognized at the time of contract award. When such circumstances occur, the contractor shall secure the
Contracting Officer's prior written approval by submitting a written request through the Contract-Level COR that
includes, at a minimum the following information:

(1) Individual to be trained [FILLIN#1#Identify position and job duties under contract].

(2) Description of circumstances necessitating the training. [FILLIN#2#Describe the specific change to the
performance requirements. Identify by number and title of the work assignment(s) that will benefit from training and
describe in detail how the training relates to the Statement of Work and job duties under the contract].
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(3) Estimated cost [FILLIN#3#Include a cost breakdown. Explain why this is the most cost effective means to
fulfill the contract requirements].

(c¢) The Contracting Officer will provide the contractor with written approval or disapproval of the request.
Approval of work plans that include training as another direct cost element shall not be construed to mean the
training is approved; i.e., the contractor shall obtain written approval pursuant to the terms of this clause. Training
billed as a direct cost shall be disallowed by the Contracting Officer unless approved pursuant to the terms of this
clause.

H.19 EPA-H-31-106 EPA-SPONSORED MEETINGS, WORKSHOPS, AND/OR CONFERENCES

If this contract requires contractor support for an EPA-sponsored meeting, workshop, conference, etc., the following
shall apply:

EPA meetings shall be held in Federal facilities whenever available. The EPA Contract-level Contracting Officer's
Representative (COR) or Work Assignment COR will determine and advise the contractor as to the availability of
Federal facilities.

The allowability of travel costs for contractor personnel and experts, consultants and others hired under subcontracts
to provide services to EPA shall be determined under Part 31 of the Federal Acquisition Regulation. The cost of
travel, food, lodging, etc., for other conference attendees, including trainees, shall not be an allowable cost under
this contract. Travel costs must be approved by the COR.

H.20 EPA-H-39-101 CONTRACTOR ACCESS TO EPA COMPUTERS

The personnel listed below have been authorized access to EPA computers in the performance of this contract. In
the event of changes to this listing through a reassignment, resignation, termination, completion of a task or any
other reason making such access unnecessary, the Contractor shall immediately notify the Contracting Officer.
[FILLIN#1# List of personnel with authorization to access EPA computers]

H.21 EPA-H-39-102 NOTIFICATION OF PERSONNEL REQUIRING ACCESS TO EPA COMPUTERS

As a part of its proposal, the offeror shall include a listing of those personnel who will require access to EPA
computers in the performance of the anticipated contract. See the "Access to EPA Computers" clause for additional
information regarding computer access.

H.22 EPA-H-42-102 UTILIZATION OF FEDCONNECT FOR CONTRACT ADMINISTRATION

EPA will utilize the FedConnect® web portal in administering this contract. The contractor must be registered in
FedConnect® and have access to the FedConnect website located at https://www.fedconnect.net/Fedconnect/. For
assistance in registering or for other FedConnect® technical questions please call the FedConnect® Help Desk at
(800) 899-6665 or email at support@fedconnect.net.

End of clause
H.23 EPA-H-42-103 TEMPORARY CLOSURE OF EPA FACILITIES

(a)(1) The Environmental Protection Agency observes the following days as federal holidays. The term “Federal
holidays” as used in this clause shall mean only the following enumerated days and any other days hereafter
declared National holidays by the President of the United States. Holidays falling on a Sunday will be observed on
the following Monday. Holidays falling on a Saturday will be observed on the preceding Friday.

January 1 - New Year’s Day

January - Third Monday - Martin Luther King Day
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February - Third Monday - Washington’s Birthday

May - Last Monday - Memorial Day
July4 - Independence Day

September -  First Monday - Labor Day
October - Second Monday - Columbus Day

November 11 -  Veterans Day
November - Fourth Thursday - Thanksgiving Day
December 25 -  Christmas Day

(2) Holiday observances of such days by Government personnel shall not be cause for additional period of
performance or entitlement to compensation except as set forth in the contract. If the Contractor's personnel work on
a holiday, no form of holiday or other premium compensation will be reimbursed either as a direct or indirect cost,
unless authorized pursuant to an overtime clause elsewhere in the contract.

(b)(1) EPA may close an EPA facility for all or a portion of a business day as a result of:

(1) Granting administrative leave to non-essential EPA employees (e.g., unanticipated holiday);
(1) Inclement weather;

(ii1) Failure of Congress to appropriate operational funds;

(iv) Any other day designated by Federal law, Executive Order or Presidential Proclamation; or
(v) Other reason as determined by the EPA (e.g., designated furlough day for federal workers).

(2) In such cases, Contractor personnel not determined by the Contracting Officer to be excepted (e.g., not
performing mission-critical round-the-clock services/tasks) who are not already on duty at the facility shall not
report to the facility. Such Contractor personnel already present shall be dismissed and shall leave the facility.

(3) The Contractor agrees to continue to provide sufficient personnel to perform round-the-clock requirements of
mission-critical services/tasks already in operation or scheduled for performance during the period in which EPA
employees are dismissed, and shall be guided by any specific instructions of the Contracting Officer or his/her duly
authorized representative. In formulating instructions the Contracting Officer or authorized representative may
consider recommendations from regional/local EPA facilities management/operations staff.

(¢) When Contractor personnel services are not required or provided due to closure of an EPA facility as described
in paragraph (b), the contract price will be adjusted as follows:

(1) For fixed-price contracts, deductions in the Contractor's price will be computed as appropriate for the particular
firm fixed price contract in question, e.g.,

(1) The deduction rate in dollars per day will be equal to the per-month contract price divided by 21 days per month.
(In this example, the 21-days-per-month figure was calculated as follows:

365 calendar days/year — 10 Federal holidays — 104 Saturdays/Sundays = 251 days/12 months

= 20.92 days/month, rounded up to 21 days/month)

(i1) The deduction rate in dollars per day will be multiplied by the number of days services are not required or
provided. If services are provided for portions of days, appropriate adjustment will be made by the Contracting
Officer to ensure that the Contractor is compensated for services provided.

(2) For cost-reimbursement, time-and-materials and labor-hour type contracts, EPA shall not reimburse, as direct
costs, salaries or wages of Contractor personnel for the period during which such personnel are dismissed from, or
do not have access to, the facility.

(d) The Contractor shall place identical requirements, including this paragraph, in all subcontracts that require
performance of work on-site unless otherwise instructed by the Contracting Officer.
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H.24 EPA-H-44-101 TEAM SUBCONTRACTOR AGREEMENTS

The contractor shall provide, within five (5) calendar days of award notice, one copy of each proposed team
subcontract agreement, when applicable, to the Contracting Officer. A copy of the executed team subcontract and
any subsequent modifications shall also be provided to the Contracting Officer within 10 days of execution.

H.25 CLAUSES NOT APPLICABLE TO TIME-AND-MATERIALS TYPE TASK ORDERS

During Task Order performance, the contractor shall adhere to all contract-level clauses applicable
to Task Orders, however the following list of contract clauses do not apply to Task Orders that are
Time-and-Materials (T&M) type:

REGULATION NUMBER

FAR
FAR
FAR
FAR
FAR

FAR
FAR

FAR

52.229-3
52.232-1
52.232-8
52.232-11
52.243-1

52.246-4
52.249-2

52.249-8

DATE

FEB 2013
APR 1984
FEB 2002
APR 1984
AUG 1987

AUG 1996
APR 2012

APR 1984

TITLE

FEDERAL, STATE, AND LOCAL TAXES
PAYMENTS

DISCOUNTS FOR PROMPT PAYMENT
EXTRAS

CHANGES—FIXED PRICE ALTERNATE I
(APR 1984)

INSPECTION OF SERVICES—FIXED-PRICE
TERMINATION FOR CONVENIENCE OF THE
GOVERNMENT (FIXED-PRICE)

DEFAULT (FIXED-PRICE SUPPLY AND
SERVICE

H.26 CLAUSES NOT APPLICABLE TO FIRM-FIXED-PRICE TYPE TASK ORDERS

During Task Order performance, the contractor shall adhere to all contract-level clauses applicable
to Task Orders, however the following list of contract clauses do not apply to Task Orders that are
Firm-Fixed-Price (FFP) type:

REGULATION NUMBER

FAR

FAR

FAR

FAR

FAR

FAR

52.232-7

52.216-7

2.216-31

52.243-3

52.246-6

52.249-6

DATE
AUG 2013

JUN 2013
FEB 2007
SEP 2000
MAY 2001

MAY 2004

TITLE

PAYMENTS UNDER TIME-AND-MATERIALS
AND LABOR-HOUR CONTRACTS
ALLOWABLE COST AND PAYMENT

TIME-AND-MATERIALS/LABOR-HOUR PROPOSAL
REQUIREMENTS-COMMERCIAL ITEM ACQUISITION
CHANGES—TIME-AND-MATERIALS OR
LABOR-HOUR

INSPECTION—TIME-AND-MATERIAL AND
LABOR-HOUR

TERMINATION (COST-REIMBURSEMENT)
ALTERNATE IV (SEP 1996)
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SECTION I - CONTRACT CLAUSES

1.1 CONTRACT CLAUSES INCORPORATED BY REFERENCE

Clause Database | Clause Number Clause Title
FAR 52.202-1 Definitions. (NOV 2013)
FAR 52.203-3 Gratuities. (APR 1984)
FAR 52.203-5 Covenant Against Contingent Fees. (MAY 2014)
Restrictions on Subcontractor Sales to the Government.
FAR 52.203-6 (SEP 2006)
FAR 52.203-7 Anti-Kickback Procedures. (MAY 2014)
Cancellation, Rescission, and Recovery of Funds for lllegal
. . or Improper Activity. (MAY 2014)
Price or Fee Adjustment for Illegal or Improper Activity.
FAR 52.203-10 (MAY 2014)
Limitation on Payments to Influence Certain Federal
EAR pa200=12 Transactions. (OCT 2010)
FAR 52 203-13 ggilstgactor Code of Business Ethics and Conduct. (OCT
FAR 52.203-14 Display of Hotline Poster(s). (OCT 2015)
Contractor Employee Whistleblower Rights and
FAR 52.203-17 Requirement To Inform Employees of Whistleblower
Rights. (APR 2014)
Printed or Copied Double-Sided on Postconsumer Fiber
e i Content Paper. (MAY 2011)
FAR 52.204-9 Personal Identity Verification of Contractor Personnel.
Reporting Executive Compensation and First-Tier
EAK el Subcontract Awards (Oct 2016)
System for Award Management Maintenance.
FAR 52.204-13 (OCT 2016)
Protecting the Government's Interest When Subcontracting
FAR 52.209-6 [With Contractors Debarred, Suspended, or Proposed for
Debarment. (OCT 2015)
\Updates of Publicly Available Information Regarding
pak i Responsibility Matters (JUL 2013)
Prohibition on Contracting with Inverted Domestic
- el Corporations (NOV 2015)
FAR 52.210-1 Market Research. (APR 2011)
FAR 52.215-2 [Audit and Records - Negotiation. (OCT 2010)
FAR 50 215-8 ?;;1% of Precedence - Uniform Contract Format. (OCT
Price Reduction for Defective Certified Cost or Pricing Data)
FAR 52.215-10 (AUG 2011
Price Reduction for Defective Certified Cost or Pricing Data)
EAR p2215-11 - Modifications (AUG 2011)
FAR 52.215-12 Subcontractor Certified Cost or Pricing Data (OCT 2010)
Subcontractor Certified Cost or Pricing Data —
EAR 52.215-18 Modifications (OCT 2010)
FAR 52.216-7 Allowable Cost and Payment. (JUN 2013)
FAR 52.219-6 INotice of Total Small Business Set-Aside (Nov 2011)
FAR 52.219-8 [Utilization of Small Business Concerns. (NOV 2016)
FAR 52.219-9 Small business subcontracting plan. (JAN 2017)
FAR 52.219-14 Limitations on Subcontracting (JAN 2017)
FAR 52.219-16 Liquidated Damages - Subcontracting Plan. (JAN 1999)
Post-Award Small Business Program Rerepresentation.
FAR 52.219-28 UL 2013)
FAR 52.222-3 Convict Labor. (JUN 2003)
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FAR 52.222-17 INondisplacement of Qualified Workers. (MAY 2014)
FAR 52.222-21 Prohibition of segregated facilities. (APR 2015)
FAR 52.222-26 Equal Opportunity. (SEP 2016)
FAR 52.222-35 Equal Opportunity for Veterans. (OCT 2015)
FAR 5222036 53;12; Opportunity for Workers with Disabilities. (JUL
FAR 52.222-37 Employment Reports on Veterans. (FEB 2016)
[Notification of Employee Rights Under the National Labor
i pe-222:40 Relations Act (DEC 2010)
FAR 52.222-50 Combating Trafficking in Persons. (MAR 2015)
FAR 52.222-54 Employment Eligibility Verification. (OCT 2015)
FAR 50 293-5 gglllil)tlon Prevention and Right-to-Know Information (MAY]
FAR 52.223-6 Drug-Free Workplace. (MAY 2001)
Encouraging Contractor Policies to Ban Text Messaging
Hak pedees While Driving. (AUG 2011)
FAR 52.224-1 Privacy Act Notification (APR 1984)
FAR 52.224-2 Privacy Act (APR 1984)
FAR 52.225-13 Restrictions on Certain Foreign Purchases. (JUN 2008)
FAR 52.227-1 [Authorization and Consent. (DEC 2007)
[Notice and Assistance
i i Regarding Patent and Copyright Infringement
FAR 52.227-14 Rights in Data-General. (MAY 2014)
FAR 52.227-17 Rights in Data--Special Works (DEC 2007)
FAR 52.229-3 Federal, State, and Local Taxes. (FEB 2013)
FAR 59 230-1 g(;)ls; )Accountmg Standards Notices and Certification (OCT
FAR 52.230-2 Cost Accounting Standards (OCT 2015)
FAR 52.230-6 [Administration of Cost Accounting Standards (JUN 2010)
Proposal Disclosure—Cost Accounting Practice Changes
FAR 52.230-7  Apr 2005)
FAR 52.232-1 Payments. (APR 1984)
Payments under Time-and-Materials and Labor-Hour
EAR fadid Contracts. (AUG 2012)
FAR 52.232-8 Discounts for Prompt Payment. (FEB 2002)
FAR 52.232-11 Extras. (APR 1984)
FAR 52.232-16 Progress Payments. (APR 2012)
FAR 52.232-17 Interest. (MAY 2014)
FAR 52.232-23 Assignment of Claims. (MAY 2014)
FAR 52.232-25 Prompt payment. (JAN 2017)
Payment by Electronic Funds Transfer - System for Award
i p2-232:33 Management. (JUL 2013)
FAR 52.232-39 [Unenforceability of Unauthorized Obligations. (JUN 2013)
Providing Accelerated Payments to Small Business
i it Subcontractors (Dec 2013)
FAR 52.233-1 Disputes. (MAY 2014) — Alternate I (DEC 1991)
FAR 52.233-3 Protest after Award. (AUG 1996)
FAR 52.233-4 Applicable Law for Breach of Contract Claim. (OCT 2004)
FAR 52.237-3 Continuity of Services. (JAN 1991)
FAR 52.242-3 Penalties for Unallowable Costs. (MAY 2014)
FAR 52.242-13 Bankruptcy. (JUL 1995)
FAR 59 243.1 %?%ges - Fixed-Price. (AUG 1987) - Alternate III (APR
FAR 52.243-3 Changes - Time-and-Materials or Labor-Hours. (SEP 2000)
FAR 52.244-2 Subcontracts. (OCT 2010)
FAR 52.244-6 Subcontracts for Commercial Items. (JAN 2017)
FAR 52.245-1 Government Property. (JAN 2017)
FAR 52.245-9 [Use and Charges (APR 2012)
FAR 52.246-25 Limitation of Liability - Services. (FEB 1997)
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[Termination for Convenience of the Government (Fixed-
i —— Price). (APR 2012)
Termination (Cost-Reimbursement). (MAY 2004) -
EAR paZL Alternate TV (SEP 1996)
FAR 52.249-8 Default (Fixed-Price Supply and Service). (APR 1984)
FAR 52.249-14 [Excusable Delays. (APR 1984)
FAR 52.253-1 Computer Generated Forms. (JAN 1991)
1.2 FAR 52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA

OTHER THAN CERTIFIED COST OR PRICING DATA -- MODIFICATIONS (OCT 2010) (only applies to
the FA2 requirement)

(a) Exceptions from certified cost or pricing data.

(1) In lieu of submitting certified cost or pricing data for modifications under this contract, for price
adjustments expected to exceed the threshold set forth at FAR 15.403-4 on the date of the agreement on
price or the date of the award, whichever is later, the Contractor may submit a written request for exception
by submitting the information described in the following subparagraphs. The Contracting Officer may
require additional supporting information, but only to the extent necessary to determine whether an
exception should be granted, and whether the price is fair and reasonable --

(1) Identification of the law or regulation establishing the price offered. If the price is controlled
under law by periodic rulings, reviews, or similar actions of a governmental body, attach a copy of
the controlling document, unless it was previously submitted to the contracting office.

(1) Information on modifications of contracts or subcontracts for commercial items.

(A) If -

(1) The original contract or subcontract was granted an exception from certified
cost or pricing data requirements because the price agreed upon was based on
adequate price competition or prices set by law or regulation, or was a contract
or subcontract for the acquisition of a commercial item; and

(2) The modification (to the contract or subcontract) is not exempted based on
one of these exceptions, then the Contractor may provide information to
establish that the modification would not change the contract or subcontract
from a contract or subcontract for the acquisition of a commercial item to a
contract or subcontract for the acquisition of an item other than a commercial
1tem.

(B) For a commercial item exception, the Contractor shall provide, at a minimum,
information on prices at which the same item or similar items have previously been sold
that is adequate for evaluating the reasonableness of the price of the modification. Such
information may include --

(1) For catalog items, a copy of or identification of the catalog and its date, or
the appropriate pages for the offered items, or a statement that the catalog is on
file in the buying office to which the proposal is being submitted. Provide a
copy or describe current discount policies and price lists (published or
unpublished), e.g., wholesale, original equipment manufacturer, or reseller. Also
explain the basis of each offered price and its relationship to the established
catalog price, including how the proposed price relates to the price of recent
sales in quantities similar to the proposed quantities.
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(2) For market-priced items, the source and date or period of the market
quotation or other basis for market price, the base amount, and applicable
discounts. In addition, describe the nature of the market.

(3) For items included on an active Federal Supply Service Multiple Award
Schedule contract, proof that an exception has been granted for the schedule
item.

(2) The Contractor grants the Contracting Officer or an authorized representative the right to examine, at
any time before award, books, records, documents, or other directly pertinent records to verify any request
for an exception under this clause, and the reasonableness of price. For items priced using catalog or market
prices, or law or regulation, access does not extend to cost or profit information or other data relevant
solely to the Contractor’s determination of the prices to be offered in the catalog or marketplace.

(b) Requirements for certified cost or pricing data. If the Contractor is not granted an exception from the
requirement to submit certified cost or pricing data, the following applies:

1.3

(1) The Contractor shall submit certified cost or pricing data, data other than certified cost or pricing data,
and supporting attachments in accordance with the instruction contained in Table 15-2 of FAR 15.408,
which is incorporated by reference with the same force and effect as though it were inserted here in full
text. The instructions in Table 15-2 are incorporated as a mandatory format to be used in this contract,
unless the Contracting Officer and the Contractor agree to a different format and change this clause to use
Alternate 1.

(2) As soon as practicable after agreement on price, but before award (except for unpriced actions), the
Contractor shall submit a Certificate of Current Cost or Pricing Data, as prescribed by FAR 15.406-2.

FAR 52.216-18 ORDERING. (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery
orders or task orders by the individuals or activities designated in the Schedule. Such orders may be issued
from date of award through contract expiration.

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of
conflict between a delivery order or task order and this contract, the contract shall control.

(¢) If mailed, a delivery order or task order is considered "issued" when the Government deposits the order
in the mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only if
authorized in the Schedule.

(End of clause)

1.4

FAR 52.216-19 ORDER LIMITATIONS. (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract in an
amount of less than $3,500.00, the Government is not obligated to purchase, nor is the Contractor obligated
to furnish, those supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor-

(1) Any order for a single item in excess of $25 million for FA1 contracts, $5 million for FA2
contracts;
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(2) Any order for a combination of items in excess of $25 million for FA1 Contracts, $5 million
for FA2 contracts; or

(3) A series of orders from the same ordering office within 7 days that together call for quantities
exceeding the limitation in subparagraph (b)(1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the
Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any one
requirement from the Contractor if that requirement exceeds the maximum-order limitations in paragraph
(b) of this section.

(d) Notwithstanding paragraphs (b) and (c¢) of this section, the Contractor shall honor any order exceeding
the maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering
office within 3 days after issuance, with written notice stating the Contractor's intent not to ship the item (or
items) called for and the reasons. Upon receiving this notice, the Government may acquire the supplies or
services from another source.

(End of clause)

L5

FAR 52.216-22 INDEFINITE QUANTITY. (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period
stated, in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only
and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the
Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or
services specified in the Schedule up to and including the quantity designated in the Schedule as the
"maximum." The Government shall order at least the quantity of supplies or services designated in the
Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no
limit on the number of orders that may be issued. The Government may issue orders requiring delivery to
multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall
be completed by the Contractor within the time specified in the order. The contract shall govern the
Contractor's and Government's rights and obligations with respect to that order to the same extent as if the
order were completed during the contract's effective period; provided, that the Contractor shall not be
required to make any deliveries under this contract after 180 days beyond the expiration of the contract.

(End of clause)

1.6

FAR 52.217-8 OPTION TO EXTEND SERVICES. (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in
the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the
Contractor within the performance period of the base contract.

(End of clause)
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1.7 FAR 52.219-13 NOTICE OF SET-ASIDE OF ORDERS (NOV 2011)

The Contracting Officer will give notice of the order or orders, if any, to be set aside for small business concerns
identified in 19.000(a)(3) and the applicable small business program. This notice, and its restrictions, will apply only
to the specific orders that have been set aside for any of the small business concerns identified in 19.000(a)(3).

L.78FAR 52.228-5 -- INSURANCE - WORK ON A GOVERNMENT INSTALLATION. (JAN 1997)

(a) The Contractor shall, at its own expense, provide and maintain during the entire performance of this contract,
at least the kinds and minimum amounts of insurance required in the Schedule or elsewhere in the contract.

(b) Before commencing work under this contract, the Contractor shall notify the Contracting Officer in writing
that the required insurance has been obtained. The policies evidencing required insurance shall contain an
endorsement to the effect that any cancellation or any material change adversely affecting the Government’s interest
shall not be effective --

(1) For such period as the laws of the State in which this contract is to be performed prescribe; or

(2) Until 30 days after the insurer or the Contractor gives written notice to the Contracting Officer, whichever
period is longer.

(¢) The Contractor shall insert the substance of this clause, including this paragraph (¢), in subcontracts under this
contract that require work on a Government installation and shall require subcontractors to provide and maintain the
insurance required in the Schedule or elsewhere in the contract. The Contractor shall maintain a copy of all
subcontractors’ proofs of required insurance, and shall make copies available to the Contracting Officer upon
request.

1.9 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE. (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in
full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may
be accessed electronically at this/these address(es):

FAR: https://www.acquisition.gov/sites/dcfault/files/current/far/html/FARTOCP52 html;

EPAAR: http://farsitc.hill.af.mil/rcghtml/rcgs/other/cpaar/1552.htm

(End of clause)
1.10 FAR 52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES. (APR 1984)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an
authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause.

(b) The use in this solicitation or contract of any EPA (48 CFR Chapter 15) clause with an authorized deviation is
indicated by the addition of "(DEVIATION)" after the name of the regulation.

(End of clause)
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ATTACHMENT 2

ITS-BISS III LABOR CATEGORY DEFINITIONS
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Program Manager:
Applicable to FA 1 and FA 2

Provides technical direction and administrative management of contract activities; develops
overall program plans, guidance and procedures necessary to adequately provide support
required by diverse technical, administrative and program functions and operation of EPA.

Reviews IT support requirements, determines the necessary skills and personnel resources,
formulates policies and procedures necessary to achieve effective project planning and control,
budget projections and quality assurance; meets with management, technical and operating
personnel within client organizations to review requirements, present proposed action plans and
to discuss and resolve technical, administrative and management problems and issues; evaluates
proposed computer systems to determine technical feasibility, costs for development and
functional adequacy.

Responsible for ensuring those contractor personnel providing services under this contract are
kept abreast of emerging technologies that could impact the Agency’s architecture. (Note: this is
not to be interpreted as weakening in any way the contractor’s responsibility for hiring personnel
who are fully qualified to perform their functions. Rather, it recognizes that Automatic Data
Processing (ADP) technologies are changing rapidly and that continual ongoing enhancement of
knowledge and skills is essential for all personnel performing tasks on this contract).

Performs the above duties with extensive degree of freedom within the constraints of the contract
terms and conditions and corporate policies. Experience/Education: Must have minimum of 12
years total related experience including a minimum of five (5) years as a Program manager, and
a Bachelor of Science (B.S.) or Bachelor of Arts (B.A.) degree or equivalent.

Experience shall be predominantly in the performance of information management studies, the
development and design of major application systems, including the use of data base
management systems technology.

Shall have demonstrated capability for managing a team of management analysts, senior systems
analysts, analyst/programmers and hardware/software specialists in performing ADP planning,
requirements analysis, and feasibility studies, and the design of major application systems. Must
also have demonstrated technical writing and presentation capabilities and skills. Must also have
extensive experience in managing multi-task multi-discipline studies and systems development
contracts.
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Deputy Program Manager
Applicable to FA 1 and FA 2

Assists the Program Manager in the technical direction of contract support activities. Assists the
Program Manager in monitoring contractor performance with respect to deliverables, project
milestones and project expenditures. Would normally be assigned direct responsibility for
technical direction of projects which support one or more of major EPA program areas (e.g.
Enforcement, Toxics and Pesticides, etc.). In this capacity, under the general guidance of the
Program Manager, performs all other project related duties of the Program Manager.

Identifies issues associated with Task Orders, particularly those which might impact the
Agency’s Information Technology Architecture; upon identifying such issues, notifies the
Program Manager, EPA Contracting Officer’s Representative (COR), and Task Order
Contracting Officer’s Representative’s (TOCOR) designees of the architectural issues and
potential impacts.

Ensures that contractor personnel are kept abreast of emerging technologies that could impact the
Agency’s architecture. (Note: this is not to be interpreted as weakening in any way the
contractor’s responsibility for hiring personnel who are fully qualified to perform their functions.
Rather, it recognizes that ADP technologies are changing rapidly and that continual ongoing
enhancement of knowledge and skills is essential for all personnel performing tasks on this
contract).

Gives direction to contractor personnel which will ensure that actions taken and
recommendations made are in accordance with the Agency’s Information Technology
Architecture, or have been coordinated with the COR and appropriate designated EPA officials.

Experience/Education: Must have a minimum of 10 years in total experience, a minimum of four
(4) of which must have been in directing major information management studies and application
systems development. The minimum educational requirement is a B.S. or B.A. degree or
equivalent.

Must have demonstrated capacity for managing a team of senior systems analysts,
analyst/programmers and specialists in performing planning, requirements analysis, and
feasibility studies, and the design and development of major application systems. Must have
demonstrated technical writing and presentation capabilities and skills.

Senior Management Analyst
Applicable to FA 1 and FA 2

Provides management analysis and policy analysis in support of feasibility studies and
requirements analyses. This support is frequently required by offices implementing new or
revised programs to help clarify organizational, staffing, work flow, and regulatory requirement
issues, as an essential prerequisite to conducting an ADP feasibility study or requirements
analysis. Either conducts or advises contractor’s technical project leaders in the conduct of
analyses of alternative courses of action for planning, organizing, staffing, directing and
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controlling program functions. Evaluates the feasibility of linking new operations with existing
EPA operations and support facilities.

This work is conducted within the broader context of ADP feasibility studies or requirements
analyses. Examples of the work to be done by senior management analysts and management
analysts include:
e Provides options for the Agency in developing organizational and procedural strategies
for implementing new programs.
e Develops new or improved mechanisms to support EPA’s interaction with external
organizations, such as other agencies,
States, and industry.
e Identifies needs for inter-office coordination, and designs ways to meet these needs.
e Develops strategies for assessing the consistency of regulatory actions within a program
or among regions or states and identifies the types of data regarding each regulatory
action which must be collected.

Experience/Education: Must have a minimum of eight (8) years of total related experience, a
minimum of four (4) of which must be on ADP feasibility studies, requirements analyses, or
similar tasks. Must have a Master’s degree in business administration, management, public
administration, or related discipline. Must have demonstrated technical writing and presentation
capabilities and skills.

Intermediate Management Analyst
Applicable to FA1 and FA2

Provides management analysis and policy analysis support. Assists, under the supervision of the
senior management analyst, in the performance of analysis of alternative courses of action for
planning, organizing, staffing, directing and controlling program functions.

Experience/Education: Must have a minimum of six (6) years of experience as a management
analyst, at least two (2) years of which must be on ADP feasibility studies, requirements
analyses, or similar tasks. Must have a B.S. or B.A. degree in IT field. Must have demonstrated
technical writing and presentation capabilities and skills.

Junior Management Analyst
Applicable to FA1 and FA2

Provides management analysis and policy analysis support. Assists, under the supervision of the
senior or intermediate management analyst, in the performance of analysis of alternative courses
of action for planning, organizing, staffing, directing and controlling program functions.

Experience/Education: Must have a minimum of four (4) years of experience as a management
analyst, at least two (2) years of which must be on ADP feasibility studies, requirements
analyses, or similar tasks. Must have a B.S. or B.A. degree in IT services or systems. Must have
demonstrated technical writing and presentation capabilities and skills.
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Senior Systems Analyst
Applicable to FA1 and FA2

Formulates statements of management, scientific, and business problems and devises procedures
for solution of problems by use of ADP systems. Meets with EPA TOCOR and other cognizant
personnel to review requirements, discuss technical approaches, and to formalize plans for
technical support. Applies analytical skills and a variety of ADP technology to perform required
detailed analysis of information management and data processing requirements, feasibility
studies of practical alternative approaches, and design of ADP systems. With the assistance of
other analysts, also develops systems test plans, procedures and data, and evaluates systems
effectiveness and efficiency. Develops information systems plans, business area analyses, and
other analyses used in information engineering/system engineering activities. Must have a
demonstrated capability for managing and directing a project team comprised of specialists and
analysts.

Experience/Education: Must have a minimum of eight (8) years of directly related experience, of
at least two (2) years of which must be as an Analyst/Programmer. This experience must include
the performance and management of requirements analysis, feasibility studies, systems design
and systems evaluations. Experience within the past three (3) years must relate strongly to
specific technologies comprising the EPA information technology architecture. EPA ITA
(Information Technology Architecture) documents are publicly available on the EPA.GOV
website. Must also have a B.S. or B.A. degree or equivalent in IT field. Must have demonstrated
technical writing and presentation capabilities and skills.

Intermediate Systems Analyst
Applicable to FA1 and FA2

Conducts architectural studies and devises layouts for computer system requirements and
develops procedures to process data by means of ADP equipment. Confers with other technical
personnel to determine requirements and type of data to be processed.

Analyzes a problem in terms of system capability to determine technical approaches and
formulates computer system requirements most feasible for processing data. Must be adept in
preparing problem definitions, together with recommendation for equipment needed for their
solution. May be required to supervise the preparation and implementation of individual
applications utilizing mathematical and statistical formulas. Participates in the development of
information systems plans, business area analyses, and other analyses used in information system
engineering/system activities.

Experience/Education: Must have a minimum of six (6) years of experience as an analyst, and a

B.S. or B.A. degree or equivalent in IT field. Must have demonstrated technical writing and
presentation capabilities and skills
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Junior Systems Analyst
Applicable to FA1 and FA2

Conducts architectural studies and devises layouts for computer system requirements and
develops procedures to process data by means of ADP equipment. Confers with other technical
personnel to determine requirements and type of data to be processed.

Analyzes a problem in terms of system capability to determine technical approaches and
formulates computer system requirements most feasible for processing data. Must be adept in
preparing problem definitions, together with recommendation for equipment needed for their
solution. Participates in the development of information systems plans, business area analyses,
and other analyses used in information system engineering/system activities.

Experience/Education: Must have a minimum of four (4) years of experience as an analyst, and a
B.S. or B.A. degree or equivalent IT field. Must have demonstrated technical writing and
presentation capabilities and skills.

Senior Telecommunications Analyst
Applicable to FA1 and FA2

Must have specialized technical experience in the area of data hardware configurations relative
to the communications and data transmission requirements. Reviews communication networks as
to their ability to support data processing requirements. Recommends changes to transmission
networks, both in terms of hardware devices and switching points required to improve network
performance. Must be familiar with FTS2000; packet switching; IBM3745; Value Added
Networks; multiple protocol routers; high speed communications, including Asynchronous
Transfer Methods (ATM) and Synchronous Optical Network (SONET); GOSIP; the Internet;
EPA’s standard LAN and LAN-WAN protocols including SNA, IPX, IP, and X.25; and network
management systems, including NetView, Simple Network Management Protocol (SNMP), and
Government Network Management Profile (GNMP). Must be familiar with local area networks,
wide area networks, bridges, gateways, and routers. Has a working knowledge of coding and
error detection methodologies. Has participated in the analysis, design, and implementation of
communications networks including data processing transmissions.

Experience/Education - Must have developed performance specifications for communications
networks within the past 18 months. Must have a B.A. degree and a minimum of eight (8) years
of experience as a communications specialist. Must have demonstrated technical writing and
presentation capabilities and skills.
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Senior Computer Specialist
Applicable to FA1 and FA2

Reviews computer hardware/software system, data, and communications requirements and
develops computer hardware/software configurations to support them. Analyzes computer
systems and programs and develops techniques to improve systems throughout and optimize
hardware utilization. Evaluates computer systems relative to their ability to support specified
requirements and, by determining potential and actual bottlenecks, improves systems
compatibility.

Must have participated in the design of real-time or remote access systems and has working
knowledge of large timesharing hardware, minicomputer, and microcomputer systems. Must
have a working knowledge of, and have written equipment performance specifications for,
hardware for computer systems in the past 18 months.

Specific experience is required in one (1) or more of the following computer Environments: IBM
ES9000 and 43XX (MVS/ESA); Supercomputers; DEC VAX; Unix systems, particularly Data
General, IBM, DEC and Sun; microcomputers; and local areanetworks.

Experience/Education - Must have a college degree or equivalent in the IT field. In addition,
must have a minimum of 10 years of experience as a computer specialist. Must have
demonstrated technical writing and presentation capabilities and skills.

Computer/Telecommunications Analyst
Applicable to FA1 and FA2

Conducts architectural studies and prepares recommendations for computer systems
requirements, including communications. Develops procedures to process data by means of
ADP. Confers with other technical personnel to determine problem specification and type of data
to be processed.

Analyszes a problem in terms of equipment capability to determine technical approaches and
formulates computer system solutions most feasible for processing data. Adept in preparing
problem definitions and recommendations for hardware and software needed for their solution.
Writes program requirements as well as hardware/software specifications.

Specific experience is required for the EPA computer hardware and communications described
in the contract Performance Work Statement. Must have demonstrated technical writing and
presentation capabilities and skills.

Experience/Education - Must have a college degree or the equivalent in the IT field.

In addition, must have a minimum of five (5) years of experience as an analyst for which specific
duties and hardware specialties can be demonstrated.
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Senior Systems Engineer
Applicable to FA1 and FA2

Responsible for advising EPA management and staff on all aspects of system engineering.
Provides expert advice, consultation and assistance and applies such expertise to the planning,
management and evaluation of systems engineering projects. Formulates guidance, standard
operating procedures and practices tailored to EPA relative to systems engineering and
supporting automated tools, incorporating applicable FIPS standards and/or National Industry
Standards in Technology (NIST) guidance publications. Monitors the usage of these products
and makes revisions as needed. Formulates plans and proposals for informing and training the
EPA in systems engineering methods, practices, techniques and tools. Serves as an active
participant in selected system engineering projects. Stays abreast of new systems engineering
developments and industry and government experiences with major systems engineering efforts
for the purpose of evaluating methods, techniques, tools and lessons learned for application at
EPA.

Experience/Education - Must have general experience in all stages of the system life cycle, at
least eight (8) years of experience as a systems engineer, and at least three (3) of

the last five (5) years of work experience with specialization in at least one (1) of the following
four (4) areas: planning and analysis, design and development, re-engineering or reverse
engineering. These three (3) years must include extensive Computer-aided Software
Engineering (CASE) tool experience. Must have B.A. degree or equivalent in the IT field. Must
have demonstrated technical writing and presentation capabilities and skills.

Senior Computer Programmer
Applicable to FA1 and FA2

Develops complex, detailed program specifications based on program designs produced in the
detailed technical design phase of the systems engineering life cycle. Verifies program
specification and code correctness. Analyzes complex program designs, including software
integration programs, for such factors as the type and extent of data to be transferred from
storage units, data sorting, efficient and effective program modularization, and restart and
recovery procedures both automated and manual. Supervises other programmers in a systems
engineering project team performing large, complex integration projects, reviewing their work
products for correctness and providing advice and assistance as needed. Designs, codes, tests and
debugs system integration programs for importing and exporting information between CASE
tools as needed. Provides detailed and clear documentation on all products.

Experience/Education - Must have at least eight (8) years of experience as a computer
programmer, at least five (5) years of which was spent specializing in developing detailed
programming specifications, and programming, testing and debugging complex applications
and/or systems programs. Must have experience in at least the last two (2) years in the use of
programming languages described in the PWS. Must have a B.A. or B.S. degree or equivalent in
IT field. Must have demonstrated technical writing and presentation capabilities and skills.
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Computer Programmer
Applicable to FA1 and FA2

Develops complex, detailed program specifications based on program designs produced in the
detailed technical design phase of the systems engineering life cycle. Verifies program
specification and code correctness. Analyzes complex program designs for such factors as the
type and extent of data to be transferred from storage units, data sorting, efficient and effective
program modularization, and restart and recovery procedures, both automated and manual.
Supervises other programmers in a systems engineering project team, reviewing their work
products for correctness and providing advice and assistance as needed. Designs, codes, tests and
debugs system integration programs for importing and exporting information between CASE
tools as needed. Provides detailed and clear documentation on all products.

Experience/Education - Must have a minimum of five (5) years of experience as a computer
Programmer, at least three (3) of which were spent specializing in developing detailed
programming specifications, and programming, testing and debugging complex applications and
or systems programs. Must have experience in at least the last two (2) years in the use of
programming languages.

Systems Designer
Applicable to FA1 and FA2

Serves as a System Designer during the design and development phases of the system life cycle
for large complex projects and as a System Designer for less complex projects, providing expert
skills in all aspects of these two phases. Prepares and delivers design specifications and other
appropriate products to colleagues, team members, and clients, reviews work products for
correctness and provides consultation and advice to team members in design and development
matters. Coordinates closely with systems engineering experts in using and evaluating systems
engineering guidance, standard operating procedures and practices related to design and
development.

Experience/Education - Must have a minimum of four (4) years of experience as a system
designer. Must have a B.A., B.S. degree or equivalent.

Senior Data Base Management Specialist (DBMS)
Applicable to FA1 and FA2

Serves as Senior DBMS Specialist on complex applications projects in the DBMS design,
implementation and administration area. Supervises other DBMS specialists on project teams.
Serves as consultant and advisor to system designers to develop DBMS options for system
implementation proposals. Evaluates database design tradeoffs, impacts, user expectations,
performance levels, and space allocation requirements, balancing ease of use with performance.
Identifies areas where standards are appropriate and proposes standards, guidelines, controls and
procedure.
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Experience/Education - Must have a minimum of eight (8) years of experience in data base
management, and at least five (5) years as a DBMS designer, implementer and administrator
using one or more of: a relational DBMS such as DB2 or Oracle; ADABAS; ARC/INFO GIS.
Must have a B.A., B.S. degree or equivalent. Must have demonstrated technical writing and
presentation capabilities and skills.

Data Base Management Specialist
Applicable to FA1 and FA2

Serves as a DBMS Specialist on complex applications projects in the DBMS design,
implementation and administration area and as the senior DBMS specialist on projects of
medium complexity. Supervises other DBMS specialists on project teams. Serves as consultant
and advisor to system designers to develop DBMS options for system implementation proposals.
Evaluates database design tradeoffs, impacts, user expectations, performance levels, and space
allocation requirements, balancing ease of use with performance. Identifies areas where
standards are appropriate and proposes standards, guidelines, controls and procedure.

Experience/Education - Must have at least three (3) years of experience as a DBMS designer,
implementer and administrator using one or more of: a relational DBMS, such as DB2 or Oracle;
ADABAS: ARC/INFO GIS. Must have a B.A., B.S. degree or equivalent in IT field.

Senior Information Assurance (IA) Analyst
Applicable to FA1 and FA2

Works on complex IA projects involving all phases of information assurance and network
operations to include: assess, address, correlate, analyze, and provide [A course of action
decision support. Develops high quality assessments that provide an understanding and
resolution to security related events as they occur. Develop and document vulnerabilities
including solutions/countermeasures and exploits for the purpose of identifying signatures. Able
to address problem area and recommend automated solutions. Assesses impact, determines
probable damage and suggests methods of damage control, conducts computer forensics, and
follow-on analysis to build historical and predictive capabilities. Analyzes and recommends
resolution of IA problems based on knowledge of the major IA products and services, an
understanding of their limitations, and a working knowledge of the disciplines of IA. Applies
knowledge of current [A policy, tactics, techniques, policy, and doctrine, and relationship to TA
reporting requirements and structure.

Experience/Education: A B.A. or B.S degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline is required. Must have a
minimum of seven (7) years related general experience and at least five (5) years of IA
specialized experience is required. Certified Information Systems Professional (CISSP) is
desired.
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Intermediate Information Assurance Analyst
Applicable to FA1 and FA2

Perform network vulnerability analysis and reporting. Perform network security monitoring and
analysis, identifies suspicious and malicious activities, identifies and tracks malicious code
(including worms, viruses, trojan horses, etc), enters and tracks events and incidents. Supports
incident escalation and assesses probable impact and damages, identifies damage control, assists
in developing course of action and recovery procedures. Knowledge of LANs, VPNs, Routers,
firewalls, Applies knowledge of current IA policy at the national IA structure, roles of major
organizations how they interrelate and interact, and shortcomings in this structure. Reviews and
recommends IA solutions to customer problems based on an understanding of how products and
services interrelate and support the TA mission and the viewpoints of the consumers of those
products and services. Analyzes and recommends resolution of A problems based on knowledge
of the major IA products and services, an understanding of their limitations, and a working
knowledge of the disciplines of [A.

Experience/Education: A B.A., B.S. or equivalent in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline is required. This position
requires a minimum of five (5) years in general related experience and at least two (2) years of
IA specialized experience. CISSP is desired.

Junior Information Assurance Analyst
Applicable to FA1 and FA2

Works on application problems involving all phases of systems analysis to provide IA solutions.
Provides technical support for secure software development tasks, including the review of work
products for correctness, adherence to the design concept and to user standards. Based on a
review of current IA policy, doctrine and regulations, provide recommendations for
consolidating or developing IA policy and procedures at the DoD level. Applies knowledge of
current IA policy at the national [A structure, roles of major organizations how they interrelate
and interact, and shortcomings in this structure. Reviews and recommends [A solutions to
customer problems based on an understanding of how products and services interrelate and
support the IA mission and the viewpoints of the consumers of those products and services.
Analyzes and recommends resolution of [A problems based on knowledge of the major IA
products and services, an understanding of their limitations, and a working knowledge of the
disciplines of TA.

Education/Experience: A B.A. or B.S. Degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline is required.

Senior Enterprise Architect
Applicable to FA1 and FA2

The Senior Enterprise Architect is responsible for leading the development of Enterprise

Architecture work products and for ensuring the integrity of the architecture development
process in accordance with Federal guidelines and industry best practices. The Senior Enterprise
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Architect will analyze enterprise business drivers and the current I'T environment to determine
business information and technical architecture requirements, to detect critical deficiencies, and
to recommend solutions for improvement. The Enterprise Architect will assist the Agency in
selling the architecture process and communicating its outcomes and benefits. He/she will further
support the definition and design of governance activities associated with ensuring compliance
with the Enterprise Architecture. The Senior Enterprise Architect will support efforts to consult
with application and/or infrastructure development projects to fit systems and technology within
the architecture, and to identify when it is necessary to modify the technical architecture to
accommodate project needs. Lastly, the Senior Enterprise Architect will lead efforts to meet all
Office of Management and Budget (OMB) reporting requirements and to integrate enterprise
architecture within the Agency’s capital planning, systems lifecycle, and portfolio management
processes.

Education/Experience: A B.A. or B.S. degree in Computer Science, Information Systems,
Engineering, Business, or other related discipline. This position requires a minimum of 10 years
of experience, of which at least eight (8) years must be specialized. Specialized experience, in
information systems development, functional and data requirements analysis, systems analysis
and design, programming, program design and documentation preparation. The following
experience is also required: demonstrated experience in the implementation of information
engineering projects; systems analysis, design and programming using CASE and IE tools and
methods, systems planning, business information planning, and business analysis. The Senior
Enterprise Architect must be familiar with architecture frameworks, tools, and methodologies to
include the Federal Enterprise Architecture Framework, the Federal Reference Models, Service
Oriented Architecture, and Metis. He/she must further understand the modeling techniques and
relationships between the business, data, applications, and technology layers of the architecture
as well as the overlay of security architecture.

Intermediate Enterprise Architect
Applicable to FA1 only

The Intermediate Enterprise Architect works under the supervision of Senior Enterprise
Architect and assists for in the development of Enterprise Architecture work products and fer
with ensuring the integrity of the architecture development process in accordance with Federal
guidelines and industry best practices. The Intermediate Enterprise Architect will analyze
enterprise business drivers and the current I'T environment to determine business information and
technical architecture requirements, to detect critical deficiencies, and to recommend solutions
for improvement. He/she will further support, under the guidance of Senior Enterprise Architect,
the definition and design of governance activities associated with ensuring compliance with the
Enterprise Architecture. Lastly, the Intermediate Enterprise Architect will assist to meet all OMB
reporting requirements and to integrate enterprise architecture within the Agency’s capital
planning, systems lifecycle, and portfolio management processes.

Education/Experience: A B.A. or B.S. degree in Computer Science, Information Systems,
Engineering, Business, or other related discipline. This position requires a minimum of seven (7)
years of experience, of which at least five (5) years must be specialized. Specialized experience,
in information systems development, functional and data requirements analysis, systems analysis
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and design, programming, program design and documentation preparation. The following
experience is also required: demonstrated experience in the implementation of information
engineering projects; systems analysis, design and programming using CASE and IE tools and
methods, systems planning, business information planning, and business analysis.

Junior Enterprise Architect
Applicable to FA 1 only

The Junior Enterprise Architect works very closely with the Intermediate and Senior Enterprise
Architect for ensuring the integrity of the architecture development process in accordance with
Federal guidelines and industry best practices. The Junior Enterprise Architect will assist in the
analysis of enterprise business drivers and the current IT environment to determine business
information and technical architecture requirements, to detect critical deficiencies, and to
recommend solutions for improvement. The Junior Enterprise Architect will support efforts to
consult with application and/or infrastructure development projects to fit systems and technology
within the architecture, and to identify when it is necessary to modify the technical architecture
to accommodate project needs.

Education/Experience: A B.A. or B.S. degree in Computer Science, Information Systems,
Engineering, Business, or other related discipline. This position requires a minimum of four (4)
years of experience, of which at least two (2) years must be specialized. Specialized experience,
in information systems development, functional and data requirements analysis, systems analysis
and design, programming, program design and documentation preparation.

Data Architect
Applicable to FA1 only

The Data Architect is primarily responsible, but not limited to, for the development of strategies
for data acquisitions, archive recovery, and implementation of database; translating business
needs into long-term architecture solutions; evaluation of reusability of current data for
additional analyses, review object and data models and the metadata repository to structure the
data for better management and quicker access. The Data Architect will consult and support the
efforts of the Senior Enterprise Architect with application and/or infrastructure development
projects to fit systems and technology within the architecture, and to identify when it is necessary
to modify the technical architecture to accommodate project needs. Lastly, the Data Architect
will lead efforts to meet all OMB reporting requirements for EPA.

Education/Experience: A B.A. or B.S. degree in Computer Science, Information Systems,
Engineering, Business, or other related discipline. This position requires a minimum of 10 years
of experience, of which at least eight (8) years must be specialized. Specialized experience, in
information systems development, functional and data requirements analysis, systems analysis
and design, programming, program design and documentation preparation. The Data Architect
must be familiar with architecture frameworks, tools, and methodologies to include the Federal
Enterprise Architecture Framework, the Federal Reference Models, Service Oriented
Architecture. He/she must further understand the modeling techniques and relationships between
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the business, data, applications, and technology layers of the architecture as well as the overlay
of security architecture.

Institute of Risk Management Training Specialist
Applicable to FA1 and FA2

Serves as the training specialist for the requirements of this contract, providing technical
assistance and training related to the use of a variety of IRM tools, methods and technologies.
Training assistance is associated with EPA’s Personal Computer (PC), LAN, and mainframe
computer community and focuses on application systems and systems engineering methods,
techniques and tools. Assists in the selection, development, coordination, and update of training
methods and training materials (e.g., hardware and application software, tools and user guides,
classroom texts, automated tutorials and referencing systems, and self-help instructional
systems). Responsible for IRM training planning and/or management, to include system and
software demonstrations, organization of, and/or conducting of specialized project team training
in systems development structured methodologies, specific aspects of the systems development
life-cycle, and/or CASE tools, IRM and project-related training plans; training logistics and
associated record keeping; and training to introduce EPA management to various aspects of
systems engineering and related activities and experiences.

Experience/Education - Must have a minimum of seven (7) years related experience and at least
two (2) years of which were within the past three (3) years. Qualifying experience may be as a
computer programmet, systems analyst or systems designer; including a minimum of three (3)
years documented experience developing and managing IRM training programs. Work
experience must also demonstrate a minimum of two (2) years of supervisory experience. Must
have a B.A. or B.S. degree or equivalent in IT field.

Technical Writer
Applicable to FA1 and FA2

Responsible for planning, managing, coordinating and/or conducting the documentation of all
aspects of the systems engineering life cycle for projects, including preparation and editing of
IRM system and user documentation, incorporating information provided by users, specialists,
analysts, programmers and operations personnel; and ensuring adequate software documentation
in development and maintenance activities. This position requires substantial knowledge of the
capabilities and operation of computer systems and various IRM technologies and will require
close coordination with the senior IRM Training Specialist and staff. Includes writing, editing,
graphically representing and presenting technical information for technical and non-technical
personnel. This will require interpretation of technical documentation standards and preparation
of documentation according to those standards. Must be capable of working independently and
may be required to supervise technical writers.

Experience - Must have a minimum of seven (7) years of experience, three (3) years of which
must have been performed within the last three (3) years, of general technical and documentation
writing experience. This experience must include development of IRM system, program and
user documentation. Must have a at least a two (2) year college degree or equivalent in IT field.
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Meeting Facilitator
Applicable to FA1 and FA2

Works with project teams as the chief advisor and consultant on facilitated IT meetings and
assists in identifying appropriate uses of facilitated IT meetings in the various systems
engineering projects. Assists in planning such meetings and is often required to serve as the lead
planner. Either conducts or serves as advisor to others conducting such meetings. Evaluates or
assists in evaluating the meetings, develops or revises facilitation guidelines as appropriate and
works with the IRM Training Specialist to train appropriate EPA staff in the conduct and use of
facilitated meetings. Stays abreast of facilitated meeting developments in methods, philosophy
and purpose, applying such developments to EPA practices as appropriate.

Experience/Education - This position requires a minimum of three (3) years of demonstrated
experience related to extensive meeting facilitation experience in direct support of systems
engineering projects, with progressively increasing complexity in project and meeting
requirements. Must have a B.A. or B.S. degree or equivalent with general or technical experience
or training in the IT field.

Word Processing/Graphics Specialist
Applicable to FA1 and FA2

Operates word processing, desktop publishing, and graphics software to prepare reports,
presentations, briefings, and other documentation as required in delivery orders. May also assist
in proofreading and correction of syntactical and grammatical errors. This item applies only to
such services as are directly required for performance of delivery orders, and not for similar,
general services word processing and graphics services which are the contractor’s responsibility
and are not allocable as direct costs.

Experience/Education — Must have at least one (1) year of experience in preparing documents
and graphics with major PC word processing, graphics, and/or desktop publishing software

products.

Junior Analyst
Applicable to FA1 and FA2

Assists senior and mid-level contractor personnel in performing the functions described in the
PWS.

Experience/Education - Must have a college degree or equivalent in an [T-related field of study.
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Chief Information Security Officer
Applicable to FA1 and FA2

Responsible for determining enterprise information security standards. Develops and implements
information security standards and procedures. Is responsible for ensuring that all information
systems are functional and secure.

Must have demonstrated capacity for managing a team of information assurance specialists.
Must have demonstrated technical writing and presentation capabilities and skills.

Experience/Education: A B.A. or B.S. degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline is required. A minimum
of seven (7) years general related experience and 10 years of [A specialized experience is
required. Certification Information Systems Security Professional is desired.

Electronic Meeting Technographer
Applicable to FA1 and FA2

Supports the meeting facilitator or Data Modeler in preparing and conducting meetings, and in
meeting follow-up activities. Manipulates on-line electronic meeting software, for Business
Reengineering or Process Improvement sessions. Responsible for the cataloging, maintenance,
and distribution of customer session data files.

Experience/Education: Must have a minimum of four (4) years of experience as an analyst. In the
field of conducting meetings and follow-up activities. Must have at least a four (4) year B.S. or

B.A. degree in IT field. Must have demonstrated technical writing and presentation capabilities
and skills.

Acquisition Subject Matter Expert
Applicable to FA2 only

Provides a broad range of technical and professional services to support EPA ITIM acquisition
activities, including analysis, planning, development, implementation and evaluation support.
This support may be provided prior to, during, and following an acquisition. This acquisition
support may include support for traditional ITIM procurements, purchase agreements under
Government Wide Acquisition Contracts (GWACs), Interagency Agreements, or other
acquisitions. In its problem-solving role, the Acquisition Subject Matter Expert shall assess
existing alternatives to a new acquisition (e.g., use of existing contracts or resources). Provides
high-level subject matter acquisition expertise in support of logistics planning and analytical
activities. [s familiar with the Federal Acquisition Regulations (FAR) and can apply the concepts
in the context of logistics task efforts. Is familiar with the Government's process for acquisition
programs and the various program reviews required for acquisition approval. Provides guidance
on the government contracting process to include: development of the solicitation material, the
solicitation review process, and the contract award process. The federal ITIM acquisition
environment has become more diverse and complex. Examples of the types of acquisition
support the Acquisition Subject Matter Expert may provide include:
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* Provide support for requirements collection and analysis, alternatives analysis, research on
available contracting approaches, including the development of benchmarks for IT products,
practices, or services; and

* Recommend and provide options, based on market surveys and previously determined
requirements.

Experience/Education — Must have a minimum of six (6) years of experience in the field of
federal IT acquisition. Must have a B.S. or B.A. degree in IT field.

Quality Assurance Specialist
Applicable to FA1 and FA2

Provides QA reviews of all deliverables prior to submitting final product to EPA, documentation
of QA results will be part of all deliverable

Skills required:

1) Knowledge of most current QA tools, techniques and methodologies

2) Ability to access the data, use data from internal and external repositories, and
collaborate with organization staff and other agencies to ensure data integrity and
accuracy

3) Demonstrates organizational, writing, and verbal communication skills

4) Demonstrates graphical representations skills

Education required: Experience/Education: Must have a minimum of four (4) years of experience
as Quality Assurance Specialist, Must have at least a four (4) year B.S. or B.A. degree in the IT
field. Must have demonstrated technical writing and presentation capabilities and skills.

Experience/Qualifications Substitutions for Degree Requirements:

(a) Any combination of additional years of experience in the proposed field of expertise plus full
time college level study in the particular field totaling four (4) years will be an acceptable
substitute for a B.S. Degree.

(b) A B.S. Degree plus any combination of additional years of expertise or full time college level
study in the particular field totaling two (2) years will be an acceptable substitute for a Master’s
Degree.

(c) A B.S. Degree plus any combination of additional years of experience or graduate level study
in the proposed field of expertise totaling four (4) years or a Master’s Degree plus two (2) years
of either additional experience or graduate level study in the proposed field of expertise will be
an acceptable substitute for a Ph.D. Degree.

(d) Additional years of graduate level study in an appropriate field will be considered equal to
years of experience on a one-for-one basis.
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ATTACHMENT 3

INVOICE PREPARATION INSTRUCTIONS



INVOICE PREPARATION INSTRUCTIONS
SF 1035

The information which a contractor is required to submit in its Standard Form 1035 is set forth as follows:
(1) U.S. Department, Bureau, or Establishment - insert the name and address of the servicing finance office.
(2) Voucher Number - insert the voucher number as shown on the Standard Form 1034.
(3) Schedule Number - leave blank.

(4) Sheet Number - insert the sheet number if more than one sheet is used in numerical sequence. Use as
many sheets as necessary to show the information required.

(5) Number and Date of Order - insert payee's name and address as in the Standard Form 1034.
(6) Articles or Services - insert the contract number as in the Standard Form 1034.

(7) Amount - insert the latest estimated cost, fee (fixed, base, or award, as applicable), total contract value,
and amount and type of fee payable (as applicable).

(8) A summary of claimed current and cumulative costs and fee by major cost element. Include the rate(s)
at which indirect costs are claimed and indicate the base of each by identifying the line of costs to which
each is applied. The rates invoiced should be as specified in the contract or by a rate agreement negotiated
by EPA's Cost Policy and Rate Negotiation Branch.

(9) The fee shall be determined in accordance with instructions appearing in the contract.
NOTE: Amounts claimed on vouchers must be based on records maintained by the contractor to show by
major cost element the amounts claimed for reimbursement for each applicable contract. The records must
be maintained based on the contractor's fiscal year and should include reconciliations of any differences
between the costs incurred per books and amounts claimed for reimbursement. A memorandum record
reconciling the total indirect cost(s) claimed should also be maintained.

SUPPORTING SCHEDULES FOR COST REIMBURSEMENT CONTRACTS

The following backup information is required as an attachment to the invoice as shown by category of cost:

Direct Labor - identify the number of hours (by contractor labor category and total) and the total direct
labor dollars billed for the period in the invoice.

Indirect Cost Rates - identify by cost center, the indirect cost rate,
the period, and the cost base to which it is applied.

Subcontracts - identify the major cost elements for each subcontract.

Other Direct Costs - when the cost for an individual cost (e.g., photocopying, material and supplies,
telephone usage) exceeds $1,000 per the invoice period, provide a detailed explanation for that cost
category.

Contractor Acquired Equipment (if authorized by the contract) — identify by item the quantities, unit prices,
and total dollars billed.

Contractor Acquired Software (if authorized by the contract) — identify by item the quantities, unit prices,
and total dollars billed.




Travel - when travel costs exceed $2,000 per invoice period, identify by trip, the number of travelers, the
duration of travel, the point of origin, destination, purpose of trip, transportation by unit price, per diem
rates on daily basis and total dollars billed. Detailed reporting

is not required for local travel.

The manner of breakdown, e.g., work assignment/delivery order basis with/without separate program
management, contract period will be specified in the contract instructions.

NOTE: Any costs requiring advance consent by the Contracting Officer will be considered improper and
will be suspended, if claimed prior to receipt of Contracting Officer consent. Include the total cost claimed
for the current and cumulative-to-date periods. After the total amount claimed, provide summary dollar
amounts of cumulative costs: (1) suspended as of the date of the invoice; and (2) disallowed on the contract
as of the date of the invoice. The amount under (2) shall include costs originally suspended and later
disallowed. Also include an explanation of the changes in cumulative costs suspended or disallowed by
addressing each adjustment in terms of: voucher number, date, dollar amount, source, and reason for the
adjustment. Disallowed costs should be identified in unallowable accounts in the contractor's accounting
system.

SUPPORTING SCHEDULES FOR FIXED-RATE CONTRACTS
The following backup information is required as an attachment to the invoice as shown by category of cost:

Direct Labor - identify by labor category the number of hours, fixed hourly rate, and the total dollars billed
for the period of the invoice.

Subcontracts - identify the major cost elements for each subcontract.
Other Direct Costs - when the cost for an individual cost (e.g., photocopying, material and supplies,

telephone usage) exceeds $1,000 per the invoice period, provide a detailed explanation for that cost
category.

Indirect Cost Rates - identify by cost center, the indirect cost rate, the period, and the cost base to which it
is applied.

Contractor Acquired Equipment - identify by item the quantities, unit prices, and total dollars billed.

Contractor Acquired Software - identify by item the quantities, unit prices, and total dollars billed.

Travel - when travel costs exceed $2,000 per invoice period, identify by trip, the number of travellers, the
duration of travel, the point of origin, destination, purpose of trip, transportation by unit price, per diem
rates on daily basis and total dollars billed. Detailed reporting is not required for local travel.

The manner of breakdown, e.g., work assignment/delivery order basis with/without separate program
management, contract period will be specified in the contract instructions.

NOTE: Any costs requiring advance consent by the Contracting Officer will be considered improper and
will be suspended, if claimed prior to receipt of Contracting Officer consent. Include the total cost claimed
for the current and cumulative-to-date periods. After the total amount claimed, provide summary dollar
amounts of cumulative costs: (1) suspended as of the date of the invoice; and (2) disallowed on the contract
as of the date of the invoice.

The amount under (2) shall include costs originally suspended and later disallowed. Also include an
explanation of the changes in cumulative costs suspended or disallowed by addressing each adjustment in
terms of: voucher number, date, dollar amount, source, and reason for the adjustment. Disallowed costs
should be identified in unallowable accounts in the contractor's



accounting system.

RESUBMISSIONS

When an original voucher was submitted, but not paid in full because of suspended costs and after receipt
of a letter of removal of suspension, resubmissions of any previously claimed amounts which were
suspended should be submitted in a separate invoice showing the original voucher number and designated
with the letter "R" with the copy of the removal of suspension notice. The amounts should be shown under
the appropriate cost category and include all appropriate supplemental schedules. NOTE: All disallowances
must be identified as such in the accounting system through journal entries.

Voucher resubmittals may also occur as a result of: (1) a new indirect cost rate agreement; or (2)
adjustments to previously billed direct cost rates due to audit resolution. Such claims should be submitted
in a separate invoice or request for contractor financing payment number. They should include
supplemental schedules showing the previously adjusted amounts by contract period. If the resubmission is
based on a new rate agreement, a copy of the agreement should be attached. Costs must be identified by
delivery order or work assignment where appropriate. If the contract is Superfund-related, voucher
resubmittals shall also identify the amount claimed against each Superfund site and non-site-specific
activity.

COMPLETION VOUCHERS

Submit a completion voucher when all performance provisions of the contract are physically complete,
when the final report (if required) is accepted, and when all direct costs have been incurred and booked.
Indirect costs may be claimed at the provisional rates, if final rates are not yet available. Contractors must
identify these vouchers by typing "Completion Voucher" next to the voucher number. For contracts
separately invoiced by delivery order, provide a schedule showing total costs claimed by delivery order and
in total for the contract.

In addition to the completion voucher, the contractor must submit an original and two copies of EPA Form
1900-10, Contractor's Cumulative Claim and Reconciliation showing the total cumulative costs claimed
under the contract.

The information which a contractor is required to submit in its EPA Form 1900-10 is set forth as follows:
(1) Contractor's Name and Address - show the name of the contractor exactly as it appears in the contract
and its correct address, except when an assignment has been made by the contractor, or the right to receive
payment has been restricted, as in the case of an advance account. When the right to receive payment is
restricted, the type of information to be shown in this space shall be furnished by the Contracting Officer.
The Payee’s DUNS number and Tax Identification number should also be listed below the address.

(2) Contract Number - insert the number of the contract under which reimbursement is claimed.

(3) First voucher number and completion voucher number.

(4) Total amount of cost claimed for each cost element category through the completion voucher.

(5) Total Fee awarded.

(6) Amount of indirect costs calculated using negotiated final indirect cost rate(s) and/or provisional rate(s)
as specified in the contract, if final rate(s) are not yet negotiated for any

fiscal period.

(7) Fiscal year.



(8) Indirect cost center.

(9) Appropriate basis for allocation.

(10) Negotiated final indirect cost rate(s) or provisional indirect cost rate(s).
(11) Signature.

(12) Official title.

(13) Date.

FINAL VOUCHER AND CLOSING DOCUMENTS

After completion of the final audit and all suspensions and/or audit exceptions have been resolved as to the
final allowable costs and fee, including establishment of final indirect cost rate(s) for all periods the
contractor shall prepare a final voucher including any adjustments

to vouchered costs necessitated by the final settlement of the contract price. Contractors must identify these
vouchers by typing "Final Voucher" next to the voucher number. For contracts separately invoiced by
delivery order, provide a schedule showing final total costs claimed

by delivery order and in total for the contract. The contractor shall also provide an original and two copies
of an updated EPA Form 1900-10, Contractors Cumulative Claim and Reconciliation, showing the total
negotiated, cumulative costs for the contract. Indirect costs shall be included at the final negotiated rates.

In addition to the final voucher, the contractor must submit an original and two copies of the Contractor's
Release; Assignee's Release, if applicable; the Contractor's Assignment of Refunds, Rebates, Credits and
other Amounts; the Assignee's Assignment of Refunds, Rebates, Credits

and other Amounts, if applicable; and the Contractor's Affidavit of Waiver of Lien, when required by the
contract.



ATTACHMENT 4

QUALITY ASSURANCE SURVEILLANCE PLAN
FOR
TASK ORDERS



QUALITY ASSURANCE SURVEILLANCE PLAN

PERFORMANCE PERFORMANCE PERFORMANCE SURVEILLANCE INCENTIVES &
REQUIREMENT MEASURE (PM) STANDARD METHOD DISINCENTIVES
MANAGEMENT AND
COMMUNICATION:

The contractor shall maintain contact
with the EPA CO, COR, and
TOCOR throughout the performance
of the contract.

Contractor shall
immediately bring
potential problems to the
appropriate EPA
personnel and shall
recommend actions that
would mitigate or
resolve the problem.

Issues that impact
project schedules and
costs shall be brought to
the attention of the EPA
within 3-days of
occurrence.

All active task orders
will be reviewed by the
EPA to identify
unreported issues.

Performance will be
considered in the award
of subsequent task
orders and will be
factored into the annual
evaluation of Business
Relations in the
Contractor Performance
Assessment Reporting
System (CPARS).

TIMELINESS:

For every Task Order awarded
establishing a firm, specific delivery
date for the generation of a report,
the contractor shall deliver such
report to the COR, TOCOR and CO
no later than the time specified in the
order’s PWS.

Deliverables and related
work must comply with
contractual timeliness
requirements. The
contractor will be
evaluated on its
responsiveness to all
task orders.

95% of all deliverables
and related work shall
be completed on time
within task schedule
and/or tech. direction
requirements.

100% inspection of all
deliverables and related
work by the TOCOR;
TOCOR will document
the timeliness of all
work requirements.

Performance will be
considered in the award
of subsequent task
orders and will be
factored into the annual
evaluation of Timeliness
in the Contractor
Performance
Assessment Reporting
System (CPARS).

TECHNICAL QUALITY:

For every task order awarded, the
analyses conducted by the contractor
shall be factual, defensible, credible,
and based on sound scientific
methods. All data shall be collected
from reputable sources and quality
assurance measures shall be
conducted in accordance with the
agency requirements outlined in the
task orders.

All deliverables and
related work must be
complete, accurate,
thorough, and
professionally credible.

Data are 100% accurate;
review demonstrates a
high level of expertise
and credibility with
regard to personnel and
use of scientific
methodology. Task
Orders shall be
conducted in strict
conformance with
approved QA plans.
Outputs shall withstand
internal review by the
US EPA and outside
scientific reviewers.

EPA Staff will conduct
secondary reviews of
work completed by the
contractor. Feedback
will be provided.

Performance will be
considered in the award
of subsequent task
orders and will be
factored into the annual
evaluation in the
category of Quality of
Product or Service in the
Contractor Performance
Assessment Reporting
System (CPARS).
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ATTACHMENT 5

Agency Access Badge Requirements for On-Site Contractor Personnel



Agency Access Badge Requirements for On-Site Contractor Personnel

To safeguard the EPA workforce and comply with Homeland Security Presidential Directive 12
(HSPD-12), Executive Order (E.O.) 13467, E.O. 13488 and Office of Personnel Management
(OPM) regulations, the EPA requires the following:

¢ For Unescorted Access for Six Months or Less
Contractor employees needing unescorted physical access to a controlled EPA facility!
for six months or less must be determined by the EPA to be fit before being issued a
physical access badge (picture ID). A fitness determination is, per E.O. 13488, a
decision by an agency that an individual has or does not have the required level of
character and conduct necessary to perform work for or on behalf of a federal agency as
a contractor employee. A favorable fitness determination is not a decision to contract
with an individual. Contractor employees must undergo, at a minimum, an FBI
fingerprint check of law enforcement and investigative indices (see Section 2).

¢ For Unescorted Access for More than Six Months
Contractor employees needing unescorted access to a controlled EPA facility for more
than six months are required to have an HSPD-12 smart card, called an EPASS badge.
Eligible contractor employees must have a completed or initiated background
investigation at the National Agency Check and Inquiries (NACI) level or above,
comply with all other investigative and HSPD-12-related requirements, and be
determined by the EPA Personnel Security Branch (PSB) to be fit (see Section 3).
“Initiated” means that all initial security requirements have been met (i.e., paperwork is
completed, submitted, and PSB-approved; favorable fingerprint results have been
received; funding has been provided to cover the cost of the investigation; and PSB has
sent notification that the individual may begin work).

To ensure timely contract performance, the contractor must be prepared to immediately submit
upon contract award the contractor employee information detailed in Section 1(¢c). This applies
also to incumbent contractors’ employees for follow-on acquisitions. All contractor employees
under a new contract are subject to the requirements in Sections 2 or 3; however, the time
needed to meet security requirements may be shorter for personnel who already have a
favorable fitness determination.

Contractor employees may begin work on the contract start date provided all applicable
documentation in Sections 1, 2, and 3 has been received by the EPA and there is no derogatory
information to preclude a favorable determination. Timely submission of contractor employees’
security forms and other required documentation is essential.

! A controlled facility is an area to which security controls have been applied to protect agency assets. Entry to the
controlled area is restricted to personnel with a need for access.



A favorable determination may be revoked at any time should the EPA discover derogatory
information upon which a contractor employee is unfit. Contractor employees deemed unfit
will not be allowed to continue under the contract, and the contractor will be responsible for
providing replacement employees acceptable to the EPA.

The EPA may make a determination of a contractor employee’s fitness at any of the following

points:

When the EPA prescreens the individual’s security forms. “Red flag” issues include:

o Having been fired from a previous job or having left under unfavorable
circumstances within the past five years (or longer, depending on the security
form questions and type of investigation);

o Failure to register with the Selective Service System (applies to male applicants
born after December 31, 1959);

o Within the past five years (or longer, depending on the security form questions
and type of investigation), any arrest, charge, or conviction that has been upheld
for violent or dangerous behavior or a pattern of arrests that demonstrates
disregard for the law;

o Illegal drug use within the previous year, or drug manufacture or other
involvement for profit within the past five years (or longer, depending on the
security form questions and type of investigation).

When FBI fingerprint results are returned to the EPA;

When OPM returns the individual’s investigative results to the EPA;

When the EPA becomes aware that the contractor employee may not be fit to perform
work for or on behalf of a federal agency. The contractor is responsible for monitoring
its employees’ fitness to work and notifying the EPA immediately of any contractor
employee arrests or illegal drug use.

1) Inmitial On-Site Contractor Requirements

This section contains the contractor’s initial security requirements, which must be met
before contractor employees can perform work on-site at EPA under this contract.

a)

b)

The contractor must identify a point of contact (POC) and alternate POC to facilitate
security processes.

The contractor must ensure that all foreign nationals who will work under this contract
have a valid U.S. Immigrant Visa or nonimmigrant Work Authorization Visa. The
contractor must use e-Verify to verify employment eligibility as required by the FAR.

The EPA requires contractor employee information for the investigative and EPASS
processes. Immediately upon contract award, or anytime new personnel are brought
onboard, the contractor POC must log on to a secure, EPA-identified portal, create an
account, and submit complete contractor employee information: Full name (as found on
employment records and driver’s license), Social Security Number, date of birth, place
of birth (city, state, country), citizenship, employee email address, EPA program office
or regional office, and EPA work city and state. Note: Incomplete names, inaccurate
names, and nicknames are unacceptable and may delay contractor employees’ start date.
Instructions and the portal link will be provided upon contract award.



2)

3)

d) EPA will provide the login information for the portal. After submission of the
contractor employees’ data, the Contracting Officer’s Representative (COR) will notify
the contractor POC if additional information or corrections are required. The COR’s
approval of the information triggers the investigative and EPASS processes.

Requirements for Contractor Employees Needing Unescorted Access for Six Months
or Less

This section contains the requirements for contractor employees who are not eligible for an
EPASS badge but who need unescorted physical access. The minimum security
requirement is an FBI fingerprint check.

a) Before the contractor employee can begin work on-site at the EPA:
1) He/she must be fingerprinted by the EPA; arrangements will be made by the COR.
i1) The contractor employee must satisfactorily respond to all questions/information
requests arising from the EPA’s review of the fingerprint results.
ii1)) The EPA must determine that the fingerprint results are favorable.

Once all requirements in Section 2(a) are met, the COR and contractor employee will be
notified that the contractor employee can start work. Contractor employees will be issued a
physical access badge and may work on-site at EPA. Contractor employees must sign a
receipt acknowledging responsibility to safeguard the badge and surrender it when required
(see Section 4(b)).

Requirements for Contractor Employees Needing Unescorted Access for more than
Six Months

This section contains the requirements for contractor employees who are eligible for an
EPASS badge and who must have, at a minimum, a NACI background investigation
completed or initiated. Contractor employees needing access to sensitive information or
otherwise occupying moderate- or high-risk positions must undergo an investigation above
the NACI level. The EPA will assign a position risk level to each position on the contract
and identify which contractor employees are EPASS-eligible.

a) EPASS-eligible contractor employees must undergo a background investigation
appropriate to the risk level of the position occupied, as specified by the EPA; the
minimum acceptable investigation is a NACL

b) Employees who have previously undergone a federal background investigation at the
required level, and who have worked for or on behalf of the federal government without
a break in service since the investigation was completed, may not need a new
investigation. The EPA will verify the investigative information and notify the
contractor employee and COR if a new investigation is required. If an investigation is
not needed, the contractor employee must still be fingerprinted by the EPA for an FBI
fingerprint check, and have favorable fingerprint results returned before beginning work
on-site at EPA.



4)

©)

d)

)

Before beginning work on-site at the EPA, contractor employees who require a new

background investigation must:

1) Complete and submit the appropriate OPM security questionnaire specified by the
EPA via OPM’s e-QIP system. Access to e-QIP will be provided by the EPA; the
questionnaires are viewable at www.opm.gov/forms. Foreign national contractor
employees must, on the security questionnaire, provide their alien registration
number or the number, type, and issuance location of the visa used for entry to the
United States.

i1) For a NACI only, also complete the OF 306, Declaration for Federal Employment,
as required by OPM for any NACI and available at
http:// www.opm.gov/torms/pdf_fill/ot0306.pdf. Contractor employees must answer
questions 1-13 and 16, then sign the form on the “Applicant” line, 17a.

ii1) Follow all instructions on the form(s), answer all questions fully, and submit
signature pages as directed by the EPA.

iv) Be fingerprinted by the EPA; arrangements for fingerprinting will be made by the
COR.

v) Satisfactorily respond to all questions/information requests arising from the EPA’s
review of the forms or fingerprint results.

vi) Receive favorable fingerprint results.

Once all requirements in Section 3(c) are met, the COR and contractor employee will be
notified that the contractor employee can start work. Contractor employees may work
on-site at EPA while OPM conducts the background investigation.

At a time and location specified by the EPA, contractor employees must report in
person for EPASS identity (ID) proofing and show two unexpired forms of
identification from the lists on Department of Homeland Security Form [-9. At least one
of the documents must be a valid, unexpired state or federal government-issued photo
ID; non-U.S. citizens must show at least one ID from Column A on Form I-9.

Before being issued an EPASS badge, contractor employees must sign a receipt
acknowledging responsibility to safeguard the badge and surrender it when required
(see Section 4(b)). Contractor employees must meet all EPASS badge life-cycle
requirements.

A contractor employee has the right to appeal, in writing through the contractor POC to
the COR, the denial or revocation of an EPASS badge. If the COR believes the appeal is
justified, he/she will forward it to the Security Management Division (SMD). SMD’s
decision on behalf of the EPA will be final.

Ongoing Contractor Security Responsibilities

a)

The contractor POC must immediately provide updated information via the secure
portal when new contractor employees are added to the contract. These contractor
employees must meet all initial investigative requirements before beginning work on-
site at EPA. The contractor POC must also update information via the secure portal
whenever a contractor employee leaves the contract.



b) The contractor POC must ensure that all EPA physical access and EPASS badges are

returned to the COR as soon as any of the following occurs, unless otherwise
determined by the Agency: (1) when the badge is no longer needed for contract
performance; (ii) upon completion of a contractor employee’s employment; or (iii) upon
contract completion or termination.

These EPA security requirements must be incorporated into all resulting subcontracts
wherein contractor personnel working under the subcontract require EPA physical
access.



